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List of abbreviations

Abbreviation

Definition

Tb

Terrabit is a unit of digital information storage and tnanssion capacity. It represen
a quantity of data equal to 1 trillion bits.

ts

Tflops

TeraFLOPS measures a computer system's processing spedtiang of floating-
point operations per second, indicating its higmpotational power and performanc

11%

SLA

Service Level Agreementis a contractual agreement between a servicegepaind a

client that outlines the specific level of servibat the provider is expected to deliver.

loT

Internet of things refers to the vast network of interconnected platsievices,
vehicles, and objects embedded with sensors ahadasef enabling them to collect
and exchange data over the internet for enhancedidmality and smarter decision-
making in various sectors.

RAN

Radio Access Networ represents the essential component of a mobile
telecommunications system that wirelessly links iteotbevices to the core network,
facilitating users' access to voice and data sesvic

API

Application Programming Interface is a set of rules, protocols, and tools that adlo
different software applications to communicate smeract with each other. APIs
define how different software components shouldreatt, specifying the types of
requests that can be made and the data formatsusdul.

QoS

Quiality of Servicerefers to techniqgues and mechanisms used to etiaira network
or service meets predefined performance standaridsitizes resources effectively,
and delivers a consistent and satisfactory usegrexqre.

Cl/ICD

Continuous Integration/Continuous Deploymen is a software development practi¢

that automates building, testing, and deployindiaations, enabling faster and more
frequent releases while maintaining quality andista.

e

CLI

Command-Line Interface is a text-based interface where users can intaigdtia
computer system or software by entering commandsigih a terminal or command
prompt.

ROS

Robot Operating Systen is an open-source framework for building robotistems
that enables flexible and modular development amingunication between different
components of a robot.

OCl

Open Container Initiative is an open-source project that establishes inglasndards
for container formats and runtimes, ensuring coibpidy and portability of
containerized applications across different platigr

ADAS

Advanced Driver Assistance Systemeefers to a set of technologies implemente
vehicles to enhance safety and improve driving a&pee.

0S

Operating Systemis software that manages computer hardware researed provide

d in

1v2}

a platform for software applications to run on.
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Executive summary

This document presents Deliverable D2.5 of Task tha initial version of the Benchmarking and
Validation Plan for the COGNIFOG project. The ptarlines a comprehensive methodology for evaluating
and comparing the performance of the COGNIFOG dognplatform across different use cases. It aims
to guide the validation process, ensuring effedidgting and assessment of the platform's cagabilit

In line with the project objectives, this plan aglskes potential risks and challenges that may duiseg

the validation process. It recognizes technicdistisesource constraints, and pilots-specific risksd
proposes risk mitigation strategies to anticipatel ananage them. The validation execution process
involves systematic testing and evaluation, foaquon the defined KPIs. To gather relevant data for
analysis and performance assessment, monitoringdatal collection will be an integral part of the
validation process.

By implementing this Validation and Benchmarkingt®lthe COGNIFOG project aims to ensure the
robustness and effectiveness of the cognitivegiatin real-world scenarios. The plan provides goize

for the project team to validate the platform'sf@enance, identify areas for improvement, and drive
innovation in the cloud-to-edge continuum. Thisiwable plays a crucial role in the successful
deployment and adoption of the COGNIFOG cognitilafprm across various domains and use cases. It
serves as a comprehensive guide for the validatimhbenchmarking activities, laying the foundafion

the project's future advancements and achievements.

It is important to note that this document représéme initial version of the Benchmarking and dation
Plan, serving as a foundational framework for sgbeat iterations. As the project progresses, the will
be refined and enhanced based on the feedbacksigtts gained during the validation activities.

Grant Agreement: 101092968 -6-
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1 Introduction

The cloud to edge continuum represents a paradigfnis computing, where data processing and
analysis occur seamlessly across a distributedanktwf cloud servers and edge devices. This approac
enables real-time decision-making, reduced lateaogl improved efficiency for a wide range of

applications, such as Internet of Things, artifiaitelligence, and autonomous systems.

The COGNIFOG project aims to harness the powerhd distributed computing landscape by
developing a cognitive platform that seamlesslggnates cloud and edge resources. This platform
leverages advanced machine learning algorithmsyralatanguage processing, and intelligent data
analytics to enable real-time, context-aware desisnaking in diverse environments.

The validation and benchmarking plan outlined i tteliverable will play a crucial role in ensuring
the quality and performance of the developed cogniplatform. By employing rigorous testing
methodologies, the functionality and correctnesthefplatform are verified and its performance and
scalability in various cloud to edge continuum so@s are assessed and validate its interopesabilit
and compatibility with existing infrastructure asystems.

This validation and benchmarking plan identify grogential areas for improvement and optimization,
enabling the enhancement of the platform’s cap@siland ensuring its seamless integration intb rea
world applications. The deliverables are validatecording to established criteria, instilling colince

in the platform’s reliability and paving the wayrfds successful deployment in a wide range of
industries and domains.

The COGNIFOG project's validation and benchmarkiten will provide a robust framework for
assessing the quality and performance of the degnglatform developed for the cloud to edge
continuum. With a focus on functionality, robustgserformance, scalability, and compatibility sthi
plan will enable to refine and optimize the platiporensuring its successful integration into the
distributed computing landscape and driving innimrain a multitude of applications.

Grant Agreement: 101092968 -9-
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2 Objectives and Key Performance Indicators

2.1 Objectives and goals of the benchmarking plan

In order to assess and evaluate the different déjesbof the COGNIFOG platform, a specific set of
Key Performance Indicators has been establishedntiist be fulfiled. To ensure accuracy and
transparency in the assessment process, this datwmetains a comprehensive description of each
objective, along with a detailed explanation of htwese objectives will be measured during the
validation and benchmarking phase.

The platform’s successful performance depends @engisl aspects or functionalities that are
represented by each KPIl. Measurable and quangfiadalicators enable the effective and efficient
gauging of the platform across various dimensions

The document provides a clear breakdown of eackctie, outlining the desired outcome and the
specific metrics that will be used to measuretitsimment. These metrics encompass a range offacto
including performance, reliability, scalability,cagity, and resource utilization, among others.SEhe
metrics are carefully selected to capture theoalitaspects of the platform’s capabilities andsseas
its ability to meet user requirements and industandards.

During the validation and benchmarking phase, agertesting methodologies will be employed to
collect data and evaluate the platform's perforreaagainst the defined KPIs. Various scenarios,
workloads, and usage patterns will be simulated ctomprehensively assess the platform's
responsiveness, stability, and scalability. Théectdd data will be analysed against the predetethi
metrics, allowing to objectively measure the platits performance and identify any areas that requir
improvement.

The objectives and measurement methodologies argrnted in this detailed manner, ensuring that
the assessment process is systematic, repeataigleac@ountable. This comprehensive approach
enables a holistic understanding of the COGNIFO@tf@im’s capabilities, enabling informed
decisions and optimizations based on the identffteehgths and areas for improvement.

2.2 Performance KPIs for benchmarking

2.2.1 Collaborative mission in urban area

Table 1- Collaborative mission in urban area KPlIs

KPls Description Unit

Edge and IoT deployment time:
« New application (containers) should be deployed in| Minute 10
Deployment few minutes to far edge boards
time (K1 & » New application should be deployed in less than a | Minute 1
K4) minutes at edge
e OS and platform should be deployed in less than anp Hour 1
hour
Count 100
Flexibility » Deploy at least 100 micro applications that will be
(K6) monitored by COGNIFOG platform tools
Count 10

Grant Agreement: 101092968 -10-
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» Deploy Platform with using 10 variability level
domains (e.g., Running the platform in VMs or irsk§
or using MQTT or ZeroMQ)
» Perform large scale monitoring and data collectiom | Hour 500
multiples devices (Up to 100 000 and growing &t gt
to 500/h)
» Perform large scale monitoring of OODA loops |d&@ount/hour | 10
Scalability actuators (Up to 1000 and growing at rate up th)10/
(trial specific) « Process and aggregate the data at the edge toizenini b/s <10
the Edge to cloud bandwidth (Less than 10Thb/s)
+  Optimize the edge computing process to minimize théflops 100
edge computing power needed at edge (Less than [L0O0
Tflops by edge cluster)
» Perform up to 100 pretesting scenarios to testqulat | Count 100
Resiliency / robustness (connectivity disruption, server failure
Platform intrusion)
robustness « Perform up to 5 full chaos engineering scenarios | Count 5
(K7) combining multiple hardware failure and connecyivit
issues
» Satisfy and monitor 10 hard real-time classes (Harqd Count 10
Time real-time means that tasks must be executed wathin
predictability maximal time constraint)
(trial specific) e Three SLA types of time classes must be defined | Count 3
(Strategy, Operative and Tactical)
2.2.2 E-health services in the Edge-Cloud Continuum
Table 2 - E-health services in the Edge-Cloud Quntin KPIs
KPI Name Description Unit Value
Edge and loT
autonomous Provision and install an edge server with 2 statiamthin 3
) . Hour 3
installation hours.
time (K1)
Setup time of Same as above: edge server should also be progsigithin 3
infrastructure h Hour 3
ours.
(K2)
Sstglt;?iihment Vastly o_Ie_pends on area 01_‘ installgtion._ F_or an avih 4G Hour 3
i connectivity establish a full installation withinh®urs.
time (K3)
Single touch
orchestration New stations should be provisioned within 1 hour Hour 1
(K4)
Device . , :
. . For an edge server model, there is no compariseh the| , ,. _
Integration current ceng':ralized method. P Minute | <=10
(K6)
Scale-up Setup an added edge server and stations withimd ho Hour 1
latency (K5)
Data integrity / | Moving data from cloud to edge provides better sgclEnsure Hour Every 24
security (K8) automated encrypted backup to cloud. y
Grant Agreement: 101092968 -11-
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ll:Isugr];)((atrrig; test Emulation of 100 stations connecting with a singfige serve Count >100
specific) running the backend. Websockets should be mairdtaine

The following apps could be integrated:

* Mobile application connecting to backend.

* Backend running on an edge server with a sec
Number of test Linux distribution.
apps (trial * Automated backup application for encrypted backiu] Count 5
specific) edge server database to cloud.

® Third — party smart city dashboard.

* Connectivity dashboard for overall topology.

® CI/CD for backend on edge servers
Reduce in , : .
latency of Stations connecting to (_adge' servers is a new ctncewever 3-5%

. compared to connectivity with a central backene, ldtency| Percent :
response (trial | . . . reduction
- improvement is obvious.
specific)
Develop the following communication tests
* Station with edge server communication un
(emulated) bad connectivity

?}é);;ustness * Station with edge server under lack of any conmiggtii Count >3 trials

* Backend with Hub under lack of any connectivity

® Stress test: emulation of multiple statig

communicating with edge server.

2.2.3 Automated Edge-Cloud Continuum for smart manufacturing
Some of Trial 3 baseline KPIs have not been adddess measured yet. However, the investigation
and implementation of methods to address thosébeil main activity in the next WP2 period. During
the WP2 activities the current KPIs will be meaduasd the projection for improvements will be
addressed in the next version of the benchmarkadgvalidation plan deliverable.

Table 3 - Automated Edge-Cloud Continuum for smaahufacturing KPIs

KPls Description Unit Value
Latency of Reduction of response times among the various
response (trial use case components (computing, bandwidth | ms TBD
specific) limitation, frequency etc.)
Infrastructure Reduction of the elapsed time to setup a SpeCiﬁCMonth 12
setup time (K2) cloud-to-edge-to-loT infrastructure
Service . . .
establishment time Reductll(on of_thebeI?pse_d glme to setup a SlpeC'f'CMonth TBD
(K3) network service before it being operationa
Scale-up latency | Reduction of the time before scale-up operation i_s TBD
(K5) completed in case of a lack of resources
Edge CPU
A Reduce the amount of Edge CPU usage by
utilization ) Percent TBD
) o deploying some processes on Cloud
(trial specific)
sSecurity (K8) To protect the network and sensor data from | True/ False
y unauthorized access, manipulation, or disruptionFalse

Grant Agreement: 101092968
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3 Validation methodology and experimental design

3.1 Validation and benchmarking methodology

This section outlines the methodologies used tidatd and benchmark the deliverables of the
COGNIFOG project. It is essential to acknowledga tiot all methods presented in the validation and
benchmarking methodology are universally applicdablevery use case. The approach to validating
and measuring Key Performance Indicators (KPIs) waay from trial to trial, taking into account the
specific context and requirements of each case fl€kmility to adapt and tailor the methods totsui
the unique characteristics of each trial is cruiciansuring accurate and meaningful results.

The following table presents the validation metHodi@s for each KPI type:

Table 4 - Validation and benchmarking methodology

KPI Methodology

» Set up the hardware and make all necessary coonscti

» Launch the automated installation process for thggom.

* Measure the time it takes to complete the platfioistallation.

» Use a continuous integration and continuous depémym
(CI/CD) tool such as ATOS industrial grade DEVOBSteate
a pipeline that builds and deploys containerizgaiegtions to a
target environment such as Kubernétes

» Configure the pipeline to trigger on every code e in a
repository that contains a Dockerfile.

* Use atool such as Prometheus to collect metroes fr
Kubernetes cluster, such as pod creation timeygadiness
time, and service availability time.

» Use atool such as Grafana to visualize and anéhgsmetrics
collected by Prometheus and calculate the timgplication
deployment as the difference between the code ehtamg and
the service availability time.

e Set up cloud/online server infrastructure and neting
configurations

e Launch automated installation process of the requiools and
packages to prepare the execution of the platform

* Use a continuous integration and continuous depémym
(CI/CD) platform

* Upload the software services to be deployed irpthgorm

« Configure and execute the deployment pipelines

K1: Edge and IoT"
autonomous
installation time

K2: Setup time of ¢ Monitor the execution and the health of the depliogervices
infrastructure using a tool such as Portainer
* Measure installation time of Operating System oou@land
Edge nodes

¢ Measure installation time of the Container as aiSeruntime.

¢ Measure installation time of COGNIFOG components
framework. Once the different nodes are connecedth
other (COGNIFOG ecosystem is set in place) anthall
COGNIFOG components are deployed, the infrastrectetup
will be completed

Grant Agreement: 101092968 -13-
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K3: Service
establishment time

Slice instantiation and activation time. Howevehge tfinal
instantiation time of the new slices does not ddpemtirely in
the Slice Manager, but it also involves the corstantiation
stages and the speed of the RAN to cope with thaggs.

In terms of the intelligent part, the decision loé inference can
be computed using tools to monitor and measurgrties it takes)
from the model to generate an answer, once it Bas fed with
all the information surrounding the network.

K4: Single touch
orchestration

Configure the application's desired state and wmetfonal
requirements.

Utilize the COGNIFOG platform to automatically reahd
understand these requirements.

The platform automatically places and deploys thplieation
based on specified constraints.

Ensures that the platform optimize resources dilmes and
meets the application's non-functional requirements

Use COGNIFOG platform to automatize applications
orchestration to maximize the QoS.

K5: Scale-up latency

Measure the time required to onboard a new infiragire within
a COGNIFOG ecosystem already set up.

Measure the time required to onboard a new devitlkirva
COGNIFOG ecosystem already set up.

Measure the time elapsed since a scale-up orderas with the
time it takes for the actual state of the applaato comply with
it.

K6: Device integration
time

Choose a range of representative devices or setisatsare
commonly integrated into the COGNIFOG platform. 3é&
devices should be representative and cover diffetgpes,
protocols, and communication interfaces.

Outline a standardized integration process, indlgidne steps
and actions required to integrate a device intactunitive
platform. This process should cover device discpver
authentication, configuration, network connectiod aoftware
installation.

Set up the hardware and make all necessary coanscti
Record the time it takes to complete each integmatrocess for
the representative devices. Start the timer wheimntiegration
process begins and stop it when the device is safdly
integrated and operational.

11

K7: Resiliency

RAN controller operation

IoT edge Gateway

Application and platform:

The system uses error control protocols to guaeatdedeliver
the information correctly or to generate an alérewthe data i
not compatible.

\*2J

Establish forwarding policies for incoming traffic

Set up the default configuration of outbound nekwnterfaces
Monitor the connection performance of active irdeds

If necessary, apply new configuration accordingadticies and
network performance

Monitor the health of applications (response timesponse
errors, container state, etc.).

Grant Agreement: 101092968 -14-
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« Compare the desired state of the services (comtdimdgth its
actual state.

e Perform Chaos Engineering scenarios: Network badttivi
latency, disconnection issues and hardware failure.

K8: Data integrity /
security

1. Requirements Analysis:

* ldentify the specific data integrity and confideitity
requirements for COGNIFOG based on the projectectibes
and stakeholder needs.

» Define the desired security goals, such as datagrity,
encryption, access control, and secure communitatio

2. Test Planning

» Develop a comprehensive test plan that outlines tédsting
objectives, scope, and test scenarios.

* Identify the types of data to be tested (sensitipersonal,
confidential) and the relevant security measurdsetgalidated.

« Determine the testing tools, technigues, and metlogiks to be
used.

3. Test Design:

« Design test cases that cover different aspectatafidtegrity and
confidentiality.
« Define the expected outcomes for each test casd bas the
security requirements and specifications.
« Identify the test data sets, including both valndl anvalid data,
to simulate various scenarios.

4. Test Execution:

* Execute the defined test cases, ensuring propeeriggonment
setup.
¢ Monitor and record the results of each test, indgdany
anomalies, errors, or failures encountered.
« Document the steps followed during the testing @ssdor future
reference.
« Data Integrity Testing:
— Validate the accuracy and completeness of idedt|fi
sensitive data within COGNIFOG.
— Perform tests to verify that data remains intacd an
unaltered during storage, transmission, and proagss
— Check for any data corruption, loss, or unauthdrize
modifications.
« Data Confidentiality Testing:
— Verify the effectiveness of security measures| in
protecting sensitive data from unauthorized access.
— Test encryption and decryption mechanisms to ensure
data confidentiality.
— Evaluate access control mechanisms to ensure tihat o
authorized users can access sensitive data.

e

5. Vulnerability Assessment:

e Conduct vulnerability assessments and penetragésting to
identify potential security weaknesses and vulnétiais.

Grant Agreement: 101092968 -15-
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Test the resilience of the system against commaouritg attacks,
such as data breaches or unauthorized access tttemp
Address any vulnerabilities found by implementirpp@priate
patches, fixes, or security measures.

6. Performance Testing:

Assess the performance impact of the implementedirisg
measures on data integrity and confidentiality.

Validate that the security measures do not siganifily degrade
the overall system performance

3.2 Definition of tools and framework to be used for vadation

This section provides an overview of the tools #nagheworks that will be used for the validation

process in the COGNIFOG project. These tools aatidworks are essential for ensuring the thorough
evaluation and assessment of the functionalityffopmance, scalability, reliability, compliance, use
experience, security, and accuracy of the cogngilaform. It should be noted that not all of tbels

and frameworks listed in the validation section nteey applicable or useful for every use case.
Recognizing this, an activity is planned for thecaiqming WP2 period to identify and select the
appropriate tools that align with the specific regonents of each use case. This process ensutes tha
the chosen tools and frameworks are well suitedtifier validation activities, maximizing their

effectiveness and relevance in achieving accuralex@aningful results.

Table 5 - Benchmarking and validation tools andeavork

KPI

K1: Edge and loT
autonomous
installation time

Technologies tools and framework

Continuous integration frameworks: Gitlab ClI, Jexski
Monitoring tools: Grafana, Prometheus

Supervision stack: Elasticsearch, Kibana, Lokieffitbit
Kubernetes cluster: Rancher RKE2/K3S

Robot operating system framework: ROS
Document storage for ROS: MongoDB

K2: Setup time of

Code repository: GitHub/Gitlab
Cloud native container registry: Harbor
OCI containers

establishment time

infrastructure « Continuous integration: Jenkins, Gitlab Cl and GlitiAction
» Container management tool: Portainer
* Automatic code review tool: SonarQube

K3: Service

Scripting to measure the execution time.

K4: Single touch
orchestration

Container orchestrator: Kubernetes/K3S
Kubernetes extension to work at the edge: Kubeedge
Cluster federation: OCM/Rancher Fleet

K5: Scale-up latency

These tools will give information about the desistdte and the actu
state of the applications, the time difference leemvboth states will b
the scale-up latency.

Kubernetes API

Grant Agreement: 101092968 -16-
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Fleet / ArgoCD / OCM

e Multi cluster management tools and GitOps framewB@&ncher

* Monitoring tool: Prometheus

time

K6: Device integration .

PlatformlO)

* Framework for robot software development: ROS
Microcontroller SDK: (Arduino IDE, MCUxpresso, Pic&DK,

» Device twin in Kubernetes: Kubeedge device twin

loT edge Gateway

Apps and platform resiliency:

* Network speed measurement: Speedtest CLI
e Scripting to execute selection/bonding of netwarteifaces

K7: Resiliency * Cloud Native Chaos Engineering framework (Chaos lviasd
Litmus)
» Kubernetes API (state of the services and contsliner
* Prometheus (applications response time, responses er)
* Gitlab CI/CD
» Identity and access management solution: Keycloak
K8: Data integrity / * Crypto backends: OpenSSL, TPMs, HSMs
security * Vulnerability scanning: Trivy

» Secrets management: Hashicorp Vault
e Threat identification framework: STRIDE

3.3 Potential risks and challenges
3.3.1 Technical risks

This section addresses potential technical isdussntay arise during validation, including software
bugs or compatibility challenges between builditacks. It explains the strategies and measures put

in place to mitigate identified risks and challesigensuring that the project team is well prepaoed

handle potential issues effectively. By proactivatidressing these risks, the project team is eqdipp
to effectively address and overcome any technibataxles that may emerge throughout the project

lifecycle.

Table 6 - Validation technical risks

Risk Description

Risk Mitigation

Limited
Availability of
Datasets/Schema
due to
governmental or
corporate policy
sensitivities

The limited availability of datasef
can  significantly  hinder th
development and performance
cognitive models. Without access
| diverse and representative data,
"models may lack the necessa

of
to
the

Ary

training to accurately understand and

analyse real-world scenarios. This ¢
lead to suboptimal performang
reduced accuracy, or biased outcorj
when making decisions or providir
insights.

an
€,

nes
g

If access to real-world
datasets is limited, the team
can consider generating
synthetic data that closely
mimics the characteristics
and patterns of the desired
data.

Concentrate on utilizing
publicly available datasets
that align with the project's
objectives. Open datasets,
research repositories, and
data-sharing initiatives can
provide valuable resources
Ensure that the project
adheres to ethical guidelineg
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and practices when accessing
and using sensitive data.
Implement appropriate
consent mechanisms and
anonymization techniques
Apply fully defined, well
designed and documented
data model
The technical building blocks ::%enqm;ynent the  missing
c | provided by COGNIFOG partners d f[) th ‘ ble t
~Ompiex could not cover all the use case en_lfy e partnér avle 1p
integration / requirements: provide it (by adopting the
components . Interoperability between effort_s and resources)
diversity components Identify an extern
«  Eeature completeness subcontractor that can help
P the consortium solving the
problem
Fill missing features with
alternative software
Well define the APIs the
functionality of each building
COGNIFOG The technical building blocks block and s role in the use
. case scenario
components’ provided by COGNIFOG partners Well define the dataset usec
maturity have different TRL level

Well define the functionality
of each building block and it
role in the use case scenaric

)

Software Bugs

Bugs can range from minor issues
that affect user experience to criticg
defects that affect the functionality
and reliability of the system.
Software bugs can arise due to
coding errors, inadequate testing,
incomplete requirements, or
compatibility issues.

Code Reviews and Static
Analysis: Conduct thorough
code reviews to identify
potential bugs and improve
code quality.

Bug Tracking and
Management: Utilize a bug
tracking system, such as Jir
or Bugzilla, to log, track, ang
prioritize identified bugs
Comprehensive Testing:
Implement a robust testing
strategy that includes unit
testing, integration testing,
system testing, and
regression testing.
Continuous Integration and
Continuous Deployment
(CI/CD): Implement CI/CD
pipelines to automate the
build, testing, and

deployment processes.
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3.3.2 Pilot's specific risks

This section focuses on identifying and addrespistgntial risks that are specific to the pilot pha$

the project. Pilots involve real-world testing dangblementation of the cognitive platform in a liett
deployment, allowing for valuable insights and temck. However, certain risks unique to this phase
may arise, and it is essential to recognize angjaté them to ensure successful pilot executioiis Th
section outlines the specific risks associated tighpilot phase and presents strategies and nesasur
to mitigate these risks effectively.

Collaborative mission in urban area:

Table 7 - Collaborative mission in urban area dpeasks

Risk Description Risk Mitigation

Thales has a limited number of Use hardware in the loop simulation
Limited number | devices and cannot deploy them on [atools for scaling representation.

of devices large scale in geographically
dispersed locations.

Define and follow a well-organized
development plan for the software
components with concrete deadlines

In the context of collaborating with
various partners, it will be necessary

Components to integrate different technical
availability components. This implies that the af‘d software_ release cycles. .
. Find alternative components available
components are delivered and . : ) )
available with comparable functionality. This

solution is not always possible.
Using a private cloud instead of a
Using resources from a cloud providepublic cloud with pre-existing

can be expensive if there is intensive resources requires additional costs i

Cloud provider

=]

cost utilization of resources. terms of administration and
management.
It is necessary to adhere as closely as
possible to standards and reach
agreement on the inter-component

. communication layer. This will be
The risk of component . :
Components interoperability poses challenges in done by applying fully defined, well-
poner P y POSE >Ng designed and well-documented datg
compatibility ensuring seamless integration and

models and interfaces and using
common communication protocols
and data structures (JSON structure
messages, REST APIs, Message
Broker, etc.)

functionality.

o

E-health services in the Edge-Cloud Continuum:

Table 8 - E-health services in the Edge-Cloud Quntin specific risks

Risk Description Risk Mitigation

Limited Design with this scenario in mind and

connectivity to Edge servers will need to be able to test cases without internet
) connect to the central hub o
internet connectivity.
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. . Use well-documented APIs and test
'Comple'x Multitude of layers and devices. each integrated layer before
integration Websockets should work. . .

incorporating.

Sgcurlty1lssues APIs must be secured Use well documented authentlcatlor
with API's methods to access endpoints

Privacy issues | APIs in some cases will need to be | Authentication methods should be
with API’s less accessible or anonymize data | role-based. Security by design.

Automated Edge-Cloud Continuum for smart manufacturing

Table 9 - Automated Edge-Cloud Continuum for smaahufacturing specific risks

Risk Description Risk Mitigation

Components Achieve interoperability of the Communication layer to be well
compatibility different HW and SW assets addressed and standards integratio

Offline and online validation

Connectivity Edge and cloud implementation

All interfaces must be secure, tested
Adverse network access and data Igsand validated and authentication
methods should be integrated

Security and
privacy

3.4 Validation execution process

The validation process for the three trials combiagyeneral validation model with trial specificsla
is carried out within WPS5. It consists of threeextp mapped to the work packages tasks.

3.4.1 Operational plan common to all pilots

The comprehensive operational management of the NOBGG project, as outlined in Task T5.1,
establishes the overarching framework for thedrilts primary objective is to ensure that thetpilo
collectively exercise all components of the COGN&-@atform. These pilots serve multiple purposes,
not only supporting the demonstration of variousGMIFOG components and integration cases but
also providing valuable insights into the perforwanf use cases under real-life operational canditi

The operational plan, shared across all trialsyspka vital role in operationalizing, monitoring,dan
managing the pilots. It defines the necessaryegjr@é and procedures for establishing an effective
environment to conduct the experiments successféitiditionally, it facilitates the collection of
feedback and experimental data, which form the dation for assessing and validating the proposed
KPIs. By incorporating the operational plan, thei@ct ensures that the trials encompass the fedidih

of the COGNIFOG platform, allowing for a compreheasevaluation of its capabilities.

The plan's focus on creating an optimal environfantonducting experiments and collecting relevant
data underscores its importance in validating asmacbmarking the platform's performance across
diverse use cases.
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3.4.2 Pilots roll-out

While each pilot within the COGNIFOG project possss unique characteristics, a common
operational plan will be implemented for all pilofellowing a structured and staged path. This
approach ensures consistency and facilitates effeatoordination across the different pilot
implementations.

Before deployment and testing in the pilots, thetdntiations will undergo integration and testing i
controlled laboratory conditions, as specified iasK 4.3. This initial phase allows for thorough
integration and validation of the technology sauos developed within Work Package 4 (WP4).

The pilots serve as crucial platforms for assesgamgpus aspects, including real-time data proogssi
heterogeneous orchestration of distributed compgut@sources, fault tolerance, and cyber-security
protection mechanisms. Additionally, the pilots \gd®@ an opportunity to validate the overall
framework of the COGNIFOG project. To ensure cdasisy and adherence to best practices, the pilots
will follow the plan and guidelines outlined in kaS.1, incorporating the lab-integrated technology
solutions from WP4. The pilots will also adapthe specific requirements of each use case andt¢he s
where the setup phase will be executed.

The execution of the pilots will occur in two distt phases. The initial phase will focus on pretiany
setup efforts, ensuring that the necessary intressire and configurations are in place. Subsequentl
the second and final phase will involve more dethi&ind comprehensive experimental work, aiming
to thoroughly evaluate the platform's performarnoe fainctionalities.

Throughout the setup and operational managemenheofpilots, detailed documentation will be
maintained in Deliverable D5.1. This documentatiati capture the setup procedures, operational
guidelines, and any necessary adjustments mageso@nodate the requirements of each stakeholder's
premises. Furthermore, the pilots will be contirglpumonitored, generating logs that will facilitdke
assessment of KPIs relevant to the project's dlagect

3.4.3 Evaluation of results technical support and evaluabn guidelines

3.4.3.1 Evaluation Framework

A standardized evaluation framework is implemeniteg@lssess the technical results of the COGNIFOG
project under realistic conditions at the piloesitThis framework encompasses various aspedte of t
pilot, including system performance, security, deper perspectives, and end-user experiences.

The evaluation process involves collecting datanguthe pilot execution to gauge the achievement of
KPIs and determine their effectiveness. If the K&is not met or fail to reach satisfactory levels,
feedback will be provided to Work Package 4 (WPAP4 will then analyse the limitations and
bottlenecks identified and propose new featurésprovements to address them.

While operational and functional KPIs will be sgecto each pilot, there will be common KPIs that
assess the capacity of COGNIFOG in areas suchnaes predictability, fault tolerance, energy
management, security, and control-oriented methestcation over infrastructures. These common
KPIs will be uniformly implemented across all pgpensuring globally consistent measurements and
diagnostics.
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The technical results obtained from the pilots Wwél systematically collected and analysed according
to the specified methodology in section 3.1. Aduditilly, specific tools defined in section 3.2 vii#
employed to facilitate the analysis process. Thisnmrehensive approach enables a thorough
assessment of the project's technical outcomesiding insights into performance, functionality,dan
user satisfaction.

Alongside the suggested methodology, certain "mgldlocks" can play a crucial role in validating
specific KPIs, particularly the applications rethti® runtime monitoring which will help to validate
resiliency.

The runtime monitoring proposed by CEA is a Pagdr-oriented method. The approach is based on
defining accurately what is a "correct” behavioraof application. To this end, the Polygraph moslel i
used. The timing properties derived analytically frohetPolygraph design are used to instantiate a
set of software monitors. The monitors are compileid the application and inserted into the
application execution flow; they track dataflowerehnt events. In previous works, the approach was
applied on some applications representative oftnesl computing loads associated with advanced
driver assistance systems (ADAS). For examples @ihsider a Camera actor that generates image
frames at a fixed rate e.g. 15 frames per secamesd frames are analyzed by two parallel sub-chains
On one hand, lane markings are detected on evamefusing classic computer vision algorithms, and
illustrates a time-critical chain. On the other th@bjects detection is performed using a deep heura
network, and processes only a subsampled set anplog frames, in a in a soft real-time way. The
Display sink actor serves as visual output, andtiatelly monitors the end-to-end reaction deadline

During the execution of this example, Polygrapratlatv relevant events were all monitored. These
events were: actor job start, job end, messagemmessage received. Using these events, the executi
times of each actor job was calculated as welhasriput and output latency of each actor (time of
arrival of input data, and time of departure ofpuitdata, relative to original input timestamp).

For hardening purposes, we will leverage the Xasthmerating system in order to benefit of its safe
by design and low footprint code base. This waywiemaximize the application reliability by being
functionally verified offline by Polygraph tools @monitored online on a hardened OS.

In addition, the technological component "Skippeil enhance the Polygraph-oriented approach to
provide a deterministic approach for modeling, gsial and optimization of execution in an Edge to
Cloud continuum. One key objective is to converggetministic and statistical approaches in order to
offer deterministic guarantees for the safety-iaaltpart and statistical guarantees for the ndetga
critical part of systems using the same methodswaottkls. Based out of Polygraph, Skipper will easur
the performance and reliability of systems in CldNative ecosystems from embedded to Cloud, in a
mixed-criticality approach that takes into accotln@ specific requirements of both safety-criticadl a
non-safety-critical systems.

3.4.3.2 Refinement process

Agile methodology through various processes will be applied to emguoper operations and
collaboration between the involved partners to edhiefficient integration of all the components.
Following the development activities and accordingthe readiness of the services, integration
biweekly meetings will be established focusing tmrpote close collaboration and maintaining
alignment among all technical members. Additionalljis approach will facilitate the smooth
integration since it offers close monitoring of thegress and the status of the working activities.
Following those practices an issue tracking repogiill be held to help to the quick identificatio@f

the problems and their prompt solution.
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Also, an integration matrix will be circulated terge as a comprehensive guide, outlining the
connections and dependencies between the diffe@miponents. By the time all the systems’
interactions and their interfaces are defined,graigon templates will be provided to the technical
teams, where the concrete steps followed duringitkegration testing phase will be reported,
streamlining the integration process. The deploymeews of the COGNIFOG solution will be
carefully designed in separated representationspane general view and three other views each one
corresponding to the pilots to establish a clealeustanding of the involved services, their inteefa

and communications.

The Integration Plan will be organized into mukiphases, typically spanning 2 to 3 months, engblin
teams to work on specific objectives within theided timeframe. The integration process starts with
simple activities and progressively advances towambre complex workflows considering the
identified interactions on the integration matmdaeport the results on the integration templdtés.
also crucial to initiate integration with small-fedests and gradually scale up to verify perforoean
and scalability aspects. The first phase involvkeddyal testing activities focusing on connecinaind
communication aspects between the services antifideg and resolving any encountered issues.

Moving forward, the second phase will include uegits results for the components and bilatertd tes
in terms of communication and exchanging simulatath based on the defined data models. Any
functional issues that will arise during this phagébe thoroughly recorded for resolution to lresl
for the next integration round. In the third phatfe purpose will be to test complex workflows,
communications, and data exchange involving mdtigmponents. This encompasses employing final
data models and real-life use-case scenarios, ctinduend-to-end tests, as well as stress and
scalability tests to evaluate system performandso,Af any performance or functional issues appear
will be noted for subsequent encounter. In the filase, the scenarios of the use-cases and wilbts
be meticulously tested to validate the proper dpmrand workflow of all the involved components.
Extensive end-to-end tests will be conducted taenseamless functionality. Through this systematic
approach, beginning with small-scale tests andugdhdprogressing towards comprehensive scenarios,
the technical partners can effectively addressgmateon challenges and achieve a well-integrated
system.
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4 Conclusions

In conclusion, the Benchmarking and Validation PFfan the COGNIFOG project provides a
comprehensive framework for evaluating and comative performance of the cognitive platform
across various use cases. Throughout this documeystematic testing and validation methodology
has been outlined, key performance indicators baea identified, and the tools and frameworks to be
employed have been defined.

This plan enables the effective assessment ofdtfermance of the COGNIFOG platform and ensures
its robustness and effectiveness in real-world &tes. The validation process, accompanied by
monitoring and data collection, will provide vallainsights and metrics for analysis and perforreanc
assessment.

Moreover, the plan acknowledges and addresses t@bteisks and challenges, presenting risk
mitigation strategies to proactively manage tedhnitsks, resource constraints, and pilots-specific
risks. These challenges are anticipated and adgtesshancing the validation process and ensusng i
success. As an iterative plan, this initial versgrecognized as subject to refinement and enimagice

as the project progresses. Feedback and insigimedyauring the validation activities will drive
continuous improvement and optimization of the digm platform's building blocks.

Ultimately, the successful execution of this Valida and Benchmarking Plan will contribute to the
deployment and adoption of the COGNIFOG platformoas diverse domains and use cases. The
performance is rigorously evaluated, areas for awpment are identified, and innovation is driven,
realizing its full potential in revolutionizing theboud-to-edge cognitive platform domain.

This document serves as a guiding framework, empogéhe project team to carry out comprehensive
validation and benchmarking activities. By adheriogthis plan, we can validate the platform's
performance, make informed decisions for optimmatiand ensure its readiness for real-world
deployment and adoption.

The knowledge gained from this validation processitpns well to drive innovation, foster
collaboration, and contribute to the advancemettii@COGNIFOG project. Through collective efforts,
the COGNIFOG cognitive platform can be successfinlbggrated, transforming the cloud-to-edge
continuum and shaping the future of cognitive cotimgu
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