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Executive Summary

In an increasingly interconnected digital world, the importance of safeguarding data and systems against
cyber threats cannot be overstated. This manual presents a comprehensive guide to implementing
essential security practices, targeting individuals and organizations regardless of prior experience.
Covering a wide array of topics ranging from secure coding principles to advanced containerization
strategies like Kubernetes deployment, this manual equips readers with best practices to enhance system
resilience.

The manual details foundational security recommendations, categorizing them based on three key
metrics: scope of impact, implementation complexity, and continuous management need. By organizing
these recommendations into a structured framework, readers can understand and implement them
effectively.

Subsequently, the manual focuses on COGNIFOG’s study case of software containerization and
Kubernetes deployment, providing a checklist for secure running. It covers various aspects, including
general preparation, container security, Kubernetes configuration, continuous integration and
deployment (CI/CD) security, compliance, testing and validation, and continuous monitoring and
improvement. Through this case study, readers gain insights into the details of securing containerized
services and Kubernetes, essential for COGNIFOG deployment.

Finally, the manual focuses on the vulnerabilities and the security recommendations for specific
technologies used within COGNIFOG platform as per the integration matrix delivered by WP4.

In conclusion, this manual serves as a valuable resource for individuals and organizations seeking to
fortify their cybersecurity posture. By offering actionable insights, practical recommendations, and real-
world examples, it helps developers with no security background to navigate the complex landscape of
cybersecurity, from foundational principles to specific strategies applicable to COGNIFOG.
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1. Introduction

In today’s interconnected digital landscape, the importance of safeguarding data and systems against
cyber threats cannot be overstated. This manual serves as a comprehensive guide to implementing
fundamental security practices with minimal prior experience required. From secure coding principles
to containerization and Kubernetes deployment strategies, this manual will provide essential
recommendations and best practices to enhance system resilience and develop a solid foundation for
understanding and addressing security challenges effectively.

2. General Security Recommendations

This chapter presents fundamental security practices tailored for individuals and organizations, with no
extensive background in software security, seeking to fortify their defenses against cyber threats.

2.1 Secure Coding Practices

Secure coding practices are essential for developing software that can resist and mitigate potential
security threats. By integrating security considerations into the development process, developers can
significantly reduce the risk of vulnerabilities and protect sensitive data from exploitation.

Here are some key principles and techniques for secure coding:

¢ Input Validation: ensure that all user inputs are properly validated to prevent injection attacks,
such as Structured Query Language (SQL) injection or cross-site scripting (XSS). Sanitise user
inputs to ensure they conform to expected formats and do not contain malicious code.

¢ Output Encoding: encode output data to prevent XSS attacks. By encoding special characters
before displaying user-generated content, you can prevent attackers from injecting malicious
scripts into web pages.

¢ Authentication and Authorization: implement robust authentication mechanisms to verify
identities and ensure that only authorized users have access to sensitive resources. Use secure
authentication protocols and techniques such as multi-factor authentication (MFA) to
strengthen authentication processes (refer to section 2.8 for more information).

¢ Error Handling: implement appropriate error handling mechanisms to provide informative
error messages to users without revealing sensitive information. Avoid exposing stack traces or
other internal system details in error messages, as these can be leveraged by attackers to identify
and exploit vulnerabilities.

¢ Data Sanitization and Escaping: sanitize and escape (convert potentially harmful characters
into their safe counterparts) user-supplied data before incorporating it into dynamic SQL
queries, HTML output, or other contexts where it may be interpreted as code. Use
parameterized queries and prepared statements to mitigate the risk of SQL injection attacks.

¢ Secure File Handling: implement proper file handling techniques to prevent directory
traversal, file inclusion, and file upload vulnerabilities. Validate file types and sizes, restrict file
permissions, and store uploaded files in secure locations to prevent unauthorized access.

2.2 Regular Updates and Patch Management

Regular updates and patch management are crucial practices needed to maintain a secure and resilient
system infrastructure, reducing the risk of security breaches and ensuring the integrity and availability
of systems and data.
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Software updates are released by vendors to address newly discovered vulnerabilities, bugs, and
performance enhancements, not applying these updates can leave systems exposed to known security
flaws, increasing the risk of exploitation by attackers. Establishing a robust patch management process
is essential for effectively managing updates across the system infrastructure. This process typically
involves the following steps:

1. Identification: remain informed about new updates and patches released by software vendors
and security advisories.

2. Prioritization: assess the severity and impact of each patch to prioritize deployment based on
the level of risk it addresses. High-risk vulnerabilities should be addressed with urgency, while
less critical updates can be scheduled for deployment during regular maintenance windows.

3. Testing: before deploying patches to production environments, conduct testing in a controlled
environment to ensure compatibility with existing systems and applications. Testing helps
mitigate the risk of unforeseen issues or disruptions resulting from patch deployment.

4. Deployment: implement a structured deployment strategy to roll out patches across your
system infrastructure efficiently. Consider deploying patches in phases or groups to minimize
disruptions and ensure proper monitoring during the rollout process.

5. Verification: After deploying patches, verify that they have been successfully applied and that
systems are functioning as expected. Monitor system performance and security metrics to detect
any anomalies or issues that may arise following patch deployment.

6. Documentation: maintain detailed records of patch deployment activities, including dates,
versions, and any associated issues or observations. Documentation helps track patch
compliance, identify gaps in coverage, and facilitate auditing and reporting requirements.

Automated Patching Solutions: consider leveraging automated patch management solutions to
streamline the patching process and reduce manual effort. Automated tools can help automate patch
discovery, testing, deployment, and reporting, enabling organizations to maintain a consistent and up-
to-date security posture across their infrastructure.

2.3 Least Privilege Principle

The Least Privilege Principle (LPP) is a fundamental concept in cybersecurity and access control. It
advocates for granting individuals or processes only the minimum level of access needed to fulfill their
legitimate tasks. By adhering to this principle, organizations can significantly reduce the potential
impact of security breaches or compromised systems. Implementing the LPP involves carefully
managing and reviewing user permissions and access rights, ensuring that users or processes only have
access to the resources and information strictly required for their specific roles or responsibilities.

To implement the LPP, it is first necessary to understand and identify the specific needs and roles of
each user and application within the system. Each entity should only have permissions for its intended
functions and tasks, preventing unauthorized actions beyond its scope. For example, consider a scenario
involving a REST API designed for IoT devices. If a device requires permission to perform a POST
request on a designated endpoint, it should not have access to other endpoints or alternative request
methods for that specific endpoint. The easiest way to implement LLP is to use a blacklisting strategy,
initially denying all access and then selectively granting permissions only where explicitly required.

This approach reduces the attack surface, mitigates the risk of unauthorized access, and helps
organizations comply with regulatory requirements, like GDPR, regarding data privacy and security.
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2.4 Dependency Management

Dependency management is a critical aspect of software development and system administration,
focusing on identifying, tracking, and managing the external dependencies that are integrated into a
software or system. These dependencies can include third-party libraries, frameworks, modules or other
software components that provide functionality or services required by the application.

The primary goal of dependency management is to ensure that software can effectively integrate and
use external dependencies while minimizing the risk of compatibility issues and security
vulnerabilities.

Relying on dependency management tools, such as Dependabot, facilitates automated dependency
resolution by automatically tracking and updating dependencies.

Implementing mechanisms to lock dependency versions or generate dependency manifests ensures
reproducibility and consistency across different environments or deployments.

Conducting regular dependency analysis and vulnerability scanning helps identify outdated or
insecure dependencies and mitigate potential security risks.

2.5 Secure Network Slicing

Secure network slicing is a concept primarily associated with advanced network architectures like 5G,
Software-Defined Networking (SDN), and Network Functions Virtualization (NFV). Network slicing
involves partitioning a single physical network infrastructure into multiple logical or virtual networks,
each tailored to meet specific performance, security, or quality of service requirements. Secure network
slicing extends this concept by incorporating robust security measures to isolate and protect the data
and communications within each network slice.

The main goal of secure network slicing is to provide dedicated and isolated network segments for
different use cases, applications, or tenants while ensuring confidentiality, integrity, and availability
of data and communications within each slice. By applying security control and segmentation
techniques, organizations can mitigate the risk of unauthorized access, data breaches, or malicious
activities across the network infrastructure.

Secure network slicing is important across multiple use cases:

¢ Enterprise networks: secure network slicing allows enterprises to create dedicated network
segments for different departments, applications or user groups while ensuring compliance with
security and regulatory requirements.

e Mobile networks: in 5G networks, network slicing enables mobile operators to offer
customized and differentiated services such as enhanced mobile broadband, reliable low-
latency communication, and machine-type communication, with stringent security and
performance guarantees

e Internet of Things (IoT): secure network slicing provides isolated and secure connectivity for
IoT devices, enabling scalable and reliable deployment of IoT applications across different
industry verticals.

In the case of the COGNIFOG platform, secure network slicing is important when several users are
using the same COGNIFOG instance. For example, it can be used to separate the network data flow
from the control plane. By definition, the control plane requires more permissions than the data network,
so separating them means that if the data network is compromised, the impact is mitigated because the
attacker only has access to the data plane and not the management plane.


https://github.com/dependabot
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2.6 Monitoring and Logging

Monitoring and logging are essential components of any robust cybersecurity strategy, providing
visibility into system activities, detecting anomalies, and facilitating incident handling.

Monitoring:

¢ Real-Time Visibility: monitoring involves continuously observing system activities, network
traffic, and performance metrics in real-time to identify potential security threats, performance
issues or operational abnormalities.

¢ Key Metrics: monitoring involves different key metrics, including CPU and memory usage,
network bandwidth, disk space, application response time and user activity.

¢ Altering Mechanisms: implementing altering mechanisms enables organizations to receive
notifications or alerts when predefined thresholds or conditions are met, indicating potential
security incidents or performance degradation.

¢ Monitoring Tools: there are plenty of monitoring tools available, ranging from open-source
solutions, like Promotheus, Nagios, or Zabbix, to commercial platforms like Splunk. These
tools offer features such as dashboarding, visualization, and automated alerting to facilitate
effective monitoring.

Logging:

¢ Event Recording: logging involves recording events, activities, and transactions occurring
within systems, applications, or networks. These logs provide a detailed record of system
behavior, user interactions, and security-related events.

e Types of Logs: logs can include various types of information, such as access, error, audit,
authentication, and system logs, each serving a specific purpose and providing valuable insights
into different aspects of system operations.

¢ Log Retention and Storage: establishing log retention policies ensures that logs are retained
for a specific period, allowing organizations to comply with regulatory requirements, conduct
further investigations, and analyze historical data.

¢ Logging Tools: Log management tools, like ELK Stack, help to aggregate, analyze, and
visualize all logs from systems and applications.

2.7 Encryption and Secure Communication

Encryption and secure communication are essential components of maintaining the confidentiality,
integrity, and authenticity of data transmitted over networks.

Encryption is the process of encoding information in such a way that only authorized parties can access
it. It involved transforming plaintext data into ciphertext using cryptographic algorithms and keys. The
primary goal of encryption is to protect sensitive data from unauthorized access or intervention while it
is transmitted over insecure channels or stored on vulnerable devices.

e Symmetric Cryptography: uses a single shared secret key to both encrypt and decrypt data.
Symmetric encryption algorithms include AES (Advanced Encryption Standard), an open
standard that can be integrated in both software and hardware. Another widely used encryption
algorithm is ChaCha20, a less complex and quicker symmetric encryption algorithm, which
also provides more protection against side-channel attacks.


https://prometheus.io/
https://www.nagios.org/
https://www.zabbix.com/
https://www.splunk.com/en_us/download.html?utm_campaign=google_emea_tier2_en_search_brand&utm_source=google&utm_medium=cpc&utm_content=free_trials_downloads&utm_term=splunk&_bk=splunk&_bt=662330344219&_bm=e&_bn=g&_bg=75654874228&device=c&gad_source=1&gclid=CjwKCAiA6KWvBhAREiwAFPZM7um5ASha40MpKXiz7oCkgMgZ1BGUWZcWeVX_TQK3r4lVSX2X92TahxoC0-4QAvD_BwE
https://www.elastic.co/elastic-stack/?utm_campaign=Google-B-EMEA-C-Exact&utm_content=Brand-Core-ELK&utm_source=google&utm_medium=cpc&device=c&utm_term=elk%20elasticsearch%20logstash%20kibana&gad_source=1&gclid=CjwKCAiA6KWvBhAREiwAFPZM7tdAMAzRtjOZGuJgbnpWH28qH9gAEA5LbySuakW_JF2FYfY-k5xsfhoCsJ8QAvD_BwE
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e Asymmetric Cryptography: uses a pair of public and private keys for encryption and
decryption. Asymmetric encryption algorithms like RSA (Rivest-Shamir-Adleman) and ECC
(Elliptic Curve Cryptography) facilitate secure key exchange and digital signatures. In the case
of encryption, the public key is used to encrypt the data, while the private key is used to decrypt.
Asymmetric cryptography encryption is also commonly used to exchange symmetric keys due
to its efficiency and resource conservation. In the case of digital signatures, the private key is
used to sign and the public key is used to verify the signature. Typically, ECC algorithms like
the Elliptic Curve Digital Signature Algorithm (ECDSA) are preferred for digital signatures
due to their ability to offer the same level of security with smaller key sizes.

¢ Authenticated Encryption: as mentioned before, maintaining confidentiality, integrity, and
authenticity of data is fundamental. To ensure authenticity, always use Authenticated
Encryption with Associated Data (AEAD), such as AES-GCM and ChaCha20-Poly1305.

Secure communication can be achieved with TLS1.3 (Transport Layer Security - version 1.3)
protocols, which establish secure connections between clients and servers over the internet. HTTPS
(Hypertext Transfer Protocol Secure) is a widely used implementation of TLS1.3 for secure web
communication, encrypting HTTP traffic between web browsers and servers. For public networks,
VPNs create encrypted tunnels, allowing users to securely access private networks or browse the
internet anonymously, by employing encryption protocols like IPsec (Internet Protocol Security) or
OpenVPN.

2.8 Access Control and Authentication

Access control and authentication are other fundamental components of cybersecurity that govern the
authorization and verification of users’ identities and permissions within a system.

Access control refers to the process of determining what resources users can access and what actions
they can perform within a system or application, it involves granting or denying permissions based on
users’ identities, roles, or other attributes.

Authentication is the process of verifying the identity of users or entities wanting to access a system
or application, it ensures that users are who they claim to be before granting access to sensitive resources
or functionalities. Authentication methods include:

¢ Single-Factor Authentication (SFA): requiring users to provide only one authentication factor
(e.g. password)

¢ Multi-Factor Authentication (MFA): requiring users to provide multiple authentication
factors from different categories (e.g. password + SMS code)

¢ Adaptive Authentication: adjusting the authentication requirements based on risk factors, user
behavior, or contextual information.

2.9 Security Testing

Security testing helps uncover vulnerabilities in software, systems or networks that could be exploited
by attackers to gain unauthorised access, steal sensitive information or disrupt services. By identifying
and addressing security vulnerabilities early in the development lifecycle or deployment process,
organizations can reduce the risk of security and data breaches. Security testing also helps organizations
to comply with regulatory requirements, industry standards, and best practices related to data privacy
and security, such as HIPAA and GDPR.


https://datatracker.ietf.org/doc/html/rfc7539
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As a preceding step, consider conducting a threat model, consisting of analyzing potential threats and
attack vectors to identify security risks and prioritize security testing efforts based on the likelihood and
potential impact of threats.

Based on the results of the threat model, there are various types of security testing that can be conducted,
including;:

¢ Vulnerability Assessment: identifies and prioritizes vulnerabilities and weaknesses in
software, systems or networks, typically using automated scanning tools or manual inspection
techniques

o Penetration Testing: simulates real-world cyber attacks to identify security vulnerabilities and
weaknesses that could be exploited by attackers, it involves ethical hackers attempting to bypass
security controls and gain unauthorised access to systems or data. Penetration testing can be
performed either by automated pen-testing tools, such as Acunetix, or by specialized external
companies.

¢ Security Review: analyze and evaluate source code, the configuration settings, and the overall
security architecture and design of the system.

Vulnerability scanner tools, like Nessus or Qualys, can facilitate and automate some of these tests.

2.10 Security Training and Awareness

Security training and awareness programs should be the first step of a cybersecurity strategy. Educating
employees, stakeholders, and end-users about security best practices, policies, and procedures is
fundamental to mitigate common security threats such as phishing attacks, malware, secure passwords,
and social engineering. Regular training sessions can help employees staying up to date with security
best practices.

2.11 Disaster Recovery and Incident Response

Disaster Recovery (DR) and Incident Response (IR) are critical for business continuity planning, aiming
at minimizing the impact of security incidents, disruptions, or disasters on organizational operations.

DR refers to the process of restoring and resuming critical IT systems, applications, and data after a
disruptive event, such as a cyber attack, natural disaster, hardware failure, or human error. The primary
objectives of DR are to minimize downtime, restore services and operations, and recover data to ensure
business continuity and minimize the impact of disruptions on organizational productivity and revenue.

¢ Backup and Restore: implement regular backups of critical data, systems, and configurations
to enable rapid restoration in the event of data loss or system failure.

¢ Redundancy and Failover: deploy redundant systems, infrastructure, and resources to ensure
high availability and fault tolerance. Implement failover mechanisms to automatically switch
to backup systems or resources during outages.

¢ Disaster Recovery Plan: develop and maintain a comprehensive disaster recovery plan that
outlines procedures, roles, responsibilities, and communication protocols for responding to and
recovering from disruptive events.

o Testing and Validation: conduct regular testing, drills, and exercises to validate the
effectiveness of the disaster recovery plan, identify gaps or weaknesses, and train personnel on
their roles and responsibilities during a disaster.


https://www.acunetix.com/plp/penetration-testing/?utm_term=penetration%20testing%20software&utm_campaign=12302612611&utm_content=123123406768&utm_source=Adwords&utm_medium=cpc&gad_source=1&gclid=CjwKCAjwkuqvBhAQEiwA65XxQKSKONGUnIlqR8iEMihRUq74D_DME8uR2qV57LdXyZ7jHNit5v6r9hoCPFEQAvD_BwE
https://www.tenable.com/products/nessus
https://www.qualys.com/apps/vulnerability-management-detection-response/
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There are different types of DR solutions, including deployments on-premises, cloud-based or hybrid
DRs.

IR refers to the process of detecting, analyzing, mitigating, and recovering from security incidents, such
as cyber-attacks, data breaches, malware infections, or insider threats. The primary objectives of IR are
to minimize the impact of security incidents, contain the spread of threats, preserve evidence for forensic
analysis, and restore normal operations as quickly as possible.

e Preparation: develop and maintain an incident response plan (IRP) that outlines procedures,
roles, responsibilities, and communication channels for responding to security incidents
effectively.

¢ Detection and Analysis: implement security monitoring tools (section 2.6), intrusion detection
systems (IDS) such as Trellix, and security information and event management (SIEM)
solutions such as Logpoint to detect and analyze security incidents in real-time.

¢ Containment and Eradication: take immediate action to contain the spread of threats, isolate
affected systems or networks, and eradicate malicious code or unauthorized access to prevent
further damage or data loss.

¢ Recovery and Remediation: restore affected systems, applications, and data from backups,
implement security patches or updates, and conduct post-incident analysis to identify lessons
learned and improve incident response processes.

2.12 Compliance and Standards

Compliance and standards play a crucial role in cybersecurity by providing guidelines, regulations, and
frameworks to help organizations establish and maintain effective security controls, policies, and
practices.

If organizations handle customer data, ensuring compliance refers to the adherence to laws, regulations,
contractual obligations, industry standards, and organizational policies related to cybersecurity, data
protection, privacy, and risk management. Compliance requirements encompass various domains, each
addressing specific aspects of cybersecurity and data protection, these domains include:

¢ Regulatory Compliance: compliance with laws, regulations, and government mandates related
to cybersecurity and data protection, such as:

o GDPR (General Data Protection Regulation): European Union regulation governing
the protection of personal data and privacy for individuals within the EU and European
Economic Area.

o HIPAA (Health Insurance Portability and Accountability Act): U.S. legislation that
sets standards for the protection of protected health information and medical records.

o PCI DSS (Payment Card Industry Data Security Standard): security standard for
organizations that handle credit card transactions, established by major credit card
brands to protect cardholder data.

¢ Industry Standards: adherence to industry-recognized management standards and best
practices for cybersecurity and risk management, such as:

o ISO/IEC 27001: international standard for information security management systems
(ISMS), providing a framework for implementing, maintaining, and improving
information security controls and processes.


https://www.trellix.com/products/intrusion-prevention-system/
https://www.logpoint.com/en/product/siem/?utm_source=google&utm_campaign=SF_EN_DACH_PRODUCTS_FEATURES_Generic&utm_medium=cpc&utm_content=SIEM_general&utm_term=top%20siem&gad_source=1&gclid=Cj0KCQjw-r-vBhC-ARIsAGgUO2A-lthZNkFFB1hXs0w0sp-uEdMKtDsVYICeu_5KuzbSqd1iSI8kN5UaAoQCEALw_wcB
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o NIST Cybersecurity Framework: framework developed by the National Institute of
Standards and Technology (NIST) to help organizations manage and reduce
cybersecurity risks.

¢ Contractual Obligations: fulfillment of contractual agreements, service-level agreements, and
contractual requirements related to cybersecurity, data protection, and privacy with customers,
vendors, and business partners.

Standards are established guidelines, criteria, and best practices for cybersecurity, risk management,
and information security governance developed by industry organizations, standards bodies, and
regulatory authorities. The primary objectives of standards are to provide organizations with a common
framework, methodology, and set of criteria for implementing security controls, processes, and
practices to protect information assets and manage security risks effectively. Organizations must
navigate through various types of standards, each serving a unique purpose in bolstering cybersecurity
and risk management practices. These standards can be broadly categorized into three main types:

¢ Technical Standards: providing specifications, guidelines, and requirements for implementing
specific security controls, protocols, encryption algorithms, and authentication mechanisms,
such as TLS, AES, SHA-256, and RSA.

e Process Standards: defining best practices, methodologies, and frameworks for managing
security processes, procedures, and activities, such as risk management, incident response,
security awareness training, and security governance.

e Management Standards: offering guidelines, principles, and recommendations for
establishing and maintaining effective security management practices, policies, and governance
structures, such as the previously mentioned industry standards, ISO/IEC 27001, and NIST
Cybersecurity Framework.

2.13 Secure Configuration

Secure configuration refers to the process of setting up and maintaining hardware, software, and
network components in a way that minimizes security risks and vulnerabilities. By configuring systems
securely, organizations can reduce the attack surface and mitigate the risk of unauthorized access, data
breaches, and other security incidents. One of the key principles of secure configuration is to apply the
LPP (section 2.3) when configuring user accounts, system services, and access controls. Additionally,
key considerations in secure configuration include avoiding default configurations, passwords, and
settings, implementing security hardening measures such as disabling unnecessary services and
regularly applying security patches (section 2.2), enabling secure communication protocols and
encryption (section 2.7) for data protection, and configuring auditing and logging (section 2.6)
mechanisms to monitor system activities and detect suspicious or unauthorized behavior.

2.14 Container Security

Containers are a popular technology used for packaging and deploying software applications along with
their dependencies, allowing for efficient and consistent deployment across different computing
environments. However, as with any technology, containers also introduce unique security challenges
that need to be addressed.

¢ Containers leverage operating system-level virtualization to isolate applications and their
dependencies from each other. This isolation helps contain potential security breaches within
individual containers, reducing the impact of a compromised container on other parts of the
system.
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¢ Container images serve as the blueprints for creating container instances, ensuring their
security is crucial to prevent the deployment of vulnerable or malicious code. Best practices for
image security include regularly updating base images, scanning images for vulnerabilities with
tools such as Clair or Trivy, and signing images to verify their authenticity.

¢ Container orchestration platforms, such as Kubernetes and Docker, manage the deployment,
scaling, and life cycle of containerized applications. Securing container orchestration platforms
involves implementing authentication, authorization, and network segmentation to control
access (section 2.8), as well as encrypting communication between components (section 2.7).

e Containers communicate with each other and with external systems over networks.
Implementing network security measures, such as secure network slicing (section 2.5), network
policies, and encryption, helps protect containerized applications from network-based attacks
and unauthorized access.

¢ Monitoring container runtime environments for suspicious activity and anomalies is essential
for detecting and mitigating security threats in real-time. Runtime security solutions can include
IDS, runtime vulnerability scanners, and behavioral analysis tools.

e Applying the LPP (section 2.3) to containerized environments ensures that containers have
only the necessary permissions and access rights to perform their intended functions. Role-
Based Access Control (RBAC) mechanisms can help enforce access controls and limit the blast
radius of security incidents.

¢ Organizations deploying containerized applications must adhere to regulatory compliance
requirements and industry standards (section 2.12). Implementing security controls,
auditing mechanisms, and compliance frameworks helps ensure that container environments
meet regulatory obligations and security best practices.


https://github.com/quay/clair
https://trivy.dev/
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3. Categorization

Categorizing these security recommendations by relevant metrics can help in understanding and
implementing them more effectively. Let's organize them into a table based on three key metrics: Scope
of Impact, Implementation Complexity, and Continuous Management Need.

Security Recommendation Scope of Implementation | Continuous
Impact Complexity Management Need

Secure Coding Practices High High

Regular Updates and Patch High High

Management

Least Privilege Principle High

Dependency Management High

Secure Network Slicing High

Monitoring and Logging High High High

Encryption and Secure High Low

Communication

Access Control and High

Authentication

Security Testing High High

Security Training and Awareness | High Low High

Disaster Recovery and Incident High High

Response

Compliance and Standards High High

Secure Configuration High Low

Container Security

Explanation of Metrics:

¢ Scope of Impact: Refers to how broadly the security measure affects the system. A high impact
means it affects multiple aspects of the system, while a low impact means it is more specialized.

¢ Implementation Complexity: Indicates how difficult it is to implement the measure. This can
depend on the technical knowledge required and the resources needed.

¢ Continuous Management Need: Reflects the level of ongoing attention and maintenance the
security measure requires. High means it needs regular updates and monitoring, while low
suggests it's more of a set-and-forget measure.

This table is a guideline and the actual impact, complexity, and management needs can vary based on
specific organizational contexts and the scale of implementation.
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4. Case-Study: SW Containerisation and Kubernetes
Deployment

Containerizing a workload to run on a Kubernetes cluster involves several security considerations.
Here's a checklist that a software developer can use as a guide to ensure a secure deployment:

4.1 General Preparation

1. Understand Containerization and Kubernetes

a. Gain a solid understanding of containerization principles, including container images,
registries, and orchestration.

b. Learn the basics of Docker, a popular containerization platform, including Dockerfile
syntax, image creation, and container management.

c. Familiarise yourself with Kubernetes basics, such as pods, services, deployments, and
namespaces. Understand Kubernetes architecture and components like the API server,
scheduler, and controller manager.

d. Explore online tutorials, documentation, and community forums for comprehensive
resources on containerization and Kubernetes. Platforms like Kubernetes.io, Docker

documentation, and online courses on platforms like Udemy or Coursera, can provide

valuable insights for beginners.
2. Security by Design

Security by Design involves considering potential security threats and vulnerabilities at every stage of
application design and deployment. This includes conducting threat modelling exercises to identify
potential attack vectors and devising mitigation strategies. When planning your application architecture,
prioritize security by implementing controls such as firewalls, encryption, and access controls at the
network, application, and infrastructure layers. Consider how different components will communicate
and how data will flow, particularly focusing on the handling of sensitive data within the containerized
environment. Additionally, always ensure compliance with relevant regulatory requirements for your
industry and geographical region, aligning your architecture and security measures with industry
standards and regulatory mandates (section 2.12).

4.2 Container Security

When working with container images, it is crucial to follow best practices to ensure security and
efficiency. Here are some key guidelines to keep in mind:

1. Use official and trusted images from repositories like Docker Hub.
Example: Instead of a generic image, use an official image like nginx:stable or python:3.8-
slim.

2. Include only necessary packages and dependencies to reduce potential attack vectors.

3. Regularly use user-friendly tools like Clair or Trivy to scan your container images for known
vulnerabilities.

4. Design containers to be immutable and ephemeral; they should not store important data long-
term.

5. Use Kubernetes secrets or third-party tools like HashiCorp Vault for managing sensitive data.

By adhering to these practices, you can enhance the security and reliability of your containerized
applications, for more information on security challenges related to containers refer to section 2.14.


http://kubernetes.io/
https://docs.docker.com/
https://docs.docker.com/
https://www.udemy.com/courses/search/?q=containers&src=sac&kw=container
https://www.coursera.org/courseraplus/?utm_medium=sem&utm_source=gg&utm_campaign=B2C_EMEA__coursera_FTCOF_courseraplus&campaignid=20858197888&adgroupid=156245795749&device=c&keyword=coursera&matchtype=e&network=g&devicemodel=&adposition=&creativeid=692160334961&hide_mobile_promo&term=%7Bterm%7D&gad_source=1&gclid=CjwKCAjw17qvBhBrEiwA1rU9w1NsAm6tKA01V0kb-RHzwgupDlAsX6zOmfAdbJBYoSxnVfXYLpqwUhoCfCQQAvD_BwE
https://github.com/quay/clair
https://trivy.dev/
https://www.hashicorp.com/products/vault
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4.3 Kubernetes Configuration

Kubernetes configuration encompasses a broad range of settings and configurations that govern how
Kubernetes clusters operate, how workloads are deployed, and how resources are managed within the

cluster.
1.

Apply Least Privilege Principle: restrict permissions of containerized applications (section
2.3) and use Kubernetes RBAC to control access. Here are simple guidelines on how to setup

RBAC:
a.

Understand RBAC Basics: before configuring RBAC, it's essential to understand
the basic components: roles, defining a set of permissions, role bindings, associating
roles with users or groups (subjects), and subjects, which are entities that can be
granted access, such as users or service accounts.

Define Roles: identify the specific permissions required for different roles within
your Kubernetes cluster. Start by defining roles that align with common use cases,
such as cluster-admin, namespace-admin, developer, or viewer. Roles can specify
permissions for resources such as pods, deployments, services, and configmaps.
Create Role Bindings: once roles are defined, create role bindings to associate roles
with users or service accounts. Determine which users or groups need access to
specific roles and create role bindings accordingly. For example, you might create a
role binding that grants the "developer" role to a group of users who need to deploy
and manage applications.

Apply RBAC Configurations: RBAC configurations in Kubernetes are typically
defined in YAML manifest files. Write YAML files for roles and role bindings based
on your requirements. You can use the ‘kubectl create’ or ‘kubect]l apply’ command
to apply these configurations to your cluster.

Verify RBAC Configuration: after applying RBAC configurations, verify that roles
and role bindings are correctly applied. Use ‘kubectl get roles’ and ‘kubectl get
rolebindings’ commands to list roles and role bindings in the cluster. You can also
use ‘kubectl auth can-i’ to test whether a specific user or service account has
permission to perform certain actions.

Review and Iterate: regularly review RBAC configurations to ensure they align with
your organisation's security policies and access control requirements. [terate on roles
and role bindings as needed based on changes in user roles, application requirements,
or security considerations.

2. Network Policies: define network policies in Kubernetes to control traffic flow between pods.

3.

Pod Security Policies (PSP): implement pod security policies to restrict what pods can do,
such as preventing them from running as root. PSP configuration includes defining security
contexts, such as specifying runAsUser, runAsGroup, and seccomp profiles, to restrict pod
privileges and capabilities.

Resource Limits: set resource limits to avoid resource exhaustion, which can be a vector for
DoS attacks.

4.4  Continuous Integration and Deployment (CI/CD) Security

To ensure the security and integrity of CI/CD pipelines, it is important to integrate best practices. Here
are some recommendations:

L.

Integrate security checks and image scanning in your CI/CD pipeline.
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2. Implement immutable deployment strategies where new containers are replaced instead of
updated.

3. Implement logging and monitoring (section 2.6) for your CI/CD pipelines to detect potential
security incidents.

4.5 Compliance and best practices

Compliance and best practices involve staying informed and updated on Kubernetes and container
security best practices. It is crucial to keep your Kubernetes cluster and its components up to date with
security patches. Additionally, documenting your deployment process and security measures ensures
a reliable and secure environment.

4.6 Testing and Validation

Testing and validation are essential for maintaining a secure deployment. Regularly conduct
penetration testing and security assessments on your deployment. Use tools like Kubernetes dry run
to validate your Kubernetes configuration, and make sure to have a plan in place for potential
security incidents, including backups and restoration procedures.

4.7  Continuous Monitoring and Improvement

Use tools to continuously monitor the health and security of your Kubernetes cluster, regularly review
and audit your deployment for security issues and improvements and always keep an eye on new
vulnerabilities related to Kubernetes and container technology.

4.8 User and Access Management

Make sure to regularly control who has access to your Kubernetes cluster and with what permissions,
and where possible, implement multi-factor authentication for accessing your Kubernetes cluster.

Remember, security is an ongoing process, not a one-time setup. Regularly review and update
your practices in line with the latest security trends and findings.

5. Technology-Based Good Practice

This chapter focuses on the vulnerabilities and the security recommendations for specific technologies
used within COGNIFOG platform as per the integration matrix delivered by WP4.

5.1 REST API

Most Common Vulnerabilities

Broken Object-Level Authorization: one of the most common API vulnerabilities, it occurs when an
API fails to validate a user's authorization to access certain data objects. This vulnerability could allow
an unauthorized user to access, manipulate or delete data that they should not have access to. To mitigate
this risk, developers should implement proper object-level authorization checks for each API endpoint.
This involves validating the user's rights and permissions for each request they make, ensuring that they
can only access the data they are authorized to access.

Broken User Authentication: occurs when an API fails to correctly authenticate a user's identity before
granting access. This can result in unauthorized users gaining access to sensitive data or systems. To
protect against this vulnerability, developers should implement strong user authentication mechanisms,
such as two-factor authentication or biometric authentication. They should also ensure that session
management is handled securely to prevent unauthorized users from hijacking user sessions.
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Injection Attacks: another very notorious API vulnerability, which occurs when an attacker injects
malicious code into an API request, tricking the API into executing unintended commands. This can
lead to data leakage, data corruption or even a full system takeover. Developers can mitigate this risk
by applying robust input validation measures. By validating and sanitizing all data entering the API,
developers can prevent malicious code from ever reaching the AP

Excessive Data Exposure: a vulnerability where an API unintentionally exposes more data than
necessary in its responses. This can provide attackers with valuable information to help them in future
attacks. To mitigate this vulnerability, developers should adopt a policy of exposing as little data as
possible in their API responses. This can be achieved through proper data filtering and limiting the
amount of data returned in each API response.

Lack of Rate Limiting: occurs when an API does not limit the number of requests a user or system can
make in a given period of time. This can lead to potential DoS attacks, where an attacker floods the API
with requests, causing it to become unresponsive. Developers can protect against this vulnerability by
implementing rate limiting in their APIs. This involves setting a limit on the number of requests a user
or system can make in a given period of time, preventing potential DoS attacks.

Recommendations

When building a REST API, the first step is to define the purpose of each endpoint and who should
be able to access it. Apply the principle of least privilege wherever possible and use a strong
authentication mechanism to ensure that only the authorized application/user can access sensitive
data. It is also good practice in a production environment to provide as little information as possible
in error messages. Revealing the library version or other similar information could help an attacker
gather information and possibly find vulnerabilities. In addition, you should always sanitize the data
you receive before processing it. If the data is incoherent or cannot be deserialized, do not try to fix it.
Always discard and report strange data, as it could be a sign of an attacker looking for vulnerabilities
or even an ongoing attack. Any API should always come with a strong logging mechanism, even if it
is not usually useful to prevent an attack in progress, it is helpful when it comes to tracing an attacker's
steps. The logs play an important role in understanding the attack, and sometimes even reveal a potential
backdoor that an attacker may have installed to facilitate a future attack.

5.2 WebSocket

Most common vulnerabilities

DoS Attacks: WebSockets allow an unlimited number of connections to reach the server. This allows
an attacker to flood the server with a DoS attack. This will overload the server and exhaust its resources.
The website will then slow down significantly or become inaccessible.

No Authentication During the Handshake Process: it occurs when the WebSocket handshake request
relies solely on HTTP cookies for session handling and does not include Cross-Site Request Forgery
(CSRF) tokens or other unpredictable values. An attacker can create a malicious web page on their own
domain that establishes a cross-site WebSocket connection to the vulnerable application. The
application will handle the connection in the context of the victim user's session with the application.
The attacker's site can then use the connection to send arbitrary messages to the server and read the
contents of the messages returned by the server. This means that, unlike a normal CSRF, the attacker
gains two-way interaction with the compromised application.

Sniffing Attacks: data transferred over the WebSocket protocol is in clear text, similar to HTTP. This
makes it vulnerable to man-in-the-middle attacks. To prevent information leakage, use the WebSocket
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Secure (wss://) protocol. Like HTTPS, WSS doesn't mean that your web application is secure, but it
does ensure that data transmission is encrypted using TLS.

Vulnerability to Input Data Attacks: if a component is vulnerable to malicious input data attacks, an
attacker can perform cross-site scripting. It's a common but very dangerous attack that can severely
damage your website by allowing an attacker to execute code on your infrastructure.

WebSocket Authorization/Authentication: a major weakness of WebSocket protocols is that they
don't handle authorization/authentication. Any application-level protocol needs to handle this
separately. Especially in cases where sensitive data is being transferred.

Recommendation

Always use WebSocket Secure, when possible, as it establishes a WebSocket connection over an
encrypted TLS session, preventing many attacks.

5.3 gRPC

Most common vulnerabilities

Server-Side Request Forgery (SSRF): SSRF is a type of attack that uses any method to force a server
to make a request on the user's behalf. As this has the potential to bypass many authorization and
authentication controls, it could allow unrestricted access to critical systems and functions. To mitigate
SSREF risks in a gRPC environment, all data used to build a network request should be rigorously
validated and sanitized.

Injection Attacks in gRPC: injection attacks in the context of gRPC services typically refer to
scenarios where untrusted data is improperly handled, allowing attackers to inject malicious code or
unexpected input into the system. This can lead to various vulnerabilities such as SQL injection,
command injection or even code injection.

Insecure Authentication and Authorization: another common vulnerability in gRPC is insecure
authentication and authorization mechanisms. If not properly implemented, attackers can bypass
authentication and gain unauthorized access to sensitive data or perform malicious actions.

Recommendations

Effective Error Handling and Logging: proper error handling prevents sensitive data from leaking
from your gRPC API, while logging provides an audit trail for analysis. Develop policies for consistent
error responses, and use tools such as Splunk to aggregate and analyze logs. Ensure that logs do not
contain sensitive information.

Use Throttling and Rate Limiting: implement throttling and rate limiting to control the volume of
requests to your gRPC API. These measures prevent service congestion and protect against DoS attacks.
API gateways or middleware can effectively manage these controls.

54 MQTT

Most common vulnerabilities

Insecure Default Configuration: one of the most common vulnerabilities in MQTT implementations
is the use of insecure default configurations. Some MQTT brokers ship with default settings that
prioritize ease of setup over security, making them vulnerable to attack. Attackers can exploit these
defaults to gain unauthorized access or perform malicious actions.
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Buffer Overflow: buffer overflow vulnerabilities in MQTT implementations could lead to remote code
execution attacks. CVE-2020-11976 illustrates scenarios where attackers could exploit buffer overflow
vulnerabilities to inject and execute malicious code on devices or servers running vulnerable MQTT
software.

No Compliance with the Least Privilege Principle: within an MQTT network, each client is
authorized to both create new topics and subscribe to any topic. While this makes the network easy to
use, it also introduces a potential risk. An attacker who successfully registers a client on the network
has access to the entire network. For this reason, the principle of least privilege should be applied, giving
each device only the rights it needs. This ensures that only selected clients are allowed to create topics
and publish data, while all other clients are only allowed to subscribe to certain topics. Some MQTT
brokers provide Access Control Lists (ACLs) for this purpose, which can be used to fine-tune
permissions. Rules can be created for all clients or for individual clients. It is advisable to restrict the
rights of clients as much as possible before creating individual exceptions. This ensures that Clients
added to the network at a later date do not automatically have excessive rights.

Missing Checks in the Registration of New Devices: in many cases, it is possible for an attacker to
set up their own MQTT clients and connect them to the MQTT network. This is due to the fact that in
most cases, no mechanism is implemented to ensure that only trusted devices can be added to the
network. It is therefore recommended that each connected client is identified by a unique identifier and
that new devices are only added after sufficient verification. As before, many vendors have already
implemented such mechanisms as a standard feature, so the use of identity control can be enabled
without much effort.

Recommendations

Implement Secure Authentication and Authorization: enforce strong authentication mechanisms
such as username/password or client certificates to verify the identity of MQTT clients. In addition,
implement fine-grained access control policies to restrict client access to authorized topics.

Enable Encryption: use Transport Layer SecurTLS) to encrypt data exchanged over MQTT
connections. This ensures confidentiality and integrity, preventing unauthorized interception or
tampering with MQTT messages.

Regularly Update and Patch: be aware of updates and patches released by MQTT software vendors.
Regularly update MQTT brokers, clients, and related libraries to patch known vulnerabilities and
strengthen security.

Monitor for Anomalies: implement monitoring and intrusion detection systems to detect and respond
to suspicious activity on MQTT networks. Monitor for unusual traffic patterns, unauthorized access
attempts, or potential DoS attacks.

Follow Secure Coding Practices: follow secure coding practices when developing MQTT applications
or custom implementations. Avoid common pitfalls such as buffer overflows, input validation errors,
or insecure default configurations.
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6. Conclusion

This manual serves as a valuable resource for individuals and organizations aiming to fortify their
cybersecurity posture in an increasingly interconnected digital world. By offering actionable insights,
practical recommendations, and real-world examples, it helps developers with no security background
navigate the complex landscape of cybersecurity, from foundational principles to specific strategies
applicable to COGNIFOG.

However, it is essential to recognize that this manual is intended as a guide. Each use case and context
may require users to adapt, add, or even ignore some of the recommendations provided here. Security
is not a one-size-fits-all solution, and the unique requirements and constraints of different environments
necessitate tailored approaches. Users are encouraged to assess their specific needs, risks, and resources
to implement the most effective security measures for their circumstances.

This document addresses the threat model of COGNIFOG, as published in a separate report by WP3
T3.4. This ensures that the security recommendations align with the specific threats and vulnerabilities
identified for the COGNIFOG platform. By aligning with this threat model, the manual provides
targeted strategies to mitigate identified risks and enhance the overall security of the COGNIFOG
deployment.

Ultimately, this manual aims to empower COGNIFOG developers and users with the knowledge and
tools necessary to build robust security defenses, while also encouraging them to remain agile and
responsive to the evolving threat landscape. Regularly revisiting and updating security practices in line
with the latest trends and threats is crucial for maintaining a resilient cybersecurity posture.



