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Executive summary

In the ever-evolving technological landscape, edge computing stands as a crucial element in the loT-edge-
cloud continuum, facilitating data analysis near its source in the physical world. Through techniques such as
data fusion, trend analysis, and partial decision-making, data sent to the cloud can be minimized. As a result,
this approach enables faster processing, resource efficiency, and reduced energy consumption, enhancing
overall system performance and sustainability.

The loT Edge Gateway presented in the current document, built on low-cost hardware and open-source
software, contributes to the existing edge computing ecosystem. It provides an easy-to-install and deploy tool
that can serve as the foundation for advanced developments across various sectors and loT-based applications.
A basic application toolkit is provided to enable both local and remote management of the loT Edge Gateway,
ensure management and communication with end devices running some of the most popular loT
communication protocols, and test the connectivity performance to/from the cloud.
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1 Introduction

1.1 The loT Edge Gateway

Gateways (GWSs) are typically sophisticated nodes that provide connectivity among different networks by
means of smart data routing, data processing, and queuing mechanisms, among others features. Future Internet
of Things (loT) applications, consisting of a massive number of heterogeneous loT devices and protocols, will
certainly benefit from the use of such smart GWs to guarantee service continuity and interoperability.

Based on a modular multi-interface physical platform, the here presented loT Edge Gateway is designed to
facilitate heterogeneous networking in the loT-edge-cloud continuum. It acts as an intermediate element
connecting low-capable devices at the far edge with the rest of the fog/cloud infrastructure. Beyond providing
flexible and transparent interactions among diverse devices and technologies, the 10T edge GW can also offer
additional processing capabilities, such as data filtering, managing flow priorities, and executing low-latency
actions based on locally available information. This enhances scalability, overall efficiency and responsiveness
of 10T systems, enabling more effective and intelligent data handling at the edge of the network.

The main features of the 10T Edge GW are:

e Hardware: The proposed hardware to run the IoT Edge GW is a Raspberry Pi 4 Model B.! It is a
versatile and affordable ARM-based single-board computer, widely employed in edge and fog
computing paradigms, that features a powerful quad-core processor, up to 8 GB of RAM, USB ports,
Gigabit Ethernet, WiFi, and Bluetooth.

e Software: The loT Edge GW runs on open-source Debian GNU/Linux distributions.

e Communication protocols: The loT Edge GW natively supports two different 10T protocols to
communicate with end devices over its WiFi interface: MATTER? and MQTT?.

1.2 Kubernetes and K3s

Kubernetes is an open-source container orchestration platform designed to automate the deployment, scaling,
and management of containerized applications.* It provides a framework for deploying and managing
applications across a cluster of machines, abstracting away many of the complexities associated with
containerized deployments. With Kubernetes, users can define application deployment configurations, handle
load balancing and scaling, manage storage, and automate updates and rollbacks, among other tasks, all in a
highly scalable and efficient manner.

K3s is a lightweight Kubernetes distribution designed for resource-constrained environments and edge
computing.® It provides a simplified installation process and is optimized for performance, efficiency, and ease
of use. Its lightweight nature makes it an ideal candidate for deployment within the loT Edge GW, where
efficiency and ease of use are paramount.

1.3 loT Edge Gateway application toolkit

The 10T Edge GW is equipped with a toolkit of open-source applications to support its operation, which can
be deployed via K3s either locally or remotely.® Table 2 summarizes the available applications in the toolkit
and categorizes them based on their intended purpose. Additionally, other complementary open-source or
proprietary applications to support other requirements from heterogeneous use cases could also be deployed
via K3s.

1 Raspberry Pi main website: https://www.raspberrypi.com/

2 MATTER communication protocol main website: https://csa-iot.org/all-solutions/matter/

3 MQTT communication protocol main website: https://mqtt.org/

4 Kubernetes main website: https://kubernetes.io/

% K3s main website: https://k3s.io/

® To deploy services in the 10T Edge GW remotely, it is necessary to build a K3s cluster with a control plane node (e.g., a virtual machine) and a worker
node (i.e., the Raspberry Pi). In addition, reliable communication between both nodes must be ensured.
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Table 1. Summary of the lIoT Edge GW application toolkit.

Purpose Toolkit application(s)

Communication with MATTER-based end devices | Home Assistant
MATTER controller add-on for Home Assistant

Communication with MQTT-based end devices Mosquitto MQTT broker

(alternatively, a Mosquitto MQTT broker add-on
could also be installed in Home Assistant)
Container management Portainer

Network performance testing iPerf3

Below are brief descriptions of each toolkit application:

e Home Assistant: Open-source home automation platform that allows users to control and manage
various smart devices and services.’ It provides a user-friendly interface for managing and integrating
a wide range of 10T devices from multiple technologies and communication protocols. At the time of
writing this document, the version of Home Assistant used was 2024.4.3.

e MATTER controller add-on for Home Assistant: Plug-in for Home Assistant to control MATTER-
based end devices running over WiFi.2 At the time of writing this document, the version of the
MATTER controller add-on for Home Assistant used was 5.9.0.

e Mosquitto MQTT broker: Open-source message broker that implements the MQTT protocol.® It
enables communication between devices and applications in 10T and machine-to-machine (M2M)
environments. Mosquitto provides lightweight messaging functionality, making it ideal for scenarios
where bandwidth and resource usage need to be minimized.

A Mosquitto MQTT broker instance can be turned into an MQTT bridge, facilitating the connection
between two MQTT brokers and enabling them to share messages across systems (see Figure 1). This
approach is particularly useful for linking local edge MQTT brokers with a central or remote MQTT
broker. Typically, a local edge MQTT broker will bridge only a selected subset of its local traffic to
ensure efficient data management and network usage.

Internal topics
=]
= * External topics
— N
v

- roker ridge MQTT

Q ) ) broker
Local broker
\ Remote broker

Figure 1. MQTT bridging concept.

e Portainer: Open-source management and user interface for Docker/Kubernetes.’® It provides a
simplified and intuitive GUI for managing containerized applications and clusters. With Portainer,

7 https://www.home-assistant.io/
8 https://www.home-assistant.io/integrations/matter/

® https://mosquitto.org/
10 https://www.portainer.io/
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users can easily deploy, monitor, and scale containers without needing to use complex command-line

interfaces.

o iPerf3: Open-source tool for active measurements of the maximum achievable bandwidth on IP
networks.'! It supports tuning of various parameters related to timing, buffers and protocols (TCP,
UDP, SCTP with IPv4 and IPv6). For each test it reports the bandwidth, loss, and other parameters.

To utilize iPerf3, it must be installed on two machines: one serving as a server and the other as a client.
In the current context, an Edge Server has functioned as the iPerf3 server and a Raspberry Pi has served
as the iPerf3 client. However, once iPerf3 is installed on any machine, it can be configured either as a
server or as a client, offering flexibility in its deployment and use.

Finally, Figure 2 illustrates the internal architecture of the l1oT Edge GW with the application toolkit. The
connections between elements are color-coded: red indicates the deployment and management of applications
via K3s, green signifies data transmission to/from MATTER-based end devices, and blue represents data

transmission to/from MQTT-based end devices.

(to the fog/cloud)

UL interface (Ethernet)

Mosquitto
MQTT broker

Home Assistant | | K3s ]
reed
MATTER --i ‘
Portainer
controller

DL interface (WiFi)

(to MATTER-based
end devices)

(to MQTT-based

end devices)

Figure 2. Internal architecture of the loT Edge GW with the application toolkit.

1 https://iperf.fr/
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2 Deployment

2.1 Pre-requisites
The loT Edge GW has been validated in the following platform:

e HW: Raspberry Pi 4B (4GB RAM and 32GB SD card).

e OS: Debian GNU/Linux 12 (bookworm). Linux-based OS distributions can be found in the Raspberry
Pi Imager under the name Raspberry Pi OS Lite (64-bit).*2

e SW: Lightweight Kubernetes K3s.

(This document has been created purposely for a Raspberry Pi with cognifog as hostname).

2.2 Connectivity

Before diving into specific connectivity setups, it is essential to explore the various options available for
connecting the 10T Edge GW to external networks. The Raspberry Pi's versatility allows for both wired and
wireless connections, each with its own advantages and use cases. In the following sections, two different
connectivity methods are explored: A) the Raspberry Pi being connected to an external WiFi network and B)
the Raspberry Pi connected via Ethernet to an external network and being configured as a WiFi access point.

These methods provide flexibility in how to integrate the 10T Edge GW into heterogeneous network
environments, whether for standalone projects or as part of a larger network infrastructure. At this point it is
worth noting that configuration B) is the recommended approach.

2.2.1 A) Raspberry Pi permanently connected to an external WiFi network

After connected to a WiFi network (normally, if the network is created by a laptop in the so called softAP
process), the Raspberry Pi may disconnect after a certain period of time (normally, after less than one hour).
One possible cause of this malfunctioning is the Power Management feature of its wireless interface. A
potential solution to alleviate this problem is to disconnect the Power Management mode. To do it, it is
necessary to type the following commands in the Raspberry Pi terminal:

sudo apt install wireless-tools It installs the wireless tools
sudo iwconfig wlan0 It checks the status of wlan0 interface
sudo iwconfig wlan0 power off It disables the Power Management feature in wlan0 interface

To avoid having to execute this command after every Raspberry Pi power on, a script in the systemd file can
be made to run a script on startup. The instructions are summarized in the following steps:

1. Create a bash script file named StartScript.sh:

| sudo nano StartScript.sh

2. Write the following content inside:

#!/bin/bash
sudo iwconfig wlan0 power off

3. Make sure the script file is executable, using the following command in the Raspberry Pi terminal:

| sudo chmod a+x StartScript.sh |

12 Raspberry Pi Imager can be downloaded from https://www.raspberrypi.com/software/
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4. Create a new startup systemd file within the /etc/systemd/system system file having the .service
extension. For instance, /etc/systemd/system/ScriptService.service file is created using the following
command in the nano editor:

| sudo nano /etc/systemd/system/ScriptService.service |

5. Write the below content to run the bash script StartScript.sh on startup:

[Unit]
Description=Custom Startup Script

[Service]
ExecStart=/home/ubuntu/StartScript.sh

[Install]
WantedBy=default.target

The different elements of the script are described below:

e Unit: It stores the metadata and other information you want to store related to the script.

e Service: Tells the system to execute the desired service, which will run on startup. It is worth
noting here that the path must be modified according to the desired configuration.

o Install: Allows the service to run the WantedBy directory at the startup to handle the dependencies.

6. Set the user executable file permissions using the following command:

| sudo chmod 644 /etc/systemd/system/ScriptService.service |

7. Use the below-stated command to enable the customized service (which allows the execution on each
startup):

| sudo systemctl enable ScriptService.service |

From now on, every time the system starts/reboots, the script file will execute automatically.
Further information on this configuration can be found in Method 1 section of the following link.:

2.2.2 B) Raspberry Pi acting as a WiFi Access Point at 2.4 GHz

This setup requires:
e Network Manager as system network service

e That the Raspberry Pi's WiFi interface is not used for Internet access. Instead, the Raspberry
Pi should be connected to the Internet via its Ethernet interface

The instructions to turn the Raspberry Pi into a WiFi Access Point at 2.4 GHz are summarized in the following
steps:

1. The first thing to do is to update and upgrade the Raspberry Pi:

sudo apt update
sudo apt upgrade

2. If a fresh new Raspberry Pi OS is being used, it is needed to set a WiFi country first. Open raspi-
config with this command:

13 https://itslinuxfoss.com/run-script-startup-ubuntu/
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| sudo raspi-config |

3. Then, goto “Localisation Options” > “WLAN country” and select your country from the list. Confirm
and exit. From there on, the WiFi interface will be enabled.

4. Start by enabling the WiFi interface in Network Manager with:

| sudo nmcli device wifi hotspot ifname wlan0 band bg ssid cognifog_wifi password <password> |

By default, cognifog_wifi is the SSID of the resulting WiFi network, but it can be changed by any
other SSID name. The last parameter (i.e., <password>) corresponds to the WiFi WPA2-based
password.

5. Next, configure Network Manager to run in access point mode, with shared IP addresses on this
interface:

sudo nmcli con modify Hotspot connection.autoconnect yes 802-11-wireless.mode ap 802-11-
wireless.band bg ipv4.method shared ipv4.address 192.168.6.1/24

The last parameter corresponds to the IP (i.e., 192.168.6.1) of the Raspberry Pi within the created
network and the network mask (i.e., /24).

6. Lastly, it is necessary to turn down and then turn up the Hotspot to apply the configuration:

sudo nmcli con down Hotspot
sudo nmcli con up Hotspot

Once the Raspberry Pi is configured as an AP, nmtui tool can also be used to edit the main settings, like
upgrading the security, for example. In there, you can see and edit your configuration easily, without having
to find all the commands parameters. Here is the command to open nmtui tool:

| sudo nmtui |

If you experience any issue, you can check the state of the connections with:

| sudo nmcli con show |

Alternatively, you can check the logs with:

| journalctl |

You can use grep to filter the output:

journalctl | grep hotspot
journalctl | grep wifi

Lastly, it is possible to list the connected devices to the WiFi Access Point by executing the following
command and looking for those IP addresses connected to the wlan0 interface:

| sudo arp | sort |

Further information on this configuration can be found in the following links: ** and **.

4 https://raspberrytips.com/access-point-setup-raspberry-pi/
15 https://www.baeldung.com/linux/nmcli-wap-sharing-internet

Grant Agreement: 101092968 -14-



https://raspberrytips.com/access-point-setup-raspberry-pi/
https://www.baeldung.com/linux/nmcli-wap-sharing-internet

Creating an 10T Edge Gateway with Open-Source Tools *COGN”:OG

For more advanced tools to list the connected devices on a WiFi Access Point, check the following link: 6.

2.3 Ka3s installation

The following commands need to be executed to install K3s in the Raspberry Pi and create a cluster with a
single node (i.e., the Raspberry Pi itself):

1. The first thing to do is to update and upgrade the Raspberry Pi:

sudo apt update
sudo apt upgrade

2. Then, in file /boot/cmdline.txt add the following sentence cgroup_enable=cpuset
cgroup_enable=memory cgroup_memory=1to the end of the existing line (do not add it as a new line)
and reboot the Raspberry Pi:

sudo nano /boot/cmdline.txt
(modify cmdline.txt file and save the changes as mentioned before)
sudo reboot

3. The next step installs K3s:

| curl -sfL https://get.k3s.io | sh -s - --write-kubeconfig-mode 644 |

The following command can be used to check the correct creation of the cluster and the associated pods:

| kubectl get pods -A |

A comprehensive description of ths configuration can be found at ’. In addition, here is the official rancher
documentation to install K3s: 18,

2.4 10T Edge Gateway toolkit installation

The K3s-based deployment files (.yaml manifests) of the different toolkit applications are available in the
Annex I: Application toolkit manifests section of this document. To install any of the aforementioned
applications from the default toolkit or any newly-developed one locally, copy all its manifest .yaml files into
a folder of the Raspberry Pi, enter with a terminal into that folder, and run the following K3s command:

| kubectl apply -f . |

Alternatively, each application file can be deployed separately by using the following K3s command:

| kubectl apply -f [filename].yaml |

Similarly, the same manifests .yaml files could be used from a control plane node to deploy the services of the
toolkit to the 10T Edge GW remotely.

In any case, the following command is employed to check that services are properly deployed:

| kubectl get pods -A -0 wide

16 https://www.baeldung.com/linux/list-devices-wireless-access-point
17 https://www.padok.fr/en/blog/raspberry-kubernetes
18 https://docs.k3s.io/quick-start
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2.4.1 Considerations on the installation of Home Assistant and the Matter controller add-on
By default, the deployment files of the Home Assistant (i.e., home-assistant-deploy.yaml) and the Matter
controller add-on (i.e., matter-server-deploy.yaml) require the existence of some folders in the Raspberry Pi to
store the corresponding configuration files:*°

o Home Assistant: /nome/cognifog/iot-edge-gw/ha-config
e Matter controller add-on: /home/cognifog/iot-edge-gw/matter-server-config

The creation of these folders can be automatized by executing the script CreateFolders.sh:

#!/bin/bash
mkdir -p /home/cognifog/iot-edge-gw/ha-config
mkdir -p /home/cognifog/iot-edge-gw/matter-server-config

Just create the CreateFolders.sh file into the Raspberry Pi, copy the aforementioned definition, and execute
bash CreateFolders.sh from a terminal. Alternatively, the user can create different folders as long as they
match the definition of the previous deployment files.

Lastly, note that the installation of Home Assistant and the Matter controller add-on can be very slow due to
the size of both images. For that reason, it is advisable to connect the Raspberry Pi to the Internet by means of
its Ethernet interface.

2.5 10T Edge Gateway toolkit configuration

After installing the different elements of the application elements, some configuration tasks are necessary to
ensure their proper operation.

2.5.1 Home Assistant

After a successful installation, Home Assistant should be running at http://[IP_ ADDRESS]:8123. After
accessing that URL with a browser, it is highly recommended to follow the onboarding process according to
the official Home Assistant website.?°

2.5.2 Matter controller add-on for Home Assistant
It may be necessary to configure the Matter controller add-on from the GUI of Home Assistant. To do this,
follow these steps:

1. Go to Settings -> Devices & services

Click Add Integration

Type 'Matter' into the field 'Search for a brand name'

Click 'Matter (BETA)'

Check that the URL™ field contains ws://localhost:5580/ws
6. Click 'Submit'

arwd

2.5.3 MQTT client for Home Assistant
Unfortunately, the MQTT client for Home Assistant can only be configured by using the GUI of Home
Assistant.?! To do it, follow these steps:

1. Go to Settings -> Devices & services

2. Click Add Integration

3. Type 'MQTT'into the field 'Search for a brand name'
4. Click ' MQTT'

¥ Note that, by default, the Ubuntu user is cognifog. This parameter can be modified in the script and the corresponding manifest files to fit the specific
requirements or naming conventions of the target environment.

2 https://www.home-assistant.io/getting-started/onboarding/

2 https://community.home-assistant.io/t/automate-mqtt-broker-integration-set-up/607558/4
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5. Fill the requested fields: i.e., broker, port, username, and password

2.5.4 Mosquitto MQTT broker
The default deployment of the Mosquitto MQTT broker does not allow anonymous connections, so that an
encrypted password is needed for every new user. To add a new user it is necessary to follow these steps:??

1. Generate the name and the encrypted passwords for that user
2. Paste this information into the mosquitto.passwd section of the mosquitto-cm.yaml file.

In case it is desired to turn the MQTT broker into an MQTT bridge, it is necessary to modify some lines in the
mosquitto.conf section located into the mosquitto-cm.yaml file. Specifically, it is necessary to establish 1) the
connection details to the remote MQTT broker (see the white cells of Table 2) and 2) the bridging policies (see
the examples in the grey cell of Table 2).

Table 2. Excerpt of mosquitto-cm.yaml file of an MQTT bridge.

connection <connection name>
address <Remote MQTT broker IP address>:<Remote MQTT broker port>

# Bridging policy 1: Data messages (disabled)
# topic # out 0 "" edge-gw-1/
# All topics are forwarded after adding the prefix 'edge-gw-1/' with maximum QoS level = 0

# Bridging policy 2: Data messages

topic # out 0 data/ edge-gw-1/

# All topics starting by 'data/' are forwarded after adding the prefix 'edge-gw-1/' with maximum
QoS level = 0

# Bridging policy 3: Telemetry messages

topic +/+/STATUSO out 0 stat/ edge-gw-1/

# The incoming telemetry messages addressed to the topic 'stat/+/+/STATUSO' are forwarded to the
topic 'edge-gw-1/+/+/STATUSO' with maximum QoS level = 0

try private true # If try private is set to true, the bridge will attempt to indicate
to the remote broker that it is a bridge not an ordinary client

remote_username <remote_ username>

remote password <remote password>

Further information on how to configure an MQTT bridge can be found in the following links: 2% and 2.

2.5.5 Portainer

Once installed, the Portainer instance will be deployed into the local cluster in a few moments. Navigate to
http://[IP_ADDRESS]:30777 and you will see the home page where we need to set a new password. Add the
password and click next.

If Portainer is not configured just after its deployment, the following message may appear:

Your Portainer instance timed out for security purposes. To re-enable your Portainer instance, you will
need to restart Portainer.

In that case, it will be necessary to restart the Portainer deployment by typing:

| kubectl rollout restart deployment portainer -n portainer |

2.5.6 iPerf3

Once iPerf3 is installed in two different nodes (one acting as a server and the other as a client), it is necessary
to get a shell to the pod running iPerf3 in each case by running the following command, where <pod_name>
corresponds to the name of the pod:

22 See https://domotuto.com/configurar-password-en-matt/ to know how to generate passwords in Mosquitto (in Spanish).
2 https://hackmd.io/@phdunimed/maqttbridging
2 https://mosquitto.org/man/mosquitto-conf-5.html
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| kubectl exec -it <pod_name> -n <iperf3-server / iperf3-client> -- sh |

Once inside the corresponding pods, run the following commands to validate a basic example. First, from the
iPerf3 server pod, make it start listening to incoming messages:

| iperf3 -s |

Then, from the iPerf3 client pod, initialize the client and start the communication with the server by typing its
corresponding IP address; i.e., <server-pod-1P>:

| iperf3 -c <server-pod-I1P> |

Further informartion on iPerf3 commands can be found in 2.

% https://iperf.fr/iperf-doc.php
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3.1 Home Assistant

3.1.1 home-assistant-deploy.yaml

XCOGNIFOG

apivVersion: vl
kind: Namespace
metadata:
name: home-assistant
apiVersion: apps/vl
kind: Deployment
metadata:
namespace: home-assistant
name: home-assistant
labels:
app: home-assistant
spec:
replicas: 1
selector:
matchLabels:
app: home-assistant
template:
metadata:
labels:
app: home-assistant
spec:
containers:
- name: bluez
image: ghcr.io/mysticrenji/bluez-service:v1.1.0
securityContext:
privileged: true
- name: home-assistant
image: ghcr.io/home-assistant/home-assistant:stable
resources:
requests:
memory: "256Mi"
limits:
memory: "512Mi"
ports:
- containerPort: 8123
volumeMounts:
- mountPath: /config
name: ha-config
- mountPath: /run/dbus
name: d-bus
readOnly: true
securityContext:
privileged: true
capabilities:
add:
- NET ADMIN
- NET RAW
- SYS_ADMIN
hostNetwork: true
volumes:
- name: ha-config
hostPath:
path: /home/cognifog/iot-edge-gw/ha-config
- name: d-bus
hostPath:
path: /run/dbus

3.1.2 home-assistant-service.yaml

apiVersion: vl
kind: Service
metadata:
namespace: home-assistant
name: home-assistant-service
spec:
selector:

Grant Agreement: 101092968

-19-




Creating an 10T Edge Gateway with Open-Source Tools *COGNlFOG

app: home-assistant
type: ClusterIP

ports:

- name: http
protocol: TCP
port: 80

targetPort: 8123

3.2 Matter controller add-on for Home Assistant

3.2.1 matter-server-deploy.yaml

apiVersion: apps/vl
kind: Deployment
metadata:
namespace: home-assistant
name: matter-server-deployment
labels:
app: matter-server
spec:
replicas: 1
selector:
matchLabels:
app: matter-server
template:
metadata:
labels:
app: matter-server
spec:
containers:
- name: matter-server
image: ghcr.io/home-assistant-libs/python-matter-server:stable
securityContext:
runAsUser: 0
ports:
- containerPort: 5580
volumeMounts:
- mountPath: /data
name: matter-server-config
- mountPath: /run/dbus
name: matter-server-dbus
readOnly: true
hostNetwork: true
volumes:
- name: matter-server-config
hostPath:
path: /home/cognifog/iot-edge-gw/matter-server-config
type: Directory
- name: matter-server-dbus
hostPath:
path: /run/dbus
type: Directory

3.2.2 matter-server-service.yaml

apiVersion: vl
kind: Service
metadata:
namespace: home-assistant
name: matter-server-service
spec:
selector:
app: matter-server
type: ClusterIP

ports:

- name: http
protocol: TCP
port: 80

targetPort: 5580
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3.3 Mosquitto MQTT broker
3.3.1 mosquitto-deploy.yaml
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apiVersion: vl
kind: Namespace
metadata:
name: mgtt
apiVersion: apps/vl
kind: Deployment
metadata:
namespace: mgtt
name: mgtt-broker
labels:
app: mgtt-broker
spec:
replicas: 1
selector:
matchLabels:
app: mgtt-broker
template:
metadata:

labels:
app: mgtt-broker

containers:

- image: eclipse-mosquitto
name: mgtt-broker
imagePullPolicy: IfNotPresent
ports:

- containerPort: 1883
- containerPort: 9001
volumeMounts:
- name: config-file
mountPath: /mosquitto/config
- name: data-volume
mountPath: /mosquitto/data
restartPolicy: Always
securityContext:
runAsUser: 0
hostNetwork: true
volumes:
- name: data-volume
persistentVolumeClaim:
claimName: pvc-mgtt
- name: config-file
configMap:
name: cm-mosquitto-conf

3.3.2 mosquitto-service.yaml

apivVersion: vl
kind: Service
metadata:

namespace: mgtt

name: mgtt-broker-service

spec:

ports:

- name: http
protocol: TCP
port: 80
targetPort: 1883

selector:
app: mgtt-broker

type: ClusterIP

3.3.3 mosquitto-pv.yaml

apivVersion: vl
kind: PersistentVolume
metadata:

namespace: mgtt
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name: pv-mgtt
spec:
#storageClassName: manual
capacity:
storage: 200M
accessModes:
- ReadWriteOnce
hostPath:
path: "/opt/mosquitto"
#persistentVolumeReclaimPolicy: Retain
claimRef:
namespace: mgtt
name: pvc-mgtt
apivVersion: vl
kind: PersistentVolumeClaim
metadata:
namespace: mgtt
name: pvc-mgtt
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 200M

3.3.4 mosquitto-cm.yaml
The following .yaml manifest deploys an MQTT broker. Note that the mosquitto.passwd file is empty and must
be populated with the credentials of the authorized users, as explained in subsection 2.5.4.

apiVersion: vl
kind: ConfigMap
metadata:
namespace: mgtt
name: cm-mosquitto-conf
labels:
app: mgtt-broker
data:
mosquitto.conf: |
listener 1883
persistence true
persistence location /mosquitto/data
persistence file mosquitto.db
autosave interval 60
password file /mosquitto/config/mosquitto.passwd
allow_anonymous false
mosquitto.passwd: |
<user>:<encrypted password>

To turnthe MQTT broker into an MQTT bridge, it is necessary to slightly modify the previous .yaml manifest.
Again, it is worth noting that the mosquitto.passwd file is empty and must be populated with the credentials of
the authorized users, as explained in subsection 2.5.4. Note also that the connection to the remote MQTT
broker and the bridging policies (highlighted in red color) must be configured according to the requirements
of the use case.

apiVersion: vl
kind: ConfigMap
metadata:
namespace: mgtt
name: cm-mosquitto-conf
labels:
app: mgtt-broker
data:
mosquitto.conf: |
listener 1883
persistence true
persistence location /mosquitto/data
persistence file mosquitto.db
autosave interval 60
password file /mosquitto/config/mosquitto.passwd
allow_anonymous false
connection <connection name>

Grant Agreement: 101092968 -22-



Creating an loT Edge Gateway with Open-Source Tools

XCOGNIFOG

topic <set here the bridging policy>

try private true

remote username <remote username>

remote password <remote password>
mosquitto.passwd: |

<user>:<encrypted password>

address <Remote MQTT broker IP_address>:<Remote MQTT broker port>

3.4 Portainer
3.4.1 portainer-deploy-full.yaml

# Source: portainer/templates/namespace.yaml
apiVersion: vl
kind: Namespace
metadata:
name: portainer
# Source: portainer/templates/serviceaccount.yaml
apivVersion: vl
kind: ServiceAccount
metadata:
name: portainer-sa-clusteradmin
namespace: portainer
labels:
app.kubernetes.io/name: portainer
app.kubernetes.io/instance: portainer
app.kubernetes.io/version: "ce-latest-ee-2.19.4"
# Source: portainer/templates/pvc.yaml
kind: "PersistentVolumeClaim"
apiversion: "v1"
metadata:
name: portainer
namespace: portainer
annotations:
volume.alpha.kubernetes.io/storage-class: "generic"
labels:
io.portainer.kubernetes.application.stack: portainer
app.kubernetes.io/name: portainer
app.kubernetes.io/instance: portainer
app.kubernetes.io/version: "ce-latest-ee-2.19.4"
spec:
accessModes:
- "ReadWriteOnce"
resources:
requests:
storage: "200Mi"
# Source: portainer/templates/rbac.yaml
apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: portainer
labels:
app.kubernetes.io/name: portainer
app.kubernetes.io/instance: portainer
app.kubernetes.io/version: "ce-latest-ee-2.19.4"
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
subjects:
- kind: ServiceAccount
namespace: portainer
name: portainer-sa-clusteradmin
# Source: portainer/templates/service.yaml
apiVersion: vl
kind: Service
metadata:
name: portainer
namespace: portainer
labels:
io.portainer.kubernetes.application.stack: portainer
app.kubernetes.io/name: portainer

Grant Agreement: 101092968

-23-




Creating an loT Edge Gateway with Open-Source Tools

XCOGNIFOG

app.kubernetes.io/instance: portainer
app.kubernetes.io/version: "ce-latest-ee-2.19.4"
spec:
type: NodePort
ports:
- port: 9000
targetPort: 9000
protocol: TCP

name: http
nodePort: 30777
- port: 9443

targetPort: 9443
protocol: TCP
name: https
nodePort: 30779
- port: 30776
targetPort: 30776
protocol: TCP
name: edge
nodePort: 30776
selector:
app.kubernetes.io/name: portainer
app.kubernetes.io/instance: portainer
# Source: portainer/templates/deployment.yaml
apiVersion: apps/vl
kind: Deployment
metadata:
name: portainer
namespace: portainer
labels:
io.portainer.kubernetes.application.stack: portainer
app.kubernetes.io/name: portainer
app.kubernetes.io/instance: portainer
app.kubernetes.io/version: "ce-latest-ee-2.19.4"
spec:
replicas: 1
strategy:
type: "Recreate"
selector:
matchLabels:
app.kubernetes.io/name: portainer
app.kubernetes.io/instance: portainer
template:
metadata:
labels:
app.kubernetes.io/name: portainer
app.kubernetes.io/instance: portainer
spec:
nodeSelector:
{}
serviceAccountName: portainer-sa-clusteradmin
volumes:
- name: "data"
persistentVolumeClaim:
claimName: portainer
containers:
- name: portainer
image: "portainer/portainer-ee:2.19.4"
imagePullPolicy: Always
args:
- '--tunnel-port=30776"
volumeMounts:
- name: data
mountPath: /data
ports:
- name: http
containerPort: 9000
protocol: TCP
- name: https
containerPort: 9443
protocol: TCP
- name: tcp-edge
containerPort: 8000
protocol: TCP
livenessProbe:
httpGet:
path: /
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port: 9443

scheme: HTTPS
readinessProbe:

httpGet:

path: /

port: 9443

scheme: HTTPS
resources:

(1

3.5 iPerf3 server

3.5.1 iperf3-server-deploy.yaml
Note that the container included in the following .yaml manifest is intended to be deployed on a machine with
x86-64 bits processor architecture.

apiVersion: vl
kind: Namespace
metadata:
name: iperf3-server
apiVersion: apps/vl
kind: Deployment
metadata:
namespace: iperf3-server
name: iperf3-server-deployment
spec:
replicas: 1
selector:
matchLabels:
app: iperf3-server
template:
metadata:
labels:
app: iperf3-server
spec:
containers:
- name: iperf3-server
image: leodotcloud/swiss-army-knife
ports:
- containerPort: 5201
hostNetwork: true

3.5.2 iperf3-server-service.yaml

apiVersion: vl
kind: Service
metadata:
namespace: iperf3-server
name: iperf3-server-service
spec:
selector:
app: iperf3-server
type: ClusterIP

ports:

- name: http
protocol: TCP
port: 80

targetPort: 5201

3.6 iPerf3 client

3.6.1 iperf3-client-deploy.yaml
Note that the contained included in the following .yaml manifest is intended to be deployed on a machine with
ARM-64 bits processor architecture.

apiVersion: vl
kind: Namespace
metadata:

name: iperf3-client

apiVersion: apps/vl
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kind: Deployment
metadata:
namespace: iperf3-client
name: iperf3-client-deployment
spec:
replicas: 1
selector:
matchLabels:
app: iperf3-client
template:
metadata:
labels:

app: iperf3-client

spec:
containers:

- name: iperf3-client
image: cpcontainer/iperf3
ports:

- containerPort: 5201
hostNetwork: true

3.6.2 iperf3-client-service.yaml

apiVersion: vl
kind: Service
metadata:
namespace: iperf3-client
name: iperf3-client-service
spec:
selector:
app: iperf3-client
type: ClusterIP
ports:
- name: http
protocol: TCP
port: 80
targetPort: 5201
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