Best Practices for Building
Dashboards in the Cloud-Edge-loT
Orchestration Domain

White Paper

XCOGNIFOG

Kyriaki Psara 7/6/24 eBOS Technologies



1. Introduction

In the era of interconnected devices and data-driven decision-making, managing and
optimising 10T ecosystems requires advanced tools that integrate real-time monitoring, data
visualisation, and operational control. The COGNIFOG Dashboard empowers users with an
interface for effectively managing and optimising Cloud-Edge-loT orchestration. The
proliferation of 10T devices and the convergence of cloud and edge computing have created a
new data management and orchestration paradigm. Dashboards are critical in providing
visibility and control over these distributed systems. This white paper explores best practices
for building dashboards that facilitate effective cloud-edge-loT orchestration, ensuring they
meet user needs, technical requirements, and security standards.

2. Understanding Cloud-Edge-10T Orchestration

Cloud-edge 10T orchestration involves coordinating 10T devices, edge computing resources,
and cloud services. This coordination is crucial for optimising performance, reducing latency,
and ensuring reliable data processing and analysis. A well-designed dashboard should provide
a unified view of the entire ecosystem, enabling users to monitor system health, manage
resources, and gain actionable insights.

2.1. Key Components

X

e Cloud Computing: Cloud computing refers to delivering computing services over the
internet (“the cloud") to offer faster innovation, flexible resources, and economies of
scale. It typically involves storing and accessing data and programs over the internet
instead of your computer's hard drive. Cloud computing services, provided on-demand,
can range from storage, databases, servers, networking, software, and analytics.

e Edge Computing: Edge computing is a distributed computing paradigm that brings
computation and data storage closer to the location where it is needed, improving
response times and saving bandwidth. It is beneficial in scenarios where real-time data
processing is critical, such as I0T devices, autonomous vehicles, and smart cities. By
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processing data closer to where it is generated (at the "edge" of the network), edge
computing reduces latency and ensures faster decision-making.

e Internet of Things (1oT): The Internet of Things refers to the network of physical
objects (“things™) embedded with sensors, software, and other technologies to connect
and exchange data with other devices and systems over the Internet. 10T applications
span various industries, including smart homes, industrial automation, healthcare,
agriculture, and transportation. 10T devices collect and transmit data to centralised
systems for analysis and action, enabling automation, optimisation, and new insights.

2.2. Objectives and Goals

Dashboards dedicated to Cloud-Edge-loT orchestration aim to achieve the following
objectives:

o Enhance operational efficiency through centralised monitoring, visualisation, and
control of 10T ecosystems.

o Empower users with actionable insights for informed decision-making and proactive
management of system resources.

o Facilitate seamless integration with external systems and third-party applications to
expand functionality and interoperability.

o Ensure robust security measures to protect sensitive data, enforce access controls, and
comply with regulatory requirements.

3. Essential Features of an Effective Dashboard

The COGNIFOG Dashboard is the central hub for interacting with and overseeing the
COGNIFOG platform. It incorporates various features to deliver actionable insights,
operational workflows and informed decision-making. To effectively support cloud-edge-l1oT
orchestration, a dashboard should include the following features:

o User Management: This feature ensures secure authentication, [
authorisation, and user administration to safeguard data KCOGNIFOG
integrity and system security. It includes robust features such as
role-based access control, multi-factor authentication, and user Signin
activity monitoring to enforce stringent security protocols
across the platform.

« Visualization Modules:

o Model Visualization: This feature provides a graphical representation of the
COGNIFOG system architecture, aiding in strategic planning and resource
allocation. It visualises system components, data flows, and dependencies to
optimise system performance and enhance operational efficiency.
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o Data Visualization: Delivers real-time and historical insights through
interactive charts and graphs. Users can monitor key performance indicators,
detect anomalies, and analyse trends to make informed decisions and
proactively manage 10T resources.
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o Reporting: This module generates customisable reports for compliance audits,
performance analysis, and operational insights. It supports scheduled reporting,
ad-hoc querying, and export functionalities to facilitate data-driven decision-
making and regulatory compliance.

o Service Request Management: This module facilitates seamless service provisioning,
management, and orchestration within the COGNIFOG ecosystem. Users can initiate,
monitor, and manage service requests such as application deployment, updates, and
maintenance tasks through a centralised interface.
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e API Integration: This feature enables connectivity with third-party applications and
external systems through RESTful APIs. It supports bidirectional data exchange, event-
driven architectures, and asynchronous communication patterns to extend
COGNIFOG's functionality and integrate with diverse 10T environments.

4. Best Practices for Dashboards

Building an effective dashboard for cloud-edge loT orchestration requires a systematic
software lifecycle approach [1] that covers all phases, from requirements gathering to final
testing. By following the best practices outlined in this document, project managers and
development teams can create user-friendly, scalable, and secure dashboards.

&

Dashboard Design
Development

’ Lifecycle .

\a
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4.1. Analysis

This phase focuses on understanding the requirements of the software system to be developed.
It involves gathering stakeholder information, identifying the system's goals and objectives,
and defining the project's scope.

Best Practises:

e Engagement with Stakeholders:
o Regularly communicate with stakeholders to gather and validate requirements.
o Incorporate feedback from diverse perspectives (technical, business, end-users).
e Documentation Standards:
o Use standardised templates for documenting requirements.
o Include sufficient detail to ensure requirements are actionable and testable.
o Maintain version control and ensure documentation is accessible to all team
members.
e Use of Visual Aids:
o Utilize diagrams and flowcharts [2] to visualise system architecture and workflows.
o Help stakeholders understand complex interactions and dependencies.
e Alignment with Business Objectives:
o Translate business needs into technical requirements effectively.
o Ensure every requirement contributes directly to achieving project objectives.
e Validation and Verification:
o Validate requirements through discussions, workshops, and prototypes.
o Verify requirements against user needs, technical feasibility, and project
constraints.
e Iterative Approach:
o Adopt an iterative process for refining and evolving requirements.
o Regularly review and update requirements based on new insights and feedback.

Steps in the Analysis Phase:

1. Stakeholder Engagement:
o Conduct interviews, surveys, and stakeholder workshops to capture their needs
and challenges.
o Use consortium calls, technical meetings, and stakeholder meetings to gather
insights.
2. Documenting Requirements:
o Create comprehensive documentation detailing business requirements, user
stories, and technical specifications.
o Use tools like spreadsheets to organise and track requirements.
3. Prioritization:
o Prioritize requirements based on importance, feasibility, and impact on the
project.
o Focus on critical features that provide the most value to users.
4. Clear Communication:
o Maintain regular communication with stakeholders to update them on progress
and seek their input.
o Use collaboration tools to facilitate transparent and continuous interaction.
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5. Creating Requirement Documents:

o Develop a detailed requirement document that serves as a reference for the
development team.

o Ensure the document includes all necessary details, such as functional and non-
functional requirements, interfaces, and data specifications.

4.2. Design Phase

The design phase translates the requirements specified in the analysis phase into a detailed
blueprint or plan for the software system. It outlines the system's architecture, components,
interfaces, and data.

Principles [3]:

Adaptability: Design considering physical environments and user constraints for
practical usability.

Orientation: Organize into clear zones to help users quickly navigate and understand
system structure.

Contextuality: Anticipate user actions and provide relevant information in context for
efficiency.

Simplicity: Present information clearly to reduce cognitive load and focus on essential
tasks.

Consistency: Maintain uniformity in design elements and interactions for intuitive
navigation.

Feedback: Provide clear visual and auditory cues to inform users about system status
and actions.

Hierarchy: Establish a visual hierarchy to effectively prioritise important information
and actions.

Clarity: Use familiar language and avoid ambiguity in labels and instructions for quick
comprehension.

Resilience: Prevent errors and enable smooth recovery with clear instructions and undo
options.

Aesthetics: Balance visual appeal with usability to create an attractive yet functional
interface.

Steps in the Design Phase:

1.

2.

3.

Wireframing and Mockups:

o Create wireframes and mockups to visualise the layout and structure of the

dashboard.

o Use tools like Balsamig, Figma, or Sketch to design prototypes.
Iterative Design Process:

o Iterate designs based on feedback from stakeholders and usability tests.

o Ensure that the design evolves to meet user needs and improve usability.
Design Validation:

o Validate the design with stakeholders to ensure it meets their expectations.

o Make necessary adjustments based on their feedback.
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4.3. Implementation Phase

The design specifications are turned into software code in the implementation phase. This
phase involves writing, testing, and debugging the code to ensure it meets the design
specifications and requirements.

Best Practices:

e Agile Development:
o Use Agile methodologies to manage the development process.
o Break down the project into manageable sprints with clear goals and
deliverables.
e Modular Architecture:
o Implement a modular architecture to allow for flexibility and scalability.
o Use microservices or component-based frameworks to build the dashboard.
e Integration with Backend Systems:
o Ensure seamless integration with backend systems and data sources.
o Use APIs, web services, and other integration methods to connect the dashboard
with cloud and edge components.
e Code Quality and Documentation:
o Maintain high code quality through code reviews and automated testing.
o Document the code and architecture to facilitate maintenance and future
enhancements.

Steps for Implementation Phase:

1. Development Kick-off:
o Initiate development activities based on finalised design specifications.
o Ensure alignment with project goals and requirements.
2. Front-end Development:
o Create user interface elements and design layout.
o Implement interactive features and data visualisation components.
3. Back-end Development:
o Build a server-side database and necessary communication services.
o Develop APIs for seamless communication between front-end and loT
devices/edge nodes.
4. Integration:
o Integrate front-end and back-end components for functionality.
o Conduct rigorous testing to ensure system reliability and performance.
5. Security Implementation:
o Implement robust security measures to protect data and user access.
o Conduct thorough security testing to identify and mitigate vulnerabilities.
6. Deployment:
o Configure deployment environments and infrastructure.
o Deploy the dashboard system, ensuring a smooth transition from testing to
production.
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4.4. Testing Phase

The testing phase is crucial for validating and verifying that the software meets the specified
requirements and is free of defects or bugs. It aims to ensure the software's quality, reliability,
and functionality before deployment.

Types of Testing:

e Unit Testing:
o Test individual components to ensure they function correctly.
o Use automated testing frameworks to streamline the process.
e Integration Testing:
o Test the interactions between different components and systems.
o Ensure data flows smoothly and accurately between the dashboard and backend
systems.
e Usability Testing:
o Conduct usability tests to ensure the dashboard is user-friendly.
o Gather feedback from real users and make necessary improvements.
e Performance Testing:
o Test the dashboard's performance under various conditions.
o Ensure it can handle real-time data streams and large volumes of data without
latency issues.
e Security Testing:
o Conduct security tests to identify and mitigate vulnerabilities.
o Ensure compliance with data privacy regulations and security standards.

Steps in the Testing Phase:

1. Test Planning:
o Develop a comprehensive test plan outlining the scope, objectives, and testing
methods.
o Define test cases and scenarios based on requirements and use cases.
2. Executing Tests:
o Execute tests according to the test plan.
o Use automated testing tools to streamline the process.
3. Bug Tracking and Resolution:
o Track and document any issues or bugs identified during testing.
o Prioritize and resolve issues to ensure the dashboard meets quality standards.
4. Validation and Verification:
o Validate the dashboard against requirements to ensure it meets stakeholder
expectations.
o Verify that all features and functionalities work as intended.
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5. Architecture and Technologies
5.1. Architecture Overview

Public Internet

The COGNIFOG Dashboard is built on a scalable and modular architecture designed to
accommodate the complexities of 10T environments:

Front-End: Develop a responsive and user-friendly interface. Focuses on ensuring
compatibility across different platforms and enhancing interactive data visualisation
capabilities. This client-side [4] code executes on the user's device, typically within a
web browser, managing the presentation, interactivity, and overall user experience of
websites and applications.

Back-End: Adopts a microservices architecture leveraging scalable APl development
and server-side logic. Implements Docker for containerisation and Kubernetes for
orchestration to streamline resource management and enhance deployment scalability.
The server-side [4] code operates on the web server, handling critical tasks such as
request processing, data storage, and business logic. This setup ensures secure and
efficient operations for web applications.

Database: It is a centralised repository where users, applications, or other systems can
systematically store and access information. Databases [5] are essential because they
provide a reliable and secure way to store and organise large volumes of data, ensuring
data integrity, consistency, and availability. Supports real-time data processing,
operational logging, and metadata management within the COGNIFOG ecosystem.
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5.2. Technologies Used

e Front-End: HTML5, CSS3, JavaScript (React.js) for state management. Ensures
responsive Ul design, modular component development, and efficient data rendering.

o Back-End: ASP.NET, Node.js, Express.js for RESTful APl development. Facilitates
asynchronous 1/0O operations, middleware integration, and scalable backend services
for real-time data processing.

o Database: Databases like MySQL, PostgreSQL, MariaDB, and MongoDB are used for
data storage. Supports flexible schema design, horizontal scaling, and high availability
for storing diverse 10T data streams and operational logs.

6. Application APIs

Application Programming Interfaces (APIs) for COGNIFOG typically facilitate
communication and interaction between different components within the COGNIFOG system
or between COGNIFOG and external applications. These APIs enable integration, data
exchange, and functionality across various system layers.

6.1. Purpose and Functionality

The Application APIs within COGNIFOG facilitate integration with external systems and
third-party applications:

o Data Exchange: This technology enables bidirectional data transfer, event-driven
architectures, and asynchronous communication patterns for real-time data
synchronisation.

e Functionality Extension: Provides developers with RESTful endpoints and SDKs to
build custom integrations, extend COGNIFOG's capabilities, and leverage external data
sources.

6.2. Benefits of Application APIs

o Interoperability: Supports integration with diverse 10T ecosystems, cloud platforms,
and enterprise applications to enhance operational flexibility and extend functionality.

o Scalability: Facilitates scalable data exchange and resource allocation across
distributed systems, ensuring performance optimisation and system reliability.

e Customization: Empowers developers with SDKs and documentation to create tailored
solutions, implement business logic, and enhance user experiences within the
COGNIFOG ecosystem.
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7. Use Cases
Smart Cities

Smart cities can significantly benefit from cloud-edge loT &2
orchestration by enhancing crisis management and
improving urban living. In natural disasters or social
unrest, integrated sensor networks and video surveillance
provide real-time data, enabling effective monitoring and
response. This infrastructure supports the OODA
(Observe-Orient-Decide-Act) loop, improving decision-
making processes and access to crucial information like
maps and infrastructure status.

Manufacturing

Smart manufacturing can significantly benefit
from cloud-edge 10T orchestration by enabling
real-time monitoring of production processes,
predictive maintenance, and quality control. This
will ultimately enhance operational efficiency and
reduce downtime. By integrating advanced
robotics, flexible IT infrastructure, and seamless
communication between devices and systems,
manufacturers can optimise resource utilisation,
improve production flexibility, and achieve
significant cost and energy savings.

Healthcare

Smart healthcare can leverage cloud-edge loT
orchestration to integrate with medical devices
and patient monitoring systems, track health
metrics, ensure compliance with medical
protocols, and improve patient care outcomes. By
utilising edge computing for real-time data
processing and cloud resources for advanced p
analytics and storage, healthcare providers can
offer timely and accurate patient assessments,
even in remote or mobile settings.
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8. Conclusion

The COGNIFOG Dashboard represents a transformative solution for managing and optimising
IoT ecosystems. The dashboard empowers organisations to make data-driven decisions,
enhance operational efficiency, and achieve business objectives by integrating advanced
monitoring, visualisation, and control capabilities. Through its modular architecture, robust
security features, and seamless API integration, COGNIFOG facilitates scalable deployment,
interoperability with external systems, and customisation to meet diverse industry needs. As
organisations embrace digital transformation and loT adoption, the COGNIFOG Dashboard
emerges as a strategic tool to streamline operations, drive innovation, and
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About COGNIFOG

COGNIFOG is committed to advancing loT management through innovative solutions that
combine cutting-edge technology with user-centric design. For more information, visit
https://cognifog.eu/.
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