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Executive summary 

In the context of WP2 and Task 2.1, this task aimed to identify use cases reflecting stakeholder needs. With 

that in mind, the main goal was to choose or formulate three use case trials highlighting the COGNIFOG assets, 

objectives and features most efficiently. In this task deliverables, the baseline of the use cases will be described 

and used as a reference for COGNIFOG integration. The initial version of the use case specifications was 

presented in D2.1. However, much progress has been made by the use case providers to serve an adequate 

baseline case for each trial. The final version of the use case specifications and requirements are presented in 

D2.2. More specifically, D2.2 is an updated version of D2.1. The document follows a discrete structure for all 

the use cases with the following sub-sections for each: 

1. General description of the company hosting each use case/Trial 

2. AS-IS use case and technical description 

3. Use case current performance 

4. Use case challenges and issues 

5. Use case requirements 

Three use cases will be implemented for the COGNIFOG solutions. Each introduces different challenges that 

need to be addressed with the COGNIFOG solution. For the collaborative missions use case (Trial 1), dynamic 

deployment following the workload requirements, Intermittent Connectivity and real-time constraints in 

distributed systems are the main challenges that must be tackled. For telemedicine use case (Trial 2), 

integration and deployment of new medical devices on telemedicine suitcase and updates, privacy issues, 

communication protocol support, and intermittent Connectivity are the main pain points that, with the support 

of COGNIFOG, will be addressed. Lastly, the main challenges for the smart manufacturing use case (Trial 3) 

are hardware device communication methods, data coordination for the Robot Operating System, higher 

security realisation and smart dynamic deployment. 

As D2.2 is the final version of the use case requirements, design, and specification, most of the inputs included 

in this document will also serve as the base for other WPs and tasks. 
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1 Introduction 

In the WP2 and Task 2.1 scope, this task aimed to identify use cases that aligned with stakeholder needs. With 

that in mind, the main goal was to choose or formulate three use case Trials that effectively showcase the 

COGNIFOG assets, objectives and features. To achieve this, many meetings in the context of WP2 or other 

WPs were held, where the use case scenarios were described, hardware and software components supporting 

the processes, and the potential challenges were discussed, particularly regarding the integration of the 

COGNIFOG technologies and methods. To ensure ongoing engagement and involvement of the partners 

throughout the project activities, regular meetings were organised to discuss the progress of the WP2 activities, 

address any potential issues and devise solutions. In the project's first months, the primary focus was 

identifying potential applications of the COGNIFOG technologies for the use case scenarios. This involved 

continuous updates in D2.1 reflecting the advancements made in regular meetings and workshops. Both the 

WP2 activities and other WP activities led to D2.2, where the use cases baseline setup is described. The Trials 

formulation is presented in D5.1. The outcomes of T2.1 and the activities carried out during the period have 

resulted in addressing the use case requirements, which will serve as foundational initiatives for the subsequent 

tasks. This document encompasses the use case definitions, requirements and challenges of the Trials presented 

in D5.1, providing a baseline for the upcoming activities within the COGNIFOG project (other WP activities). 

Mapping Projects’ Outputs 

The purpose of this section, is to map COGNIFOG Grand Agreement (GA) commitments, both within the 

formal Deliverable and Task description, against the project’s respective outputs and work performed. 

Table 1: Adherence to COGNIFOG GA Deliverable and Task(s) descriptions.  

COGNIFOG Task 
Respective document 

chapter(s) 
Justification 

T2.1: Use cases definition, 

requirements extraction 
D2.2 

• D2.2 addresses the 

use cases 

description, 

specifications and 

requirements, 

creating the baseline 

for the COGNIFOG 

Trials 

Updates since the initial version of the Deliverable 

D2.2 is the second version of D2.1, where the initial use cases approach was described. During the first half 

od the project, the COGNIFOG approach became more mature and the use cases tried to address all the 

specifications, challenges and requirements to support the other project activities. There are three use cases, 

collaborative missions in urban areas, telemedicine applications and smart manufacturing, where the 

COGNIFOG will test its performance and heterogenous application. Compared to D2.1, D2.2 provides a more 

comprehensive and complete description of the use cases under study, addressing all the information needs to 

initiate the Trials development and rollout. Moreover, updates to each Trial were necessary, in order to achieve 

a more realistic and complete use case, where COGNIFOG can show its real power. In addition, during 

COGNIFOG developments, it was necessary to refine the baseline use cases, in order for all pilots to start from 

a similar point, and the Trial execution to be aligned. Thus, D2.2 is the presentation if the final baseline use 

cases for the COGNIFOG project, providing the initial point for other activities to step on and create the 

COGNIFOG Trials and address the corresponding requirements. 
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2 Collaborative missions in urban areas: use case 

2.1 Collaborative missions use case: Company description  

Thales is a multinational company headquartered in France, operating in over 50 countries worldwide. The 

company specialises in designing and manufacturing high-technology solutions for aerospace, defence, 

transportation, and security customers. 

Their activities include developing communication systems, radar and surveillance technologies, navigation 

systems, and cybersecurity solutions. Thales is also involved in designing and manufacturing satellites and 

avionics systems. 

As of 2022, Thales has approximately 81,000 employees worldwide, reported revenue of €17.5 billion, and a 

budget of 675 invested in research and development. With over 80 years of experience, Thales has a reputation 

for delivering innovative and reliable solutions to complex challenges, serving customers ranging from 

governments to commercial enterprises. 

 

2.2 Collaborative missions use case: AS-IS 

2.2.1 Collaborative missions use case technical description 

2.2.1.1 Use case overview 

 

Centennial floods, expected once every hundred years, can severely disrupt urban infrastructure, revealing 

critical vulnerabilities. These rare but extreme events in cities like Paris overwhelm transportation and 

communication systems. Roads and railways become impassable, halting transit and isolating communities. 

Communication networks often fail as floodwaters damage cables and power supplies, hindering emergency 

responses and coordination. These disruptions highlight the need for resilient infrastructure and robust flood 

management strategies, ensuring cities can better withstand and recover from such catastrophic events. 

The centennial flood of the Seine is not merely a conjecture but a tangible reality that demands our attention. 

In January 1910, the Seine reached a historic 1level of 8.62 meters, leaving an indelible mark on Paris for 

thirty-five days before returning to its usual calm. However, it is not the distant past that concerns us, but the 

present and the future, as signs of this threat are becoming increasingly apparent. 

                                                      
1 https://www.youtube.com/watch?v=uONmg6-e2kU&t=277s&ab_channel=CognifogProject 
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Figure 1: Flood of the Seine in Paris in 1910 

In June 2016, the peak flood of the Seine reached 6.10 meters, recalling with growing concern the memory of 

this centennial event. Enhanced by climate change, the damages would be far worse than in 1910, given the 

significantly denser urban fabric today. Approximately 400,000 homes in flood-prone areas would be affected, 

necessitating the evacuation of 800,000 people, ultimately impacting millions. 

 

Figure 2: Flood map of Paris in 1910 

While Paris has reinforced its protections over the years, paradoxically, the capital is more fragile than a 

century ago, with underground infrastructure across seven levels. Moreover, climate change could further 

exacerbate the phenomenon. 

This imminent flood of the Seine poses a multifaceted threat to the infrastructure, transportation systems, and 

inhabitants of Paris and its suburbs. 
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Conduct thorough risk assessments to identify infrastructure vulnerable to flood damage. This includes roads, 

bridges, utility networks, and underground facilities such as subway tunnels. By identifying these high-risk 

areas, authorities can implement measures to restrict access and minimise the potential for accidents or 

structural failure. 

There is a risk of individuals becoming stranded in their residences and unable to evacuate safely. This situation 

can arise due to rapidly rising water levels, particularly in areas with limited access to higher ground or 

emergency services. 

Furthermore, providing necessities to those affected by the flood becomes essential. Evacuated individuals 

may require temporary shelter, food, water, and medical assistance until they can return to their homes or find 

alternative accommodation. Local authorities, humanitarian organisations, and community volunteers must 

mobilise resources to meet these immediate needs and support affected populations during this challenging 

time. 

The potential impact of the Seine flood extends beyond physical damage to encompass social, economic, and 

public health dimensions, highlighting the urgent need for comprehensive preparedness and mitigation 

measures. 

2.2.1.2 Architecture, components description and functionality 

 

Crisis Coordination and Management Centres: These centres must comprehensively view the area to 

coordinate crisis management and provide informed instructions to local authorities. Effective coordination 

prevents the duplication of rescue operations. These teams must also anticipate crises to minimise potential 

damage, utilising data analysis and visualisation tools that aggregate information from multiple sources. The 

data must be clear and provide precise indications within a short timeframe (a few minutes). 

Local Authorities: These authorities coordinate actions within a defined perimeter. They must have access to 

comprehensive information about the covered area, be directly connected to various sensors and cameras, and 

possess detailed data. The collected data is identified and presented in a detailed dashboard. With this  

information, rescue teams can be deployed in a targeted manner. Local authorities must be able to obtain field 

information quickly (in less than an hour). 

Vehicles: Local authorities send vehicles carrying rescuers and necessities such as water and medical 

equipment. These vehicles are equipped with embedded boards and can also transport drones to identify people 

needing rescue in areas inaccessible to humans. Embedded computing resources can be used to deploy on the 

ground; various rescue and humanitarian aid teams will be equipped with devices such as smartphones or 

tablets. These tools enable communication and alerting the different rescue teams. Rescue teams can visualise 

the local situation and communicate effectively through these devices. In this context, information processing 

is critical and must reach users within seconds. 

In operation, rescue and humanitarian aid teams will be equipped with devices such as smartphones or 

tablets. These tools enable communication and alerting the different rescue teams. Rescue teams can visualise 

the local situation and communicate effectively through these devices. In this context, information processing 

is critical and must reach users within seconds. 

2.2.1.3 As-is data flow 
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This subsection presents an example of a cloud-edge-based system that coordinates the authorities' 

interventions during a flood event. As shown in Figure 3, the system employs Edge computing to deploy the 

required applications near the event location while using adequate technologies to cope with the typical 

constraints encountered in Edge sites/nodes (i.e., limited compute resources).  

The system utilises State-Of-The-Art (SOTA) technologies and assets, incorporating cloud and Edge 

capabilities. While the cloud role is mainly about orchestrating the entire system, the latter (i.e., the Edge) 

coordinates authorities’ interventions in specific areas. The geographical proximity between devices gathering 

data (e.g., sensors, cameras) and the application nodes helps mitigate, to some extent, latency concerns. Indeed, 

in this system, parameters such as the available bandwidth and latency among the IoT devices and Edge nodes 

are not considered. The system relies only on the geographical proximity to deploy the applications (the 

provisioning is managed by the standard K3s2 scheduler that does not consider the latency or available 

bandwidth; see following paragraphs). 

As previously mentioned, we opted for a reference system based on SOTA technologies. The figure shows 

that the IoT devices communicate with their associated Edge applications deployed on mobile nodes (e.g., 

emergency vehicles) and static nodes (e.g., civil defence stations). This type of Edge deployment can be 

provisioned and managed using tools like KubeEdge3. Data flows (e.g., video streams, sensed data) gathered 

at various nodes such as emergency vehicles and (small) civil defence stations are then collected and processed 

at a higher Edge level, providing a more comprehensive view of the situation within a set of distributed areas. 

Technologies like K3s can be used to deploy applications at this level, considering the resource limitations of 

these sites/nodes. At a higher level, the Rancher Fleet monitors and manages the entire deployment. 

In the scenario of authorities intervening during a flood event, time is critical. Effective synchronisation 

between all rescue teams is essential for saving lives. Indeed, mechanisms for fault tolerance, connectivity 

distributions and automatic re-provisioning of applications are fundamental. To achieve this, bandwidth, 

latency, and data processing must be considered when designing similar critical systems. However, the 

                                                      
2 https://k3s.io/ 
3 https://kubeedge.io/ 

Figure 3: Collaborative missions use case AS-IS dataflow 
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architecture (without COGNIFOG) described in this section uses SOTA technologies that were not originally 

meant to cope with the requirement above, thus leading to several drawbacks. Specifically, this system relies 

only on the standard K3s/K8s4 scheduling policies (e.g., based on CPU and RAM usage) to provision 

applications at the network Edge while not considering all conditions such as network congestion, networks 

latency and the automatic re-provisioning of applications in other nodes, when required (e.g., during 

connectivity disruptions). 

Using Edge computing without an intelligent workload placement system with a holistic view (through a 

suitable monitoring service) of all the deployment conditions (i.e., RAM and CPU usage on Edge nodes, 

latency, network congestions) results in several significant drawbacks. Workload distribution becomes 

suboptimal, leading to inefficient use of resources, with some nodes overloaded while others remain 

underutilised. This inefficiency increases latency, bandwidth and power consumption, as data may be routed 

to less optimal locations, causing network congestion and higher operational costs. Scalability is also 

compromised using such a system. Indeed, such a system's static configurations and manual management 

cannot adapt to changing workloads effectively, leading to reduced system reliability and increased 

vulnerability to failures. Furthermore, real-time processing capabilities suffer, impacting applications that 

require low-latency responses. Overall, the lack of intelligent workload placement is critical considering the 

typical constraints of such a scenario (i.e., flood intervention) with ever-changing parameters and environment. 

Otherwise, the effectiveness and efficiency of Edge computing diminishes, thus resulting in higher costs, 

inconsistent performance, and a poorer user experience. 

2.2.2 Collaborative missions use case performance 

Table 1 presents the baseline performance of collaborative missions in urban area use case KPIs (in relation to 

COGNIFOG KPIs (Ki)). The COGNIFOG KPIs are presented in D5.1, and a more mature version will be 

addressed in D2.6, where the benchmarking plan will be reported. 

Table 1 Collaborative mission in urban area baseline KPIs 

KPI Description  

Edge and IoT installation 

time (K1) 

Decrease installation time for integrating new Edge and IoT resources—

currently one day. 

Infrastructure setup time 

(K2) 

Reduction of the elapsed time to set up a specific cloud-to-edge-to-IoT 

infrastructure.  Currently, three days. 

Service establishment 

time (K3) 

Reduction of the specific network service establishment time. Currently, 1 

hour. 

Deployment time (K4) 

Edge and IoT deployment time: A new application for drones and sensors 

should be deployed in less than an hour, compared to more than three hours 

currently.  

Scale-up latency (K5) 
If resources are scarce, the time before the scale-up operation is completed 

could be reduced to 3 hours. 

Device integration (K6) 
New drones or sensors should be rapidly integrated into the platform—

currently 3 hours. 

Resiliency (K7) 

Perform pretesting scenarios to test platform robustness (connectivity 

disruption, server failure). Perform complete scenarios combining multiple 

hardware failures and connectivity issues—currently 0.  

Data integrity / Security 

(K8) 

Protect the network and sensor data from unauthorised access, manipulation, 

or disruption. And minimise the attack surfaces. Currently light. 

Energy Consumption 

(K9) 

Reduce energy consumption by reducing operational resources and applying 

smart task allocation. Currently, there is no measurement. 

 

                                                      
4 https://kubernetes.io/ 
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2.2.3 Collaborative missions use case challenges and issues 

2.2.3.1 Technical challenges and issues  

The use case of technical challenges of collaborative missions in urban areas is presented in Table 2. 

Table 2 Collaborative Mission's current challenges 

Challenge Description  

Intermittent 

Connectivity, low 

bandwidth and 

latency Issues 

Rescue teams faced significant challenges related to intermittent 

connectivity, low bandwidth, and latency during the centennial flood of the 

Seine. Flooding can damage telecommunications infrastructure, leading to 

unreliable communication channels. Additionally, the movement of vehicles 

and personnel adds to the complexity of maintaining stable connections. 

Scalability  Urban areas are dense with information—water levels, infrastructure status, 

citizen reports—and sharing and processing this real-time data load can 

overwhelm communication and computing resources systems. Moreover, the 

number of responders and available equipment can fluctuate. 

Processing time 

constraints 

Large data volumes and overloaded systems can delay processing and 

analysing critical information, hindering timely rescues, evacuations, and 

resource allocation decisions. 

If the system takes too long to generate actionable insights, responders might 

miss crucial windows of opportunity to save lives or mitigate damage. 

Energy efficiency Communication systems, data processing units, and critical infrastructures 

will limit energy resources during the disaster. That's why optimising energy 

resources and prioritising critical tasks is essential. 

Resiliency In the event of a natural disaster, there may be infrastructure problems, such 

as equipment failure, a lack of batteries, or equipment destruction. 

Ideally, the system should be able to automatically recover from disruptions 

and reconfigure itself to adapt to changing conditions. It could also identify 

and isolate failures while maintaining overall functionality. In addition, 

critical functions should have backups in place to ensure continued operation, 

even if some components fail. 

 

2.2.3.2 Business limitations 

 

Despite technical issues, there are also business limitations, which are presented below: 

• Deploying infrastructure across an entire city requires substantial human and financial resources. 

COGNIFOG will reduce the setup time and complexity, allowing larger-scale deployment at a cheaper 

cost. 

• Permits are required to install and use many sensors and drones. Therefore, specific authorisations 

from local authorities are needed. 

• European GDPR5 limit personal data use, which requires mechanisms for anonymisation and data 

security. 

2.3 Collaborative missions use case requirements 

Below, the requirements of a collaborative mission use case for such a COGNIFOG platform are presented: 

• T01-R01 Deployment automation on the edge and far edge: Due to their distributed nature and 

unique challenges, deployment automation is vital for edge and far-edge computing environments. 

Organisations (e.g., rescue centres, local authorities, etc.) can efficiently and reliably deploy 

software and applications across many devices by automating deployment processes. This 

                                                      
5 https://gdpr-info.eu/ 
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automation ensures consistency, scalability, and reliability while reducing the risk of errors and 

improving security. It also enables organisations to be more agile and responsive to changing 

needs while saving time and resources. 

• T01-R02 Fast infrastructure and device provisioning: Rapid provisioning of infrastructure and 

devices in disaster situations is essential for supporting processing as close as possible to the 

disaster area to understand the real situation on the ground. 

• T01-R03 Fast application deployments and upgrades in the cloud continuum provide numerous 

benefits, including enhanced agility and reduced downtime. They lead to cost efficiency by 

minimising the need for manual intervention and optimising IT resource usage. Scalability is also 

improved, allowing seamless handling of varying workloads. Rapid updates support continuous 

improvement, ensuring applications remain reliable and secure with timely patches. 

• T01-R04 Time predictability monitoring and remediation strategy: It is essential for effective 

risk management, operational efficiency, and resilience. 

• T01-R05 Resiliency to hardware failure and connectivity issues: Resilience to hardware failure 

and connectivity issues is vital for coordinating emergency response efforts, ensuring safety 

through timely alerts and information dissemination, monitoring critical infrastructure, 

maintaining rescue service continuity, and facilitating post-disaster recovery effort 

• T01-R06 Energy consumption monitoring and optimisation: ensuring that devices can perform 

tasks reliably without unexpected shutdowns or interruptions. Moreover, it promotes sustainable 

consumption practices. 

• T01-R07 Single touch orchestration: once requirements are specified, the application will be 

deployed and monitored without additional effort. With one action, the intelligent orchestration 

meets all the previous requirements. 
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3 E-health services in the Edge-Cloud Continuum: use case 

3.1 Telemedicine use case: Company description  

Telematic Medical Applications (TMA) is a leading healthcare systems integrator and value-added solutions 

provider in computer science-based healthcare systems. TMA specialises in designing, supplying, installing, 

supporting, and maintaining integrated healthcare solutions certified according to ISO standards. TMA's 

expertise includes clinical telemedicine, teleradiology, integrated information systems, homecare telecare, e-

health products, and medical equipment. 

Trial 2 will use the COGNIFOG platform to address challenges in integrating and deploying new medical 

devices in telemedicine systems, managing updates, resolving privacy issues, supporting various 

communication protocols, and effectively handling intermittent connectivity. 

3.2 Telemedicine use case: AS-IS 

3.2.1 Telemedicine use case technical description 

3.2.1.1 Use case overview 

Trial 2 is named “E-health Services in the Edge-Cloud Continuum.” The trial’s specification has been updated 

from the description in D2.1 (the Use case's initial version) to involve more connectivity layers and 

COGNIFOG assets. It is modelled on a recent, real business use case from a large TMA customer in the 

construction industry. 

The customer is involved in large construction sites in Greece, setting up and servicing wind turbines. These 

construction projects frequently employ hundreds of personnel who work in rural and remote areas, which 

presents unique challenges in terms of safety and health monitoring. The primary requirement is to ensure the 

safety of the personnel through continuous monitoring and to provide a first-response telemedicine solution in 

case of emergencies. 

In such environments, workers are exposed to various hazards, including accidents, injuries, and health issues 

exacerbated by the lack of immediate medical facilities. These challenges can be addressed with the 

implementation of a robust telemedicine solution. This system must be capable of real-time monitoring of 

workers' vital signs, immediate detection of health anomalies, and quick initiation of medical consultations. 

TMA's products can effectively address the scenario. These include portable telemedicine systems that can be 

deployed on-site, wearable health monitoring devices for personnel, and a cloud-based platform for data 

analysis and communication with medical staff. The portable telemedicine systems, designed as rugged and 

self-contained units, can be equipped with various medical sensors to conduct accurate health assessments. 

These systems facilitate real-time video consultations with medical professionals, ensuring workers receive 

timely medical advice and intervention. 

Wearable devices such as smartwatches can monitor vital signs like heart rate, blood oxygen levels, and 

physical activity. They also provide safety features like fall detection and SOS alerts, essential in hazardous 

work environments. The collected data is transmitted via secure, private networks established on-site, ensuring 

reliable communication even in areas with limited mobile network coverage6. 

By utilising these advanced telemedicine solutions, the customer can ensure a safer working environment and 

prompt medical response, significantly reducing the risk of severe health incidents and improving overall 

operational efficiency. 

This trial scenario, based on an actual use case, serves the exploitation vision and replicability potential 

envisioned in the GA: 

• Companies become aware of the possibilities of the system; 

                                                      
6 https://www.youtube.com/watch?v=XKm0OwZwVIU&ab_channel=CognifogProject 
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• Ageing workers understand the system as a new possibility for ageing at work with support from the 

company; 

• Health systems understand its benefits and savings; 

3.2.1.2 Architecture, components description and functionality 

 

In Figure 4, the scenario requirements are visualised. There are three levels in the cloud-edge continuum:  

 

Figure 4: Telemedicine System Architecture 

Edge Layer 

This would be the site office for the construction site, hosting one or more Portable telemedicine systems 

[will be referred to as Stations].  

This TMA flagship product is a portable, self-contained telemedicine system that can be configured with 

medical devices for accurate patient assessment in mobile or remote applications. Its form is a rugged suitcase 

that can manage several medical sensors, such as ECG, blood oxygen, glucose, etc. It also contains a 

camera/microphone for video conferences with medical professionals.  

Far-Edge Layer 

In the field, personnel will use wearable devices (smartwatches—IoT) that monitor the user’s vital signs and 

location. These devices report their measurements to the Backend for further processing. They also provide a 

fall detection alert and SOS button. These wearables will connect to Wi-Fi routers at the construction site, 

creating a private network. 

Cloud Layer 
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In current implementations, the cloud hosts TMA’s E-Pokratis telemedicine platform [Backend]. This web-

based patient record system is designed specifically for telemedicine consultations. The service receives data 

from the Station so remote medical and paramedical personnel may evaluate the patient’s file. The system 

also orchestrates video calls between the Station and the remote medical on-duty personnel. 

3.2.1.3 As-is data flow 

Far-Edge to Edge data flows. 

A traditional approach, keeping most services in the cloud, does not achieve the complete requirements of the 

use case. Construction sites and other rural areas often lack mobile internet connectivity, making it impossible 

for smartwatches and IoT devices to connect directly to the cloud. The current implementation has no medical 

IoT devices in the far-edge layer. 

Edge to cloud 

In the current approach, telemedicine suitcases connect directly to a central cloud server running TMA’s 

telemedicine system via a secure HTTP API. In case of a lack of internet connectivity, the software in the 

telemedicine suitcases has a retry policy to reconnect until data is sent continuously. 

Cloud to edge 

Bidirectional communication is maintained using WebSockets from the cloud telemedicine support system to 

the suitcases. This is also required to orchestrate videoconferencing calls. 

3.2.2 Telemedicine use case performance 

 

Table 3 presents the telemedicine use case's baseline performance KPIs (about COGNIFOG KPIs (Ki)). The 

COGNIFOG KPIs are presented in D5.1, and a more mature version will be addressed in D2.6, where the 

benchmarking plan will be reported. 

Table 3 Telemedicine use case baseline KPIs  

KPIs Description 

Edge and IoT 

autonomous installation 

time (K1) 

The time to provision and install an edge server, including HW, SW, and 

configuration. Currently, the time to make the provision is one day. We are 

targeting a value of less than 3 hours. 

Setup time of 

infrastructure (K2) 

The time it takes to set up a cloud-to-edge-to-IoT infrastructure ensures that 

the edge server and associated components are operational. Currently, the 

setup time is two days. They are targeting to reduce this to less than three 

hours. 

Service establishment 

time (K3) 

The elapsed time to set up a specific network service before it becomes 

operational, including all necessary network services from deployment 

command to operational status. Currently, it takes one day. It is targeted to 

complete this in less than 3 hours. 

Single-touch 

orchestration (K4) 

The time is required to set up the edge software stack and orchestrate the 

deployment of IoT devices. Currently, this process takes several hours. We 

are targeting to reduce it to less than one hour. 

Scale-up latency (K5) 
The time it takes for a scale-up operation to complete in case of a lack of 

resources. Currently, this is not supported. 
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Device integration (K6) 

It is time to integrate a new wearable IoT device. Currently, this is not 

supported. 

 

Resiliency (K7) 

Pass the following communication tests  

 

• IoT with edge server communication under (emulated) bad connectivity  

 

• IoT with edge server under lack of any connectivity  

 

• Edge server with cloud under lack of any connectivity  

 

• Stress test: emulation of multiple IoT devices communicating with edge 

server. 

Data integrity/security 

(K8) 

Moving data from the cloud to the edge provides better security. Ensure 

automated encrypted backup to the cloud. 

Number of test users 

(trial-specific) 

Emulation of 100 IoT devices connecting with a single edge server running 

on the edge. 

Number of test apps 

(trial-specific) 

• Emulator for IoT devices 

• Emulator for stress test 

• Dockerized setup of IoT gateway preprocessor 

• Dockerized setup of telemedicine backend 

• Working COGNIFOG quick start 

Reduce the latency of 

response (trial-specific) 

IoT devices connecting to the edge network gateway is a new concept; 

however, the latency improvement is noticeable compared to connectivity 

with a cloud back-end. 

Energy consumption 
Reduction of energy consumption along the edge-cloud continuum, 

including its associated CO2 footprint. 

AI dynamic load 

balancing 

It reduced network traffic and processing in the cloud due to decentralised 

processing.  

 

3.2.3 Telemedicine use case challenges and issues  

3.2.3.1 Technical challenges and issues 

 

Telemedicine use case challenges are presented in Table 4. 

Table 4 Telemedical use case technical challenges 

Challenge Description 

Limited scalability 

without Edge 

infrastructure 

Centralised cloud systems struggle to scale efficiently due to the increasing 

load on central servers, which can lead to bottlenecks and reduced 

performance. 
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Single point of failure 

(cloud) 

A cloud system is vulnerable to a single point of failure. If the central server 

goes down, the entire system can become inoperative. 

Privacy and security 

issues; data relay 

restrictions 

Traditional centralised clouds require sensitive data to be transmitted over 

the internet and stored in 3rd party servers, increasing the risk of data 

breaches and making compliance with privacy regulations such as GDPR 

more challenging. 

Time-consuming 

infrastructure setup and 

provisioning 

Setting up and provisioning infrastructure can be time-consuming and 

complex, often requiring manual interventions and substantial 

administrative effort. 

No mobile internet 

connectivity on-site 

IoT to cloud connections rely on continuous internet connectivity, which 

can be problematic in remote areas where mobile internet is unavailable or 

unreliable. 

High mobile network 

usage costs 

IoT to cloud connections depend on mobile networks for data transmission, 

leading to high usage costs and potential inefficiencies in data transmission. 

Need for overview and 

data analytics. 

Cloud systems cannot efficiently integrate and visualise heterogeneous IoT 

data, often requiring additional tools and solutions for data analytics.  

 

3.2.3.2 Business limitations 

 

Achieving the requirements of the use case with a traditional approach (by keeping most services in the cloud) 

is not possible for several reasons: 

• The construction site might not have mobile internet connectivity. This, by definition, makes the idea 

of having smartwatches directly connected to the cloud infeasible. 

• Privacy reasons. The company might have a policy restricting the relaying of employee data, especially 

medical measurements, to third-party cloud providers. 

• Infrastructure set-up and provisioning of hardware and IoT devices in new installations would be time-

consuming. 

• Resource management: If IoT devices could communicate with the cloud server, there would be a 

massive waste of (usually expensive) mobile network connectivity. 

3.3 Telemedicine use case requirements 

The requirements for the COGNIFOG platform to serve as the baseline for the Telemedicine use case are 

presented below: 

• T2-R01 Autonomous Edge and IoT Installation: Due to their distributed nature and unique 

challenges, deployment automation is vital for the trial's edge and far-edge computing environments. 

The developer will efficiently and reliably provision and update edge servers, software, and 

configuration by automating deployment processes, ensuring consistency, scalability, and reliability.
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• T2-R02 Rapid Infrastructure Setup: Fast provisioning of new IoT devices and setup of telemedicine 

suitcases is essential. Rapid setup of the cloud-to-edge-to-IoT infrastructure should ensure that all 

components are operational within a short time frame. 

• T2-R03 Quick Service Establishment: The ability to quickly deploy and configure network services 

is essential for maintaining operational efficiency.  

• T2-R04 Resilience to Connectivity Issues: Resilience to hardware failure and connectivity issues 

ensures continuous operation and reliability. The system must pass communication tests under various 

conditions, including lousy connectivity and complete lack of connectivity, to ensure it can handle 

disruptions and maintain service. 

• T2-R05 Enhanced Data Security: Moving data from the cloud to the edge provides better security 

by processing sensitive information locally. Automated encrypted backups to the cloud every 24 hours 

should ensure data integrity and protection, minimising the risk of breaches and ensuring compliance 

with privacy regulations. 

• T2-R06 High Device Connectivity: The system must support connecting over 100 IoT devices to a 

single-edge server. This high connectivity capability will ensure that the edge server can handle 

substantial loads, providing reliable performance and scalability. 

• T2-R07 Multi-Cluster deployments: Many clusters of similar trial setups should be able to be 

orchestrated and replicated based on configuration changes. 
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4 Automated Edge-Cloud continuum for intelligent manufacturing: 

use case 

4.1 Smart Manufacturing use case: Company description  

Laboratory for Manufacturing Systems & Automation (LMS) is oriented toward research and development in 

cutting-edge scientific and technological fields. It belongs to the Mechanical Engineering and 

Aeronautics Department at the University of Patras. LMS is involved in research projects funded by the CEU 

and European industrial partners. Particular emphasis is given to cooperation with the European industry and 

several "hi-tech" firms. It currently employs approximately 80 researchers organised into four groups: a) 

Manufacturing Processes Modelling and Energy Efficiency, b) Robots, Automation, and Virtual Reality in 

Manufacturing, c) Manufacturing Systems, and d) Software development for manufacturing systems. 

 

Figure 5: LMS premises 

 

COGNIFOG will evaluate a brand-new paradigm for adaptable and flexible production starting from Trial 3, 

where LMS will act as the end user. By integrating flexible mobile dual-arm robots controlled by flexible IT 

infrastructure that maximises the exploitation of computer resources in multiple dimensions, such as 

throughput, prices, and energy savings, the goal is to build dynamically reconfigurable shopfloors. The use 

case for intelligent manufacturing is sufficiently broad for various manufacturing applications and other uses, 

such as warehouse management. MRPs are being implemented in many manufacturing industries, including 

automotive, aerospace, white goods, and many others because they can support human operators throughout 

product assembly. LMS will use various methods to communicate the case to various industrial stakeholders.  
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4.2 Smart Manufacturing use case: AS-IS 

4.2.1 Smart Manufacturing use case technical description 

4.2.1.1 Use case overview 

A typical intelligent manufacturing infrastructure can be seen in Figure 6 (described in D2.1). The actual case 

application would initially refer to a simple mobile robot performing a glueing process. However, during the 

project activities, we identified the limited flexibility and real-case benefits of the COGNIFOG platform in 

such a poor use case. Thus, the final version of the use case for Trial 3 refers to a more complex and enhanced 

manufacturing case, presented in Figure 7. The final case offers a more realistic view of a shop floor, with 

more edge devices and robots collaborating and coordinating to perform tasks. Moreover, the system under 

investigation utilises more state-of-the-art and edge technologies, offering a more mature baseline for the 

formulation of Trial 3. Thus, the COGNIFOG platform will show its actual benefit to the Smart Manufacturing 

sector and will showcase a complete paradigm of the manufacturing process, with complex coordination and 

flexible reconfiguration. The manufacturing scenario refers to the assembly of manufacturing parts. It 

combines a mobile robot with a collaborative arm —currently, various ROS7 applications, such as vision 

algorithms and AI-driven decision-making. This robot supports an operator for an assembly process. The other 

two robots perform transportation tasks to assemble the materials for the workstation. In this case, there are 

two robots for performing transportation processes and one for transportation and assembly processes. Each 

robot is supported by its own ROS application, and all collaborate to perform an assembly operation on time. 

The assembly robot is an actual mobile robot, while the other two, capable of transportation, are simulated. 

During this scenario, task scheduling is an essential aspect of correct operation. Timely transportation of parts 

is crucial for the assembly process to be performed in time; moreover, if one of the two transportation robots 

collapses, the other must take over to perform both tasks.  

 

                                                      
7 

https://www.bing.com/search?pglt=43&q=ROS&cvid=c1f6743255964b56a6c4d48be46ca705&gs_lcrp=EgZjaHJvbW

UyBggAEEUYOTIGCAEQRRg7MggIAhDpBxj8VdIBBzUxNmowajGoAgCwAgA&FORM=ANNAB1&ucpdpc=UC

PD&PC=U531 
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Figure 6: Smart manufacturing simple use case architecture (D2.1) 

 



D2.2: Use cases, requirements, design and specifications final version  
 

 Grant Agreement: 101092968 -28- 

 

 

Figure 7: Smart manufacturing use case  

4.2.1.2 Architecture, components description and functionality 

 

The current setup includes two simulated robots capable of performing transportation tasks. For simulation, 

UNITY8 was used. The actual robot for assembly processes will also be integrated in the following months. 

Right now, it is a standalone mobile robot with its infrastructure. A typical setup with K8s clusters should be 

completed before Trials start COGNIFOG integration and performance tests to have the entire case. In this 

setup, there are currently 15 ROS nodes running basic robot applications on an edge server, and there are 

heavier applications, such as navigation and vision systems, running on other edge servers. For the current 

setup, there is only an Edge-to-IoT continuum. However, a cloud infrastructure will be deployed for this pilot 

setup to enable the system to deploy cloud applications, such as ML models. Moreover, the to-be set-up with 

k8s management and working clusters is presented. The HW devices supporting this process are IoT devices, 

such as cameras, sensors, and AR glasses, and the SW are ROS applications, navigation, AI models for 

                                                      
8 https://unity.com/products 
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decision-making, Digital Twin (DT)910, etc. Figure 8 presents the Smart Manufacturing use case architecture, 

and Figure 9 shows the higher-level K8s deployment view. 

 

Figure 8: Smart manufacturing case current setup 

 

                                                      
9 Li, C., Zheng, P., Li, S., Pang, Y., & Lee, C. K. (2022). AR-assisted digital twin-enabled robot collaborative 

manufacturing system with human-in-the-loop. Robotics and Computer-Integrated Manufacturing, 76, 102321. 
10 Kousi, N., Gkournelos, C., Aivaliotis, S., Lotsaris, K., Bavelos, A. C., Baris, P., ... & Makris, S. (2021). Digital twin 

for designing and reconfiguring human–robot collaborative assembly lines. Applied Sciences, 11(10), 4620. 
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Figure 9: Smart manufacturing case with k8s clusters overview 

4.2.1.3 As-is data flow 

 

In Figure 10, the as-is data flow is presented. Currently, all the communication between components is realised 

with ROS nodes. Thus, all the COGNIFOG platform components can be integrated into the use case for edge 

or cloud-level data exchange. The use case data can be published through ROS nodes. Cameras and sensors 

publish data through ROS nodes to the subscribed ROS applications, while robot controller nodes control the 

robot and send info about it, such as velocity, location, etc. Other applications, such as navigation and object 

detection, are ROS nodes that process data provided by IoT devices or other ROS applications (e.g., image 

pre-processing and filtering fed to the ML model for object recognition).  
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Figure 10: Smart Manufacturing case current data flow overview 

4.2.2 Smart Manufacturing use case performance 

Table 5 presents the intelligent manufacturing use case's baseline performance KPIs (about COGNIFOG KPIs 

(Ki)). The COGNIFOG KPIs are presented in D5.1, and a more mature version will be addressed in D2.6, 

where the benchmarking plan will be reported. 

Table 5 Smart manufacturing case baseline performance KPIs 

KPIs Description 

Development and 

installation time (K1) 

Decrease development and installation time for integrating new Edge and 

IoT resources—currently one day. 

Infrastructure setup time 

(K2) 

Reduction of the elapsed time to set up a specific cloud-to-edge-to-IoT 

infrastructure.  Currently, two days. 

Deployment time (K4) 
Edge and IoT deployment time: new robotics applications should be 

deployed in less than an hour—currently more than 3 hours.  

Scale-up latency (K5) 
Reduction of the time before the scale-up operation is completed.  

Currently one day 

Robotic cells scale-up (K6) 
Increase robotic cells deployed on the same cloud-to-edge-to-IoT 

infrastructure—currently one robotic cell. 

Monitoring (K7) 
Deploy micro applications (nodes) that COGNIFOG platform tools will 

monitor.  Currently, there is no application monitoring. 
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Resiliency (K7) 

Perform pretesting scenarios to test platform robustness (connectivity 

disruption, server failure)  

 Perform complete scenarios combining multiple hardware failures and 

connectivity issues—currently none. 

Security (K8) 
To protect the network and sensor data from unauthorised access, 

manipulation, or disruption. Currently, light security. 

Edge resources (K9) 
Reduce edge processing resources using a brilliant orchestrator—

currently, three edge processing units. 

Energy Consumption (K9) 
Reduce energy consumption by reducing operational resources and 

applying smart task allocation. Currently not measured 

 

4.2.3 Smart Manufacturing use case challenges and issues 

The Smart manufacturing case introduces many challenges that could be addressed by integrating COGNIFOG 

technologies. Since the use case scenario offers the ability for multiple device interaction and connection, the 

main issue is the efficient cooperation and control of all the hardware and software components and the 

dynamic deployment. All manufacturing case devices and applications must utilise ROS channels and data 

exchange methods. Another issue is the security provided for data and networks. However, when more devices 

must be connected to a single network, challenges such as lateness or insufficient data storage capacities must 

be tackled. In Table 6, the main challenges identified for the Smart Manufacturing use case have been 

addressed. 

4.2.3.1 Technical challenges and issues 

From a technical point of view, the challenge for intelligent orchestration, dynamic deployment and high-level 

coordination is expected to be tackled with COGNIFOG components. However, in a simple manufacturing 

scenario, each robot has its own ROS infrastructure, utilising edge and cloud resources. Edge resources are 

usually chosen since cloud deployment may cause delays. However, cloud deployment needs to be considered 

when it comes to higher levels and more complex coordination. Moreover, centralised coordination introduces 

an innovative and dynamic deployment setup requirement. This is resolved with K8s cluster deployment. Thus, 

the robot setups must first be implemented as ROS containers and deployed on a K8s clusters, and then the 

COGNIFOG components can take over. Another issue is deploying more than one robot under the same 

infrastructure. This may lead to problems regarding network or storage capacity. Lastly, some business 

limitations are described in the next section. 

Table 6 Smart manufacturing case challenges 

 Challenge  Description 

No cloud computing and 

intelligent application 

deployment/update 

 

Cloud computing is not considered since standalone edge applications 

support the robot cells. Cloud is only utilised for long-term storage, while 

ML models can be deployed for training on the cloud. 

 

No automation: manual 

deployment and update of 

the robots 

To update and deploy new applications, an engineer should manually 

deploy the dedicated ROS applications or develop the corresponding code 

for integrating a new IoT device 

 

No process monitoring 

 

The monitoring happening right now refers to the manufacturing process 

level, using sensors, cameras, and DT. There is no asset monitoring 

during operation (e.g., monitoring of edge processing units, camera rate, 

network capacity, etc.). 
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No scalability 
Each robot has its own ROS application and infrastructure. Scalability 

issues are presented due to time and infrastructure limitations. 

No efficient disruptions in 

tackling 

When a disruption occurs, the manufacturing process needs to stop, and 

an engineer needs to review the situation and manually apply corrective 

actions, depending on the issue. There is no automation, not even in 

common disruptions. 

No automation/flexibility to 

adjust manufacturing tasks 

All robot tasks are scheduled and executed on a robot. If a deviation 

occurs, there is no mechanism to dynamically readjust the robot's 

configuration and schedule. There is no central orchestration due to 

infrastructure limitations and inefficient resource allocation. 

 

4.2.3.2 Business limitations 

Other than the manufacturing and technical challenges and issues, business limitations exist. For example, 

hardware processing resources may be limited so that a smart orchestration may be helpful. Moreover, to test 

the COGNIFOG platform, the simulation will be combined with real robots since the current infrastructure 

does not support more than one real robot (e.g., lack of HW components, such as cameras, sensors, etc.). 

4.3 Smart manufacturing use case requirements 

The requirements for the COGNIFOG platform to serve as the baseline for the Smart Manufacturing use case 

are presented below: 

• T03-R01: Compatibility with ROS for real-time data access and interaction  

• T03-R02: Edge processing capabilities to minimise latency  

• T03-R03: Standardized API interfaces to ensure interoperability  

• T03-R04: Scalable architecture to handle any additional hardware/software/infrastructure and 

potential cloud-level  

• T03-R05: Edge or cloud computing distributed control functionality for better resource utilisation  

• T03-R06: Monitoring and analysis tools regarding data, connectivity and utilisation KPIs  

• T03-R07: Edge and IoT components integration 

• T03-R08: Dynamic deployment of ROS applications 

• T03-R09: Smart resources orchestration for energy efficiency and avoid disruptions 
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5 Conclusion 

The objective of T2.1 was to address the baseline of the use case specifications, design and requirements, 

which will be utilised by other WPs and primarily by WP5 to formulate the COGNIFOG Trials. During this 

first half of the project, joint issues and requirements, such as scalability and intelligent orchestration, have 

been identified and contributed to the COGNIFOG development phase and the trial formulation and 

integration. In conclusion, the main goal of WP2 activities during the first half of the COGNIFOG project was 

to define the use cases. The WP2 activities were also integrated into other WP activities since constant 

information from use case providers was shared to help their corresponding activities. This was also helpful 

for our activities since the issues showed the way for the use case baseline final architecture, which will serve 

as the template for all Trials. Developing a document (D2.2), which is the second version of D2.1, that will be 

utilised as the baseline (along with D2.4 and D2.5) for all other activities was the outcome of the T2.1 activities 

for addressing the specifications and characteristics of the use cases, which then will transform into Trials. 

Based on D2.2 (and other WP2 deliverables), the architecture and the implementation specifications will be 

developed with a more concrete perspective regarding each Trial's unique requirements and characteristics. In 

WP2's subsequent activities, detailed documentation of the COGNIFOG architecture (D2.4, M21) and 

benchmarking plan (D2.6, M21) will lead the T2.2 and T2.3 activities, respectively. Lastly, D2.2 is a living 

document that references other project activities, such as Trial development and execution (T5.1 and T5.2). 

D2.2 will serve as a baseline for WP5 activities. 

 

 

 

 

 

 

 

 

 

 


