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Executive summary

At the core of the COGNIFOG project lies Work Package 3: Cognitive-Fog Framework Development, which
is concerned with the main research and development activities of the project for building the Cognitive-Fog
framework. Comprising five complementary tasks, the technical activities within WP3 will yield the design
and implementation of the integration of infrastructural resource management, allocation policies, and security
and safety tools into an orchestration system as its key outcomes.

Aligned with COGNIFOG’s philosophy on intellectual property, major outcomes from WP3 will be shared as
open-source whenever possible. This includes software code, data, and models, promoting greater flexibility,
adaptability, knowledge sharing, and reduced development costs. On this matter, this document serves as a
guide supporting the compilation of code repositories corresponding to Task 3.1. Application layer modules
and Task 3.2. Cognitive connectivity layer modules of the COGNIFOG project. Indeed, these code repositories
constitute the core of Deliverable 3.1. Application and Connectivity Layer Modules Initial Version, which is
classified as 'OTHER' within COGNIFOG’s overall deliverable structure.

After a brief introduction in Section 1, this report offers a concise description of the various modules within
the application and connectivity layers in Section 2, emphasizing how they interact with the broader
COGNIFOG stack (a comprehensive description of the different modules can be found in Deliverable D2.3.
Cognitive-Fog architecture initial design). It also outlines in Section 3 the online repositories associated with
each module and incorporates preliminary insights, tests and/or results obtained during the validation of the
initial versions of selected modules. Lastly, the lessons learned during the development of these modules and
future work are included in Section 4.
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1 Introduction

Two vital layers for the proper operation of the whole COGNIFOG’s stack are addressed by this deliverable:
the application and the connectivity layers. On the one hand, the application layer specifies the application
functionalities and the necessary APIs to interact with the different applications and especially with the front-
end dashboard, which ultimately should serve to enable the intuitive user interaction with the Cognitive-Fog.
On the other hand, the connectivity layer deploys the necessary middleware and defines the communication
protocols and data interchange format and semantics to provide seamless and secure connectivity in
heterogeneous topologies.

1.1 Mapping Projects’ Outputs

The purpose of this section, is to map COGNIFOG Grand Agreement (GA) commitments, both within the
formal Deliverable and Task description, against the project’s respective outputs and work performed.

The deliverable D3.1 summarises the work undergone to date within tasks T3.1. Application layer modules
and T3.2. Cognitive Connectivity layer modules of WP3. More details are provided in Table 1.

Table 1. Adherence to COGNIFOG GA Deliverable and Task(s) descriptions.

Respective
COGNIFOG Task document  Justification
chapter(s)

T3.1: Application layer modules

The aim of this task is to develop the application layer
components. The front-end dashboard, to be developed by
EBOS, will have a graphical user interface for the users of
the systems. The Application APIs, which will also be
developed by EBOS will enable the interfacing of 3rd party
applications in COGNIFOG in an easy and user friendly
manner. EBOS will capture the technical specifications
from D2.1 and D2.2 to create a mapping of the descriptive
list of requirements regarding system functionality and
requirements with the respective Unified Modelling
Language diagrams. Visual web-based programming tools The referred Sections

will be used for the dashboard development, ensuring the provide a brief description of
application robustness, higher performance, multi-platform | Section 2.1 | the module, how the module
support on popular operating systems, improved quality and | Section 3.1 | interacts with the rest of the

easily maintenance. Create the necessary packages for Section 3.3 | COGNIFOG stack, and a
system deployment as a web-based service, to enable multi- link to the associated source
tenancy and concurrency. code.

In addition, EBOS will define and implement REST APIs
based on open standards to enable software developers to
define API calls with a high granularity, which simplify the
logic required to provision complex services, thus
providing interoperability between their applications and
COGNIFOG. Such APIs will support only secure
connections with authentication. CEA will apply a MOCC
based approach to capture applications functionalities and
to specify temporal behavior. KENT will build an
application development and deployment framework based
on a modular and bundled approach for COGNIFOG
applications.

Grant Agreement: 101092968 -10-
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The framework will be used by the partners to quickly build
modular COGNIFOG applications in terms of
microservices, which will be made available for the
COGNIFOG developers community including the open
callers and third parties under a common catalogue (e.g.
Marketplace) of applications.

T3.2: Cognitive Connectivity layer modules

In this task, the COGNIFOG connectivity layer modules
will be designed and developed. These modules will
implement the necessary features to assure end-to-end
connectivity between services deployed across the edge and
cloud continuum, as well as user devices, with self-
adaptability property to be developed in conjunction with
the Task 3.3. The task led by i2CAT will be executed in
two main lines of work that will develop the means to (i)
provide connectivity between services and core functions of
the architecture (ii) enable connectivity towards user
equipment. Different wired and wireless technologies will
be considered in both lines of work, as well as the necessary
tools (radio access network controllers, SDN frameworks,
etc.) to enable seamless and secure connectivity in the
heterogeneous topologies targeted by COGNIFOG. ATOS
will provide the connectivity enablers between the edge and
cloud nodes, while KENT will provide an interoperable
connectivity layer between the loT devices and edge
gateways. CEA will bring a publish-subscribe protocol for
transport level communications.

Section 2.2
Section 3.2
Section 3.3

The referred Sections
provide a brief description of
the module, how the module
interacts with the rest of the
COGNIFOG stack, and a
link to the associated source
code.

Grant Agreement: 101092968
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2 Associated software and algorithms

2.1 Application layer modules

At the application layer, COGNIFOG offers a front-end dashboard to facilitate user interaction with the
Cognitive-Fog, as well as application APIs to enable the interfacing and onboarding of 3rd party applications
in a user-friendly manner. In addition, the COGNIFOG methodology based on a unique Model of computation
and Communication (MOCC) is also provided. It uses a high-level language, namely Polygraph, which is a
domain agnostic language that helps to capture the application functionalities as well as their expected temporal
behaviour. Furthermore, Kentyou Eye plays a crucial role in this layer. Comprising small, independent
microservices dedicated to specific tasks such as sensing, actuating, processing, or analysing, Kentyou Eye
serves as a comprehensive data monitoring, analysis, and decision support tool.

2.1.1 Front-end dashboard

The front-end dashboard is one of the main components within the COGNIFOG application layer. The
developed Graphical User Interface (GUI) will provide users with an intuitive and user-friendly way to interact
with the COGNIFOG solution. More specifically, the dashboard will offer access to various functionalities as
well as an easy-to-navigate interface for users to monitor COGNIFOG activities and data.

Public Internet

Figure 1. COGNIFOG dashboard building blocks.

The COGNIFOG Dashboard consists of a set of functional modules, as shown in Figure 2. Each module has a
specific role contributing to the overall user experience, system management, and alignment with the project's
requirements. Together, these modules create a user-centric interface that facilitates user interaction, service
management, and real-time data access for managing and optimizing the COGNIFOG ecosystem.

Grant Agreement: 101092968 -12-
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Figure 2. COGNIFOG dashboard functional modules.
A brief description of the COGNIFOG dashboard functional modules is provided in the following lines:

e The User Management Module ensures secure user authentication and authorization as well as user
administration which allows COGNIFOG to maintain system integrity. Following the model visualisation
module, the data visualisation module and the monitoring module allow users to gain insights into the
performance and behaviour of the COGNIFOG platform.

o Specifically, the Model Visualization Module offers a visual representation of the system's architecture
for behavioural analysis aiding decision making and system optimization.

o Complementing these functionalities, the Data Visualization Module presents real-time and historical
sensor data in visual formats, aiding users in understanding trends and patterns.

e The Monitoring Module systematically collects and processes infrastructure data, providing crucial
insights into resource usage and overall, operational and health status.

e The Service Request Module serves as the gateway for user interactions with the COGNIFOG platform,
enabling standardized initiation and management of services. Users can initiate actions such as starting,
updating, or stopping applications, and the module handles the processing of these service requests,
ensuring proper communication with the orchestrator and other relevant components.

e The Reporting Module allows users to generate customized reports for in-depth analysis.

e In the context of the current deliverable, the API Integration Module is designed to facilitate the
integration of external APlIs into the dashboard, enabling users to make requests and receive relevant data
from external sources. The API Integration Module primarily focuses on API integration, request handling,
and response processing.

Grant Agreement: 101092968 -13-
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The development of Application APIs within COGNIFOG's application will facilitate the interaction between
third-party applications and the COGNIFOG ecosystem. The APIs will provide a standardized and user-
friendly way for external applications to integrate with the COGNIFOG system. Their development will be
based on open standards, enabling software developers to define API calls with high granularity. This approach
ensures interoperability between external applications and COGNIFOG while simplifying the logic required
for provisioning complex services. Additionally, the overall security of the system will be ensured through
authentication for secure connections. Some of the main characteristics of the Application APIs:

e User friendly interfacing: The Application APIs are designed to make it easy for third-party applications
to interface with COGNIFOG. They provide a simplified and user-friendly way for software developers
to connect their applications with COGNIFOG services.

o REST APIs: These APIs are based on open standards to simplify the logic required to provide complex
services. They will follow the Representational State Transfer (REST) architectural style, which promotes
simplicity and scalability.

¢ High Granularity: High granularity will allow software developers to define API calls with precision by
tailoring their applications to specific COGNIFOG functionalities.

e Authentication: Authentication as a security measure enhances the protection of data and interactions
between third-party applications and COGNIFOG.

\ The online GitHub repository of the Front-end Dashboard can be found at [1] \

2.1.2 Polygraph Model

The Polygraph Model generates the first validation of the system offered through the COGNIFOG Dashboard.
When a system is created, a visualisation is provided to the user through the Dashboard which then sends a
request to Polygraph for analysis. When an analysis request is made by the user, a communication between the
Dashboard and Polygraph analysers is established. A JSON format is exchanged among the different
applications that comprise the system. A parser will then extract the needed information to verify the
consistency and liveness of the system.

In order to verify the system, the user is asked to provide through the front-end dashboard the different
applications of the system; that is, their names, how they are connected with each other, the frequency of use
of each component, and the target execution time of each application (a range of best-case and worst-case
scenarios is may also be provided). Following the users input, a JSON file will be generated to configure the
COGNIFOG kernel. When the analysis is completed, the JSON information will be modified to add the result
of the system verification.

2.1.3 Composition of 10T microservices (Kentyou Eye)

Kentyou Eye is an interface able to monitor and control the deployment of several Kentyou Data Hubs. A
Kentyou Data Hub is a software platform with the open-source Eclipse sensiNact (see Section 2.2.3) as its core
component. Kentyou Data Hub consists of several small, independent microservices which are dedicated to a
specific task, such as sensing, actuating, processing or analyzing. Figure 3 shows these microservices running
at the edge with a focus on efficiency and security. Further documentation of the Kentyou Data Hub and
Eclipse sensiNact can be found in [2].

Grant Agreement: 101092968 -14-
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Kentyou Eye acts as a composition framework of the microservices provided by the Kentyou Data Hubs with
an Everything-as-a-Service model. The main features of Kentyou Eye can be summarized as follows:

e APIs and Communication Protocols: Kentyou Eye allows the various Kentyou Data Hubs to
communicate with each other through well-defined APIs and standardized communication protocols. This

ensures seamless integration and interoperability among the services.

¢ Dynamic Orchestration: Kentyou Eye incorporates a dynamic orchestration mechanism that allows for
the coordination of Kentyou Data Hubs running from far-edge to edge until cloud. This enables the creation
of composite services tailored to specific use cases or scenarios. Figure 4 illustrates a full scale deployment

from edge-to-cloud of several instances of Kentyou Data Hub.

e Al Services: Kentyou Eye not only provides a set of Al services but also allows the deployment of third-
party Al models within its framework at the cloud. Kentyou Eye provides the advantage of training these

Al models on the data collected by the various Kentyou Data Hubs.

Rentyou [ ]]]

Rentyou Cloud

DATA HUB

Rentyou
DATA HUB
kentyou kRentyou
E¥AHUE EIXAHUB Edge
— F S — = =
—— 53— [ —— & — | [ —— N |

Heterogeneous data sources: loT sensors, legacy deployments, open-source data base, etc.

Figure 4. Kentyou Eye - From Edge-to-Cloud Deployment.

During COGNIFOG project, Kentyou will test its Kentyou Eye dynamic orchestration in a real-life
deployment. Moreover, Kentyou will add a context-aware, self-adaptive service orchestration feature by

embedding Al processing at the edge level. In particular, it will:

Grant Agreement: 101092968
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o Integrate Al algorithms as a microservice of Kentyou Data Hub running at the edge to sense and perceive
the contextual information. These algorithms can be fed by data from various sensors, devices or external
sources.

o Utilize Al models to infer context from sensed data and make context-aware decisions.

2.2 Connectivity layer modules

At the connectivity layer, the Slice Manager engine has the capability to generate isolated network slices that
encompass radio, compute, and networking resources. It can deploy various services over these resources,
ensuring that user requirements are met. A RAN controller is also available to manage and configure radio
solutions, connecting them with the compute quantum.*

Connectivity enablers between edge and cloud nodes are provided, and the Eclipse sensiNact serves as a
horizontal platform dedicated to 10T. Specifically, the 10T Edge Gateway allows the integration of loT far edge
devices with limited capabilities into the COGNIFOG platform. Additionally, the Polygraph module facilitates
the generation of monitors to check component behaviour at runtime.

2.2.1 Slice Manager

The effective orchestration and management of network slices hinge upon the interconnected nature of Slice
Manager functionalities, showcasing the paramount role played by connectivity layer modules. This seamless
integration is achieved through the adept utilization of RESTful API interfaces, which serve as the linchpin
fostering communication links between the orchestrator, slice manager, and prominent virtualization entities,
notably Kubernetes. This intricate web of API interactions forms a robust connectivity layer, constituting the
foundational framework for orchestrating network functionalities. Moreover, within the Kubernetes
ecosystem, the symbiotic relationship between the slice manager and virtualization entities strengthens this
connectivity layer, serving as a pivotal axis for managing and synchronizing network resources, thereby
expediting the dynamic creation and oversight of network slices.

In summary, the intricate coordination facilitated by connectivity layer modules, under the guidance of the
Slice Manager, serves as the cornerstone in efficiently orchestrating and overseeing network slices. This
cohesive framework, powered by robust RESTful API interfaces, epitomizes the harmonious integration
among the orchestrator, slice manager, and prominent virtualization entities such as Kubernetes [3].
Furthermore, the influential contribution of ATOS, as the architect of the orchestrator, significantly enhances
the effectiveness of this network orchestration paradigm, underscoring the pivotal role of innovative
collaborations in shaping the dynamics of contemporary networking environments.

While the Slice Manager encapsulates a suite of standard functions integral to orchestrating network slices, it's
pertinent to note that not all of these functions will be integrated into the initial phase of the COGNIFOG
project. Initially, the project's focus leans toward harnessing the capabilities of the 'get’ APl REST method.
This strategic decision is propelled by the orchestration scheme envisioned, wherein certain orchestration tasks
will be efficiently handled by the orchestrator itself. By prioritizing the 'get’ APl REST, we aim to optimize
orchestration efficiency while aligning task allocations between the orchestrator and the Slice Manager,
streamlining the initial scope of our network orchestration endeavour.

2.2.2 Connectivity enablers between edge and cloud

Application management components that are part of the COGNIFOG Kernel take a fundamental role in the
workload linking not only between edge peers but more importantly between edge and cloud devices, where
both management and operational data is exchanged between different hierarchical participants.

* According to the Consortium Agreement, access rights of both the Slice Manager and the RAN controller are provided only for i mplementation.
Object code will be made available to parties that require to implement the tasks described in the project. Access to the source code will not be authorized
by i2CAT.
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These kernel elements regarding application orchestration and monitoring keep a close connection between
cloud and edge agents. In the case of the Orchestrator Manager and Orchestrator Agents, where the
management data is exchanged in a vertical manner, agents running on the edge based on Kubernetes
technologies facilitate the secure and monitored information exchange between workload software
components. Monitoring exporters leveraging Prometheus [4] telemetry technologies assure a constant
supervision of edge running applications and nodes. Monitoring Agents running on these nodes push collected
data to the Monitoring Manager running on the cloud, where metrics are aggregated and analyzed to optimize
application performance.

The online GitHub repository of the connectivity enablers
between edge and cloud can be found at [5][6][7][8][9]

2.2.3 SensiNact platform

Eclipse sensiNact platform, part of the Kentyou Data Hub, is the main component used for subscribing to the
MQTT broker, which can centralize the information collected by loT far edge devices. Eclipse sensiNact is
composed of two main parts; the southbound and the northbound bridges (shown in Figure 5).

Southbound bridges are specialized into the interaction with devices, which can be sensors, actuators, other
systems, or applications. Each bridge oversees the communicating with a specific kind of device, using a given
protocol. Thanks to an OSGi based architecture, it is possible to add bridges on the fly, while the gateway is
running, to allow the communication with new kind of devices. The creation of bridges relies on an APl which
delegates most of the integration work to the gateway, letting the programmer focus on the communication
protocol and the data model of the device to be integrated. A southbound bridge, based on the MQTT protocol,
was used to communicate with the loT edge gateway.

Symmetrically to the southbound bridges, northbound bridges are in charge of publishing information to
remote systems. The set of northbound bridges is also extensible, for tailoring special needs or singular
systems. The REST API, which is a northbound bridge, is a key part in our architecture. It is designed for the
administration of the gateway, thanks to a well-documented API. Such a REST API is also available to
facilitate the access to data from the 10T edge gateway.

App App App
Bridge Bridge Bridge

Northbound

[sensi act}
Core

Southbound

Data Data Data Data Data Actuator
Bridge Bridge Bridge Bridge Bridge Bridge

Actuator
Bridge

Figure 5. Architecture of Kentyou Data Hub.
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0.N Eclipse sensiNact represents its data using the following model:
m e Model: a static or dynamic representation of a kind of provider. This
allows to describe the structure of a provider, i.e., its services and the
type, default value, description, etc of their resources.
e Provider: a provider of services. It usually represents a physical object,

= but the granularity depends on the use case. For example, it can be an
" loT device with multiple sensors, a car, etc.

| 0.N e Service: the name of a set of resources. All providers have the
ReSOlIce reserved admin service which holds sensiNact details about them,

" oy including their location resource.
 Data rom——) e Resource: a resource can either represent a property of the provider
e, (Sl (like the temperature read from a sensor) or an action (for example to

Figure 6. Data Model of Eclipse send a text message).

sensiNact.

\ The online GitHub repository of the sensiNact platform can be found at [10]

2.2.4 10T Edge Gateway

The 10T edge Gateway is a modular multi-interface physical platform that enables heterogeneous networking
in different 10T scenarios, thus enabling flexible and transparent interaction between different types of devices
and technologies. The core of the 10T Edge Gateway is based on the Home Assistant software [11]. More
specifically, Home Assistant is an open-source home automation platform that allows users to control and
manage various smart devices and services. Home Assistant is distributed under Apache 2.0 license.

In addition, a MATTER controller add-on has been installed [12], so that the 10T Edge Gateway is able to
manage MATTER-based end devices running over WiFi. In short, the MATTER protocol is an open-source
universal IPv6-based communication standard designed to enable seamless connectivity and interoperability
among smart devices in a local 10T ecosystem. The Matter software development Kit is open-source under the
Apache License.

Home Assistant dashboard is a customizable user interface that provides users with quick and easy access to
the 10T devices and automations. As it can be observed in Figure 7, once loT far edge devices are properly
associated to the loT Edge Gateway by means of the MATTER protocol, their entities (i.e., the representation
of a sensor, actuator, or function associated to that device) appear on the Home Assistant dashboard.

o | 192.168.1.132

1BPM on e Bit AT @ ifundanet |B| Skedda

Home Assistant € Integrations Devices Helpers

Overview
Q, Search entities Filtering by integration "Matter (BETA): Matter”

Energy
’T‘ Name Entity ID Integration Area Disabled by
[LET

Test1 light.test1 Matter (BETA) -
Logbook

Test1.. sensor.test1_humidity Matter (BETA)
History

X Test1.. sensor.test1_temperature Matter (BETA)
Media

Test2 light.test2 Matter (BETA)
Developer tools b Ltz er ( )

Test2.. sensor.test2_humidity Matter (BETA)

Test2 sensor.test2_temperature Matter (BETA)
Notifications

i2cat 4+ ADD DEVICE

Figure 7. Entities related to the 10T far edge devices.
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Apart from managing associated devices and show in a visual way their obtained measurements, automations
in Home Assistant allow to automatically generate responses or actions to predetermined events. More
specifically, in the COGNIFOG context, the generated automations could be able to forward, for instance, via
MQTT any obtained measurement by the 10T Edge Gateway to an MQTT broker.

The online GitHub repository of the 10T Edge Gateway can be found at [13].
Additionally, the source code corresponding to the MQTT broker can be found at [14]

2.2.5 Polygraph monitors

The Polygraph monitors are generated from the model (previously described in the Dashboard by the user).
Once the system has been verified by the Polygraph analysers then a code is generated to make sure that the
execution corresponds to the model. This code will run in a Docker to be integrated in the deployment flow.

The messages will be exchanged using the MQTT messages to be as close as possible to the real time
components. When an event (different from the model) is detected, a message is sent using MQTT. This
message can be traced to iterate the model or rise alerts to users.
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3 Preliminary tests, results, and source code

This section compiles the current version of the code associated with the various modules of the application
and connectivity layers of COGNIFOG, along with some insights, tests and/or results obtained from the
preliminary evaluation of some of them.

3.1 Application layer modules

3.1.1 Mock-up version of the COGNIFOG dashboard
In the following lines, use case diagrams and mock-up versions of the GUIs associated with the different
elements composing the COGNIFOG dashboard are provided.

User Management Module

User Management
A e D

Registered User
:

View Profile

\_\T//
\\—_‘T'_—/

MNew User

Registration

Administrator \@

Update User

View All Users

Figure 8. Use case diagram for the user management module.

The User Management Module serves for administrating user accounts, permissions, and access within the
system. This module is used for efficient control over user interactions, ensuring that the platform is secure
and accessible. The module provides functionalities for user registration to enable individuals to create
accounts securely, authentication mechanisms to verify user identities user roles to categorize users based on
their responsibilities and permissions within the COGNIFOG platform.
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XCOGNIFOG B %COGNIFOG

Registration
Username

Signin

& Username:
|

@& Password

Password
(] Remember Me Forgot Password ?

] 1 agree to Terms of User
Register New Account Create Account

Confirm Password

Q search o & 2 =
XCOGNIFOG
Home
g: Model Visuslisation v
(B tato vsudlisation ) < Cbﬁ E.+
@' Monitaring = Model Visualisation Bata Visualisation Monitaring
I‘l Service Request =
B feporss .,
Service Request Reports

Figure 9. User management GUI.
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Service Request Module

Service Request

reate Service
Request

Upload Application

Enter Requirements

Registered User

Select Peripherals

View Dataflow

Run Behavioural
Analysis

View Deployment
model

ubmit Service
Request

Figure 10. Use case diagram for service request module.

The Service Request Module provides an intuitive and user-friendly interface allowing users to initiate and
manage service requests. The Dashboard facilitates actions like starting, updating, and stopping applications,
pushing them to the Orchestrator Scheduler. Users have the ability to specify detailed deployment parameters,
including application descriptions, resource requirements, and COGNIFOG platform loT plugins
(peripherals). The users will be provided with real-time feedback or validation messages based on the entered
parameters including tooltips or a help section to guide users in providing accurate and compatible deployment
parameters. The form follows a logical sequence, making it easy for users to understand and complete the
deployment request.

Before submitting the request, the dashboard leverages the Eclipse EMF framework to provide users with
powerful tools and functionality for designing dataflows in their models. This offers an intuitive and user-
friendly interface for efficient visualization and customization of dataflows, enhancing the overall user
experience. The user can then proceed to make the request by first viewing the results of the Consistency
Analysis and Liveness verification. Consistency analysis detects and resolves contradictions or logical errors
within the model, ensuring that the formal representation remains consistent and devoid of conflicts. Liveness
Verification ensures that the model can produce desired outcomes over time, assessing its ability to evolve
without becoming deadlocked or unresponsive. In parallel, the user is also able to preview of the orchestration
plan generated based on entered parameters and review how the application will be distributed across clusters.
Finally, the user is able to submit the service request to the Multi-Cluster Orchestrator (see Deliverable 3.3.
Data management tools and Secured cloud to edge continuum orchestration initial version at [15] for more
information).
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SuperAdmin

Trial THALES
Apglication Deplaymant Orchestrated nodes and micresenices, ensuring precise coordination and cyber-protection for crisis management scenarios.
Madal Description

Request successfully submitted!

New Request

Figure 11. Service Request GUI.
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Monitoring Module

Monitoring

View Infrastructurs
odel Informatics
¢

Flegisterad User

r" b
’." ..\
Select Trial Select Application

iew monitroing data”
analytics

Figure 12. Use case diagram for monitoring module.

The Monitoring Module is used as an observatory for the COGNIFOG infrastructure, delivering insights into
key metrics and resource utilization. Specifically, this page provides monitoring of the application deployment
model ensuring observability across decentralized computing resources, encompassing cloud, edge, far-edge,
and loT environments. Leveraging data from the trial sites, this module employs visual indicators to represent
real-time resource metrics on the different nodes. Through a colour spectrum highlighting varying levels of
resource utilization, users can quickly understand the current state of the infrastructure.

Superidmin
Home

5

Monitaring

Grant Agreement: 101092968 -26-



D3.1: Application and connectivity layer modules initial version **COGNIFOG

Q, Search..

Home / Monitoring

Trial Thales v
Application Model Description | g A A Ml TORSrVICes, SrLiriny g precis tion and cyber-p o cret

CPU Memory

s a0 Chatd
o
s
s
s
2%
10 l
o
Nodel Model Moded Woded ModeS Nedeh
Bandwidth

O ) i

= Mot

Edoe

I I | I\ Far Edge
Model Mode? Moded Noded ModeS Noded ."-

Storage

§3F3FIFFT

Figure 13. Monitoring GUI.

Data Visualization Module

Data Visualisation

Registered User

Select Perpheral

i

View Registry

Search Peripheral

View Peripheral

Figure 14. Use case diagram for data visualisation module.

The Data Visualization module provides users with an intuitive interface allowing them to explore and
understand the information generated by the peripheral devices. This module seamlessly integrates real-time
data analytics, geospatial representation on a map, and a detailed registry of connected devices. It employs
advanced analytics to process and present graphs, charts, and other visualization techniques. The Data
Visualization module incorporates a dynamic map interface, providing a spatial context for the location of
peripheral devices. A registry within the module maintains a detailed inventory of connected devices.
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Figure 15

. Data visualisation GUI.
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Model Visualization Module

Registered User

Figure 16. Use case diagram for the model visualisation module

layer modules initial version

Model Visualisation

iew Infrastructurg
Model Informatio

View Dataflow
View behavioral
Analysis
View Deployment
model

Select Application

XCOGNIFOG

The Model Visualization Module offers users an insightful and interactive interface to explore and understand
the system's architecture, deployments, and connections. Utilizing the Eclipse EMF framework, this module
offers an interface for users to view dataflows within their models. Beyond visualization, users can use
Polygraph model checking processes to ensure the consistency and liveness of the system, offering a robust
foundation for real-time, multi-core, heterogeneous, and distributed systems. The page also offers an intuitive
representation of the infrastructure topology, showcasing the relationships between various components such
as nodes, applications, and communication paths.
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Figure 17. Model visualisation GUI.
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Reporting Module

Service Request

Generate Reports

Select Filt
Registered User

lew Generated
Reporis

Figure 18. Use case diagram for the reporting module.

The Reporting Module provides users with the capability to generate highly customized reports based on
COGNIFOG performance and application insights. With features for report customization and preview
functionality, this module enables users to tailor reports to specific metrics and requirements before finalizing
the document. By facilitating the creation of detailed and informative reports, this module enhances the overall
communication and decision-making processes within the COGNIFOG ecosystem.

Home
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Figure 19. Reporting GUI.

3.2 Connectivity layer modules

3.2.1 Publication of 10T sensing data

The goal of this Proof of Concept is to validate the proper end-to-end communication between IoT far edge
devices and the sensiNact platform. The detailed architecture of the connectivity layer is shown in Figure 20,
consisting of the following communication links:

e Communication between loT far edge devices and the 10T edge gateway is performed over WiFi. The
application protocol is MATTER.

e Communication between the 10T edge gateway and the sensiNact platform is performed over
WiFi/Ethernet. The application protocol is MQTT.

The technical features and the technology stack of each one of its elements are detailed in Deliverable D2.3.
Cognitive-Fog architecture initial design [15].
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Figure 20. COGNIFOG loT connectivity layer architecture.

3.2.1.1 Deployment

The proposed deployment to evaluate 10T connectivity between 10T end devices and the sensiNact platform is
depicted in Figure 21. As it can be observed, the proposed architecture allows the communication between the
10T devices and the sensiNact platform through the 10T edge gateway. The main characteristics of the technical
elements included in the deployment are listed in Table 2.

Switch
Remote Access
to Raspberries

loT server
Private IP
MQTT broker 192.168.124.77
e . (te)) loT Edge
| J . :‘Eth> WiFi gatewz?y
[ J_,/J i manager controller i MQTT client
1

V' o 2 TTTTTmmmmmmmmmmmmmmes Access

; - Point
Internet Public IP —

i
]

Raspberry Pi 4B
Home Assistant +

Matter controller

Matter devices

SensiNact
platform

loT far edge

device (type A)

MQTT client

Figure 21. Test architecture.?

2 Note that both the slice manager and the RAN controller are not included in the current version of the test architecture and can be considered as
potential extensions for future tests.
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Table 2. Main characteristics of the physical elements included in the testbed.

HW Network Power input
interfaces

10T Edge 1 Raspberry Pi 4B Eth + WiFi + BLE | USB-C

gateway

Access Point 1 Huawei HG532¢ Eth + WiFi Power cable

loT far edge |2 ESP32-52 WiFi + BLE MicroUSB

device

Sensors 2 DHT22 - Via the Vcc pin
temperature + (5V) of the 10T far
humidity edge device

Two loT far edge devices, placed in a home, are equipped with a DHT22 temperature and humidity sensor
(see Figure 22). The first one of them, with ID #1, is located in the kitchen, whereas the one with ID #2 is
located in a bedroom. Both of them report the acquired values of temperature and humidity every 30 seconds
only if there has been a change from the last acquired value.

Data is in turn forwarded by the 10T edge gateway to an 10T server with a public IP via MQTT (specifically,
the 10T edge gateway acts as an MQTT client and the 10T server as an MQTT broker). Furthermore, any user
can access the sensory data published on the MQTT broker by using the appropriate authentication credentials.
In our specific case, the sensiNact platform subscribes to all the data published by the MQTT broker.

loT
device

J DHT22 sensor
(temp+hum)

Figure 22. Physical view of the 10T Edge gateway and an 10T far edge device.

3.2.1.2 Data reception validation in the 10T Edge Gateway

A customized menu was configured in the Home Assistant dashboard for each loT far edge device. For
instance, Figure 23 shows the menu of device #1, which consists of a control of its led (that is, switch on/off,
dimmer, and colour control), the last value of the acquired temperature and humidity, and plots with the historic
values of temperature and humidity.
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Figure 23. Main menu of device #1 in Home Assistant dashboard.

Lastly, the historic plots of various measurements, depicted from Figure 24 to Figure 27, show temperature
and humidity values from the two 10T far edge devices over a 6-hour period. Note that a temperature spike
around 10:30 AM on device #1 was due to the microwave usage. All in all, these plots confirm the correct
operation of the connectivity layer at the far edge.

Figure 24. Temperature reported by device #1. Figure 25. Humidity reported by device #1.

Figure 26. Temperature reported by device #2. Figure 27. Humidity reported by device #2.

3.2.1.3 Data reception validation in the MQTT broker
Within the automation policies defined in Home Assistant, some MQTT topics have been defined for this
testbed to classify the obtained information according to the following format:

device-category/device-id/payload-context
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MQTT field Description Testbed fields Other examples

device-category | Type of device Both 10T far edge devices are classified | “arduino”, “esp32s2”
as “esp32s2”
device-id Device Device #1 is “1” “17, «“53”, “OxFF2A”
identification Device #2 is “2”
payload- Data type External temperature is referred to as | “temperature”,
context “temp-ext” “humidity”
Humidity is referred to as “hum”

Table 3. MQTT topic format.

For each MQTT topic, every new message contains a timestamp according to the 1ISO 8601 format [16] and
the actual reported value. This can be observed in Figure 28, which represents the response to an MQTT
subscription request performed in the MQTT broker.

Figure 28. Log of the MQTT broker located in the loT server.

3.2.1.4 Data reception validation in the sensiNact platform

With respect to the Eclipse sensiNact data model, we represented the data of this test as shown in Figure 29.
The dedicated data model consists of a single provider, namely esp32s2. This provider has two services, where
each service is a sensor; one located in the kitchen and another in the bedroom. Each service is sending
temperature and humidity information.

Figure 29. Data Model of Test.

For obtaining the above information, appropriate MQTT topics were created following the above format:
device-category/device-id/payload-context

e device-category: e.g., “pi”, “arduino”, etc.

e device-id: e.g., “17, “53”, “OxFF2A”.

e payload-context: e.g., temperature.

For each topic a message was periodically sent, containing not only the value of the resource but also the time

moment when this value was generated. For instance, for the topic /esp32s2/1/temp-ext the message may look
like 2023-10-10T09:17:00.000+02:00, 27.9.

Figure 30 illustrates sensiNact’s northbound dedicated REST API. The REST API is used to explore the
structure of the data model as well as the values of the various resources.
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Figure 30. Northbound REST API.

3.3 Associated source code

The code for all the aforementioned application and connectivity layer modules that make up the COGNIFOG
stack is stored in a GitHub repository to ensure accessibility, version control, and collaborative development.
Table 4 depicts the list of modules involved along with links to their respective code repositories. It is worth
noting that, as the COGNIFOG project and its associated modules evolves over time, the mentioned
repositories will be updated accordingly.

Table 4. Link to the associated code of COGNIFOG application and connectivity layer modules.

APPLICATION LAYER MODULES

Module " Link to associated code

Front-end dashboard https://github.com/cognifog-eu/comprehensive-dashboard

No code available for the moment; it will be provided in the upcoming
months. Mock-up versions available in this Deliverable.

Polygraph Model No GitHub repository will be available for this module.

A dedicated machine running analysis at CEA site will be used instead to
protect intellectual properties.

Composition of 10T Closed product (authorized access to Kentyou Ul will be provided in the
microservices (Kentyou upcoming months).

CONNECTIVITY LAYER MODULES

Module Link to associated code

Slice Manager No source code available, as the module is under license.
Specific developments for COGNIFOG will be provided in the upcoming
months.

Connectivity enablers Orchestrator Scheduler:

between edge and cloud https://github.com/cognifog-eu/orchestrator-scheduler/tree/v0.1
Orchestrator Agent:

https://github.com/cognifog-eu/orchestrator-agent/tree/v0.1
Monitoring Aggregator:
https://github.com/cognifog-eu/monitoring-aggregator/tree/v0.1
Monitoring Manager:
https://github.com/cognifog-eu/monitoring-manager/tree/v0.1
Monitoring Agent:
https://github.com/cognifog-eu/monitoring-agent/tree/v0.1
Kentyou Data Hub https://github.com/eclipse/org.eclipse.sensinact.gateway
(includes SensiNact
platform)
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10T Edge Gateway https://github.com/cognifog-eu/iot-edge-gw
(MQTT broker: https://github.com/cognifog-eu/mqtt-broker)

Polygraph monitors Polygraph monitors are application specific.
Since they are linked to a system, the code will be available when the
system is specified.
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4 Conclusions

The here presented Deliverable D3.1. Application and connectivity layer modules initial version acts as an
effective supporting guide of the online repositories that host the source code of the different modules involved
in the application and connectivity layer of the COGNIFOG stack.

Whereas a comprehensive description of all modules of the COGNIFOG stack is included in Deliverable D2.3.
Cognitive-Fog architecture initial design, the present document focusses on the interfaces that allow the
interaction between elements, ensuring the interoperability of the whole stack. On this matter, the first
validation tests and obtained results from the preliminary version of these modules are also included in this
document.

All in all, the current deliverable along with the associated source codes depict the current state of the Tasks
T3.1. Application layer modules and T3.2. Cognitive connectivity layer modules from WP3. In the upcoming
months, future work will concentrate on consolidating the development and validating the operation of all
proposed modules from both layers as well as ensuring their seamless interoperability in the final COGNIFOG
stack. On this matter, detailed information on final designs and developments will be included in the future
Deliverable D3.2. Application and connectivity layer modules final version.
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