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CPU Central Processing Unit

Csv Comma Separated Values
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Executive summary

This deliverable outlines COGNIFOG's integrated platform, which is comprised of multiple seamlessly
interacting software components. Each component within the COGNIFOG platform has been identified, along
with its interconnections and essential interfaces.

For each integrated component, we provide the following information:

e System and Integration Requirements. Outlines the system requirements (e.g., CPU/MPU, memory,
storage, VMs) for each integrated component, its interactions with other components and the necessary
interfaces for achieving them.

o First release specifications. Includes details regarding the components' supported operations and
functionalities for the first version, up to M16.

e Communication Interfaces. Reports the existing communication interfaces (REST APIs, Kafka,
MQTT, etc.) utilised by the component to exchange information with other tools up to M16.

Given the above requirements, servers were deployed to facilitate the pilot site's development and testing of
the COGNIFOG environment. These servers hosted the management Kubernetes cluster and minimum
working cluster.

The Annex summarises the COGNIFOG components that have released their initial versions and respective
dedicated GIT repositories.

Finally, this deliverable describes two scenarios in which the integration among different components has been
effectively realised. The integration architecture and deployment status are presented for each scenario.

Several lab testing activities have been designed and planned for each integrated component. This deliverable
will enable reporting the lab testing results for each integrated component and the two integration scenarios.
The results will be reported in D4.5 — Lab testing and optimisation report initial version.

This deliverable also sets the foundations for the setup and deployment of the pilot sites, which exploit the
COGNIFOG infrastructure. This deliverable will provide documentation and the source code of the
COGNIFOG platform for the realisation of these pilot sites. The advancements of this work will be reported
in D5.1 — Report on pilots on setup and operation management initial version.

The final version of the COGNIFOG integrated platform will be reported in D4.4 — Integration report and
integrated software final version.
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1 Introduction

The objective of this deliverable is to provide not only a report of the COGNIFOG integrated software
components but also the developed source code. This deliverable is the outcome of the activities taking place
during the T4.2 — Components Integration, which is fed by the outcome of T4.1 — Integration planning and
guidelines. The activities of T4.2, as well as the content of D4.3, will facilitate the work performed in T4.3 —
Lab testing and optimisation and T5.1 — Pilots setup and operational management, which will be reported in
D4.5 and D5.1, respectively.

1.1 Mapping Projects’ Outputs

This section maps COGNIFOG Grand Agreement (GA) commitments within the formal Deliverable and Task
description against the project’s respective outputs and work performed.

Table 2 Adherence to COGNIFOG GA Deliverable and Task(s) descriptions.

Respective

COGNIFOG Task document Justification
chapter(s)

Chapter 2 presents the identified components
that will be included in the COGNIFOG
platform. It also presents each component's
interaction with other components and the
necessary interfaces to be implemented.
Common communication protocols and data
standards are used to ensure the unification of

T4.2 — Components Integration

This task aims to unify the
outcomes of the developed Chapter 2
components and services to release
the integrated COGNIFOG platform
in two major releases.

outcomes.
T4.2 — Components Integration Chapter 2 briefly introduces the identified
components and their interfaces.
This task will analyse all available Chapter 3 analyses each software component
software resources (e.g. mechanisms, | Chapter 2 (e.g., functionalities, services) and documents
modules, components, services) and | Chapter 3 the integration points with other COGNIFOG
identify, specify, and document the components.
integration points amongst these
resources.

Chapter 3 introduces the inter-module
components and the inter-component integration
Chapter 3 plans.

Chapter 4 Chapter 4 presents the realisation of two
integration scenarios among different
COGNIFOG components.

T4.2 — Components Integration

Both inter-module and inter-
component integration will be
included.

1.2 Deliverable Overview and Report Structure
Chapter 1 gives a short introduction to the deliverable.
Chapter 2 outlines the COGNIFOG platform's identified components, requirements, and inter-interactions.

Chapter 3 delves into each COGNIFOG component, explaining its functionalities, services, communication
interfaces, and current deployment status.

Chapter 4 demonstrates two examples of integration work performed among different COGNIFOG
components.

Finally, Chapter 5 summarises the initial version of COGNIFOG integrated software and defines the next
steps.

Grant Agreement: 101092968 -12-
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2 Cognitive-Fog Platform Integration
2.1 COGNIFOG Components

Components Identification

Table 3 below provides an overview of all the components identified for the COGNIFOG Platform, organised
according to the different tasks and partners. Each row represents a specific component, with columns detailing
the component name, associated partner, involved trial and information on cloud and edge computing
technologies. This provides a clearer understanding of all the components used in the platform and in which
trial or environment, providing valuable insights into the project’s infrastructure, making the integration more
efficient for the next steps, and preparing the pilot environment.

Table 3 COGNIFOG Components Identification

Trial 1 - Trial2-  Trial 3 -

Task | Component Name Partner THALES TMA LMS Cloud | Edge

T31 | CoGNIROG Dastboard | F205 | X X X | X

T3.3 | COGNIFOG Infra Model ATOS X X X X X

T35 Continuslirr?eg)lzlc:restrator ATOS X X X X

T35 Contmuuzwg(e)r:f[:hestrator ATOS X X X X X

T35 Policy Manager ATOS X X X X

T35 Policy Agent ATOS X X X X X

T35 Model SLA ATOS X X X X X
Polygraph Modelling CEA X X X X X
KENTYOU Data Hub

T3.2 (includes sensiNact KENTYOU X X X X

platform)

T3.1 KENTYOU Eye KENTYOU X X X X

T3.3 KENTYOU Al KENTYOU X X X

T3.1 KENTYOU UI KENTYOU X X X

T35 Monitoring Manager ATOS X X X X

T35 | (eertormance, Green.y | ATOS | X X X | x| X

T3.4 ARCA KMS Container CYSEC X X X X

T35 Network Slice Manager I2CAT X X X

T3.5 | Network RAN Controller I2CAT X

T34 ARCA Trusted OS x86 CYSEC X X X X X

T34 | ARCATusted OS CYSEC X X X X

embedded

T3.2 Network Edge Gateway I2CAT X X X

T3.2 MQTT broker I2CAT X X X X
Polygraph Monitoring CEA X X X X X

T3.3 Smart Allocator SIEMENS X X X X

T4.1 CI/CD tools and INTRA X X X X

infrastructure

Grant Agreement: 101092968 -13-
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This table can be updated to support the project's requirements after the progress and further findings
of all the integration and pilot activities.

Components Requirements

As described in D4.1, for the development and testing phase, the COGNIFOG Continuous Integration and
Continuous Deployment-Delivery (CI/CD) platform’s stack offered by INTRA are deployed on the cloud on
virtual servers by the Hetzner cloud service and includes a bundle of open-source tools like Jenkins, Harbor,
Keycloak, Portainer and SonarQube that orchestrate and secure the components’ deployment process. INTRA
also deploys additional servers within the Hetzner cloud to facilitate the COGNIFOG development and testing
environment hosting the management Kubernetes® cluster and a minimum working cluster. The respective
component owners collected all hardware requirements for the tools as per the recommended specifications.
This approach allowed the technical team to allocate resources optimally, ensuring operations ran smoothly
without encountering performance bottlenecks. All these specifications of the cloud servers utilised per
component have been gathered and reported in Table 3 of D4.1. Table 4 below is an updated version of the
previous one, enriched with additional requirements such as OS versions, CPU type and architecture, and
whether it uses open-source software to cover and thoroughly address all the requirements. This table will be
a guideline for the pilot environment preparatory activities. It will help the trials prepare the appropriate
hardware and system configurations to host and execute the COGNIFOG components smoothly during the
validation activities.

Table 4 COGNIFOG Components Requirements

OS version (e.g., Linux Open-
Component Name e ' CPU type&arch Source
etc.) Y/N

Comprehensive
COGNIFOG eBOS Server: Ubuntu 22.04 Server: x86 (64 bits) Y
Dashboard
Server: x86 (64 bits)
Server: Ubuntu 22.04.3 LTS R(%sz?{g Zgn’;*;_M
MQTT broker i2CAT Raspberry Pi: Debian 11 i 2 Y
(bullseye) / 12 (bookworm) 5.15.0-87-generic
Raspberry Pi:
6.1.21-v8+
ARCA Trusted OS CYSEC Proprietary OS (Linux- %86 v
x86 based)
ARCA Trusted OS Proprietary OS (Linux .
Embedded CYSEC Yocto-based) ARM (64 bits) Y
ARCA KMS
Container(x86) / CYSEC N/A x86 Y
Service(embedded)
Continuum .
Orchestrator Scheduler ATOS Linux x86 Y

1 https://kubernetes.io/
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Continuum .

Orchestrator Agent ATOS Linux x86 Y
Policy Manager ATOS Linux x86 Y
Policy Agent ATOS Linux x86 Y
Monitoring Manager ATOS Linux x86 Y
Monitoring Agent ATOS Linux x86 Y
Slice Manager i2CAT Ubuntu 20.04 LTS x86 N
RAN Controller i2CAT Ubuntu 20.04 LTS x86 N

Smart allocator Siemens Linux x86
Polygraph Modelling CEA Linux x86 N
Polygraph Monitoring CEA Linux x86 / ARM N

KENTYOU Data Hub
(includes sensiNact | KENTYOU Linux x86 N
platform)
KENTYOQOU Eye KENTYOU Linux x86 N
KENTYOU Al KENTYOU Linux x86 N
KENTYOU Ul KENTYOU Linux x86 N
Debian 11 (bullseye) .

IoT Edge Gateway 12CAT / Debian 12 (bookworm) ARM (64 bits) Y
INTRA CI/CD Stack INTRA Linux X86 Y

These details provide information about the underlying technology stack and facilitate effective
collaboration, making the integration more efficient and robust. It also helps to ensure compatibility, identify
and resolve issues on time, define concrete steps and prepare step-by-step operations to ensure smooth progress
and performance optimisation throughout the project lifecycle. It should also be noted that this is the current
status of the system requirements that have so far been gathered for the first release of the platform; the
hardware details and the hosting environments can be updated in the subsequent iterations according to any
future needs or additional requirements that may emerge towards the development of the final release of the
COGNIFOG platform and its deployment in the use-case trials.

2.2 COGNIFOG Integration Matrix

The following table presents the identified communication interfaces.
Table 5 COGNIFOG Communication Interfaces

Receiver Technology

Comprehensive COGNIFOG | Continuum Orchestrator

COGNIFOG_INT_OL | hochhoard (EBOS) Scheduler (ATOS) REST API

Grant Agreement: 101092968 -15-



D4.3: Integration report and integrated software initial version

XCOGNIFOG

Continuum Orchestrator

Comprehensive

COGNIFOG_INT_02 Scheduler (ATOS) COGNIFOG Dashboard REST API
(EBOS)
Comprehensive COGNIFOG | Polygraph Modelling
COGNIFOG_INT_03 Dashboard (EBOS) (CEA) WebSocket
Comprehensive
COGNIFOG_INT_04 | Polygraph Modelling (CEA) | COGNIFOG Dashboard REST API
(EBOS)
Comprehensive
COGNIFOG_INT_05 | KENTYOU Eye (KENT) COGNIFOG Dashboard REST API
(EBOS)
Monitoring Aggregator Comprehensive
COGNIFOG_INT_06 | \ic) g Adgreq COGNIFOG Dashboard | gRPC
(EBOS)
Comprehensive
COGNIFOG_INT_07 | Polygraph Monitoring (CEA) | COGNIFOG Dashboard Not yet defined
(EBOS)
Continuum Orchestrator Continuum Orchestrator
COGNIFOG_INT_08 Scheduler (ATOS) Agent (ATOS) REST API
Continuum Orchestrator Continuum Orchestrator
COGNIFOG_INT_09 | »gent (ATOS) Scheduler (ATOS) REST API
Continuum Orchestrator Network Slice Manager
COGNIFOG_INT_10 Scheduler (ATOS) (12CAT) REST API
Network Slice Manager Continuum Orchestrator
COGNIFOG_INT_11 (12CAT) Scheduler (ATOS) REST API
Continuum Orchestrator Smart Allocator
COGNIFOG_INT_12 Scheduler (ATOS) (SIEMENS) gRPC
Smart Allocator Continuum Orchestrator
COGNIFOG_INT_13 (SIEMENS) Scheduler (ATOS) gRPC
COGNIFOG_INT_14 | Policy Manager (ATOS) Policy Agent (ATOS) Not yet defined
COGNIFOG_INT_15 | Policy Agent (ATOS) Policy Manager (ATOS) Not yet defined
COGNIFOG_INT_16 | Polygraph Monitoring (CEA) (P((:)Ilzyg;aph Modelling File IO
KENTYOU Data Hub
COGNIFOG_INT_17 | Polygraph Modelling (CEA) | (includes sensiNact MQTT
platform) (KENT)
KENTYOU Data Hub
COGNIFOG_INT_18 | (includes sensiNact platform) | KENTYOU Eye (KENT) REST API
(KENT)
KENTYOU Data Hub
COGNIFOG_INT_19 | KENTYOU Eye (KENT) (includes sensiNact REST API
platform) (KENT)
KENTYOU Data Hub
COGNIFOG_INT_20 | loT Edge Gateway (12CAT) (includes sensiNact MQTT
platform) (KENT)
KENTYOU Data Hub
COGNIFOG_INT_21 | MQTT Broker (1I2CAT) (includes sensiNact MQTT
platform) (KENT)
KENTYOU Data Hub Polygraph Monitoring
COGNIFOG_INT 22 (includes sensiNact platform) | (CEA) MQTT
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XCOGNIFOG

(I2CAT)

(KENT)
COGNIFOG_INT_23 | KENTYOU Al (KENT) KENTYOU Eye (KENT) | REST API
COGNIFOG_INT 24 | KENTYOU Eye (KENT) KENTYOU Al (KENT) | REST API
COGNIFOG_INT_25 | KENTYOU Eye (KENT) KENTYOU Ul (KENT) | REST API
COGNIFOG_INT_26 | KENTYOU UI (KENT) KENTYOU Eye (KENT) | REST API
COGNIFOG_INT 27 '(\'/'A?gg;i”g Aggregator E/ggg;i”g Manager REST API
COGNIFOG_INT 28 ?ﬂ]gg;i”g Aggregator ?S”I"g\t/l'é:\'losc)amr gRPC
COGNIFOG_INT 29 ggﬁfi(fiﬂﬁcﬁgé??en...) Monitoring Manager gRPC
(ATOS) (ATOS)
COGNIFOG_INT 30 xgpfg?rgggcﬁ,gems Monitoring Aggregator | (o
Green...) (ATOS) (ATOS) -
COGNIFOG_INT 31 | ARCA KMS Container gggpl\ﬁllggg\gashboard gRPC
(CYSEC) (EBOS)
COGNIFOG_INT 32 gzg;]%rgzgrzn(slizvlsegs?GNlFOG ,(ACR;CS,ECI;MS Container gRPC
COGNIFOG_INT 33 éf(%’ég'\"s Container Policy Manager (ATOS) | gRPC
COGNIFOG_INT 34 | Policy Manager (ATOS) '(“CF;CS'E(':()MS Container | /ppc
COGNIFOG_INT 35 é:RYCS'Eclf)MS Container Blgtc\:/v:_:_l; Slice Manager gRPC
COGNIFOG_INT 36 E\Ilggv:_z_l; Slice Manager ,(ACIj(CS,ESMS Container gRPC
COGNIFOG_INT 37 '(’?:F;CS’E(':()MS Container loT Gateway (12CAT) gRPC
COGNIFOG_INT 38 | IoT Gateway (I2CAT) '(’?:Fi(CSAE(':()MS Container | /ppc
COGNIFOG_INT 39 '(’?:F;CS’ESMS Container MQTT Broker (I2CAT) | gRPC
COGNIFOG_INT 40 | MQTT Broker (I2CAT) '{*CFi(CSAE('f)MS Container gRPC
COGNIFOG_INT 41 EISEN,:':'I; Slice Manager EI;’E\:NX_T_I; RAN Controller REST API
COGNIFOG_INT 42 EISENA?':'I; RAN Controller EI;’E\:NX_T_I; Slice Manager REST API
COGNIFOG_INT 43 EIS?:N,:% Slice Manager EfZTCEAdTg)e Gateway REST API
COGNIFOG_INT 44 | IoT Edge Gateway (I2CAT) | Network Slice Manager REST API
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Network RAN Controller loT Edge Gateway
COGNIFOG_INT_45 (12CAT) (12CAT) REST API
COGNIFOG_INT 46 | IoT Edge Gateway (I12CAT) ('\I'g?:’%'; RAN Controller | peor Apy
COGNIFOG_INT_47 | loT Edge Gateway (I2CAT) Policy Agent (ATOS) Not yet defined

Monitoring Agents
COGNIFOG_INT_48 | loT Edge Gateway (I2CAT) (Performance, Green...) Not yet defined

(ATOS)
COGNIFOG_INT_49 | loT Edge Gateway (12CAT) MQTT broker (I2CAT) MQTT
. Polygraph Monitoring .
COGNIFOG_INT_50 | Polygraph Modelling (CEA) (CEA) File 10
KENTYOU Data Hub
COGNIFOG_INT_51 | Polygraph Monitoring (CEA) | (includes sensiNact MQTT
platform) (KENT)
COGNIFOG_INT_52 | Polygraph Monitoring (CEA) | MQTT broker (I2CAT) MQTT
COGNIFOG_INT 53 | MQTT broker (I2CAT) Polygraph Monitoring MQTT

(CEA)

Table 5 of communication interfaces has been generated by extracting information from the integration matrix
circulated by INTRA among technical partners to provide an overall view of the complex network of
connections and interactions between the different components within the platform. This matrix identifies the
senders and receivers of data exchanges and the technology protocol that enables these interactions. Each row
represents the identified integration point, highlighting the relationships between project components and
defining the data flows, essential for ensuring seamless integration across the project infrastructure. These
interaction points between the components have been identified to support the development activities and
bilateral systems communication. The above interfaces will be used as concrete steps to build complex
operational workflows during future integration testing activities. It is essential to have the bilateral interactions
thoroughly tested and operational to facilitate the validation process of the end-to-end trial scenarios that
include multiple interfaces. The final version of the communication interfaces will be fully formed after
finalising the component's requirements and considering the findings from the testing activities.

2.3 COGNIFOG Testing Deployment View

The Testing Deployment View provides a clear and visual representation of the environment in which each
component (part of the COGNIFOG platform) is located, both conceptually and physically.

The Testing Deployment View clarifies the deployment of components participating in the COGNIFOG
testing platform. This means there is a clear description of the deployment and the “place” each component
will reside within the confines of the COGNIFOG platform.

Initially, the deployment of components is divided into two categories or “places”, namely the Cloud testing
infrastructure and the Edge infrastructure. In addition, the deployment of components that will reside in the
cloud has also been clarified, providing a clear picture of which premises will host each component, as shown
in Figure 1 below. All this information was extracted from the System Requirements spreadsheet that INTRA
circulated to technical partners to gather information and technical details about all the components within the
platform. This document and communication with the component owners determined each component's
deployment environment. These interactions led to a clear overview of all components, their place in the
deployment view and participation in each use case (as they have been defined up to that point).
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Moreover, the identification of parallel running instances (whether on the cloud or on-premises) has been
clarified for all components/ component owners. During this effort, the component involvement for specific
scenarios was identified for each use case (as defined up to this point), thus providing a more concrete and
precise view of the overall needs to support the project activities. In the future, dedicated deployment views
per trial will also be designed to facilitate the process and provide an overview of the pilots’ infrastructure and
execution.

In addition, using the COGNIFOG CI/CD, several components have already been deployed on INTRA’s
premises. To this end, support and troubleshooting have been provided to assist each component owner in
deploying their tools/components.

For ease of reference and a better understanding of the Testing Deployment View presented in Figure 1, a
colour-coded visualisation has been selected for the instances of the same component deployed in different
environments, such as the agent services. Thus, the same background colour is used for the same components,
and the white background depicts that this component is only executed in a specific cluster in the partner's
premises.

Cloud testing infrastructure

INTRA Cloud

Management Cluster

I2CAT Cloud

Working Cluster

Continuum
Orchestrator
Scheduler

Slice Manager

Continuum
Orchestrator Agent

RAN Controller

Policy Manager

MQTT Broker

Policy Agent

Continuum
Orchestrator Agent

Monitoring Manager

Policy Agent

Monitoring Agent

Smart Allocator

Monitoring Agent

KENTYOU Cloud
Working Cluster

KENTYQU Data Hub

KENTYOU Eye

KENTYOU Al

KENTYOU Ul

Continuum
Orchestrator Agent

Policy Agent

Monitoring Agent

CEA Cloud
Working Cluster

EBOS Cloud

Polygraph Modelling

Comprehensive
Cognifog Dashboard

Polygraph Monitoring

Continuum
Orchestrator Agent

CYSEC Cloud

ARCAOS

Policy Agent

ARCAKMS

Monitoring Agent

Edge infrastructure

TMA Premises THALES Premises
ARCAOS MQTT Broker ARCA QS MQTT Broker
TMA applications THALES applications

Polygraph Monitoring

loT Edge Gateway

Polygraph Monitoring

loT Edge Gateway

LMS Premises

ARCAOS

LMS applications

Polygraph Menitoring

Figure 1: Testing environment Deployment View
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3 Cognitive-Fog Software Components
3.1 Comprehensive COGNIFOG Dashboard

First Release Specifications

User Management API Integration
Module Module

Service Request Data Visualisation Model Visualisation

Monitoring Module

Module Module Module

Reporting Module

Figure 2 EBOS: Overview of supported operations and functionalities

The first release specifications for the COGNIFOG dashboard will encompass a range of essential
functionalities to ensure user interaction and efficient management of services within the CI/CD stack.
Following, an overview of the supported operations and functionalities (shown in Figure 2) is presented:

Authentication:

A robust authentication and authorisation mechanism ensures secure COGNIFOG CI/CD stack access. Users
must log in with their credentials, and upon successful validation, they acquire access to the dashboard’s
homepage. Keycloak, installed and configured by i2CAT, will be integrated within the user management
module of the COGNIFOG dashboard to provide authentication and authorisation services. Users are required
to log in with their credentials through the dashboard page. An API to Keycloak will be called for
authentication, and upon successful validation, users will gain access to the dashboard’s homepage. Keycloak
is the central authentication and authorisation system, managing user identities and permissions within the
COGNIFOG ecosystem.

API Integration:

The dashboard will utilise WebSocket APIs to establish communication with the Polygraph tool, facilitating
access to service requests whenever a user submits one. This integration enables the Polygraph, which operates
as a closed system, to efficiently retrieve relevant data for data flow analysis and behavioural assessment.
Through WebSocket APIs, the dashboard ensures that the Polygraph remains synchronised with the latest
service requests, enabling accurate and timely analysis of system behaviour and performance.

Additionally, these APIs will allow external software developers to leverage dashboard functionality to define
API calls with a high granularity. This will simplify the logic required to provision complex services, thus
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providing interoperability between their applications and COGNIFOG. These APIs provide endpoints for
various dashboard features, including service management, data visualisation, and system monitoring.

Leveraging their exposed APIs establishes integration with backend components such as the Orchestrator,
Monitoring Manager, and SensiNact Digital Twin. This integration enables the dashboard to utilise backend
functionalities such as service orchestration, data retrieval, and system monitoring, enhancing its capabilities.

Service Request:

Users can initiate service requests and define deployment parameters through a user-friendly interface provided
by the dashboard. This functionality enables users to specify their service requirements and deployment
preferences. The following descriptions explain how the service request process works:

1. Accessing Service Request Page: Users can access the service request page from the dashboard's
home page. By hovering over the "Service Request" menu option and clicking the designated button,
they are directed to the page dedicated to submitting service requests.

2. Description of Service Requirements: Users can provide a detailed description of the system or
applications they wish to run on the service request page. This information helps them understand the
specific service requirements and ensures proper application tracking.

3. Uploading Manifest Files: Users can upload manifest files of the applications they intend to deploy.
A manifest file contains information about the applications, such as their names, configurations, and
resource requirements. Users can upload multiple manifest files, each specifying different applications
or configurations.

4. Defining Deployment Parameters: Users can define specific deployment parameters, such as CPU
and memory requirements, according to their preferences. This allows users to tailor the deployment
settings to suit their application’s needs.

5. Managing Application Channels: In cases where a manifest file includes multiple applications, users
can select channels between these applications. For example, if Application A communicates with
Application B, users can specify the channels to facilitate communication.

6. Automatic Inclusion of 10T Devices: Associated 10T devices related to the user are automatically
submitted with the service request based on their registration in the digital twin. This ensures that the
deployed applications can interact with the designated loT devices.

7. Viewing Dataflows: Before submitting the request, users can preview the dataflows between the
applications they have uploaded. A file describing the request is prepared and sent to the polygraph
tool via an APl WebSocket. The polygraph tool then responds with a data flow diagram, allowing
users to visualise the dataflows.

8. Software and Hardware Analysis: Upon pressing the request button, users can observe the system's
software and hardware analysis before submission. The polygraph tool sends the software analysis,
which indicates the applications' liveness and consistency. Hardware performance metrics are
retrieved from the Monitoring Manager tool via an API.

9. Submission and Deployment: Once users have reviewed the dataflows, software analysis, and
hardware metrics, they can submit the request. A successful message is sent, and the orchestrator is
informed to proceed with the deployment process based on the provided specifications.

Monitoring:

Integration of a monitoring module in the dashboard enables users to monitor real-time metrics such as
resource consumption and node status directly from the dashboard. These metrics are collected and displayed
using data from the orchestrator’s monitoring service. The dashboard interacts with the Monitoring Manager,
which exposes an infrastructure topology structure containing real-time data. This data includes information
about available resources and the status of running deployments within the COGNIFOG platform and its user
applications.

Data Visualization:

The data visualisation module enables users to access sensor data, environmental analytics, and insights from
the SensiNact Digital Twin, allowing them to monitor the status of their deployed systems effectively. The
dashboard integrates through the Eclipse SensiNact REST interface, which exposes APIs for accessing real-
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time and historical data, such as environmental parameters (e.g., temperature and humidity) collected from the
pilot sites.

Model Visualization:

Users can visualise and explore system models directly from the dashboard. This feature allows users to
comprehend the architecture and design of the system effectively. By visualising system models, users gain
insights into the structure and relationships within the deployed applications. The dashboard integrates with
the Polygraph tool to receive dataflow diagrams and behavioural analysis results to achieve this. The Polygraph
tool analyses the consistency and liveness of returning boolean values representing the outcomes of analyses.
These values serve as indicators of the behaviour of the deployed applications, helping users evaluate their
performance and reliability. Additionally, the Polygraph tool generates dataflow diagrams, which are either
presented as images or JSON files. The dashboard processes these data to visually represent the dataflows
between different applications running within the system.

Reporting:

Users can generate customisable reports based on dashboard data, choose parameters, apply filters, and export
reports in various formats. This enhances data-driven decision-making and facilitates communication with
stakeholders. Depending on their requirements, users can export reports in multiple formats, including PDF,
CSV, Excel, or others.

Communication Interfaces

This subsection provides an in-depth overview of the communication interfaces utilised by the COGNIFOG
dashboard to exchange information with various backend tools and systems. Users will initiate a service
request via the dashboard by completing a service request form and uploading a manifest file. The dashboard
will utilise the details provided by the user to generate a YAML file for the application description, which will
then be forwarded to both the orchestrator and the polygraph. An example of the application description
generated by the dashboard can be found here: https://github.com/cognifog-eu/comprehensive-dashboard.

The application description generated by the dashboard summarises the details of the submitted service request.
The following describes the critical components of the application description file:

¢ Name and Description: The name field holds the title of the application, typically provided by the user
through the dashboard interface. The description field provides a brief overview or summary of the
application's purpose or functionality.

o Namespace: This section specifies the namespace in which the application will be deployed. The
namespace is determined by the manifest file uploaded by the user and serves as a logical boundary
for resources within the Kubernetes cluster.

e Components: The components section outlines the application's parts or modules. Each component
can consist of multiple jobs or tasks the user identifies through the dashboard.

e Manifest and Requirements: Each job has a manifest file containing detailed configurations required
for deploying the component. The user uploads these manifest files and associates them with
requirements such as execution time, frequency, CPU, memory, etc.

e Channels: This section illustrates the data flow between different application components. It outlines
the communication pathways or channels through which data is exchanged, facilitating interoperability
and interaction between different application parts.

e Manifest YAML Content: Below the channels, the dashboard includes the content of the manifest
YAML files uploaded by the user. Each set of manifest YAML content is separated by "---".
Ultimately, all uploaded YAML manifest files are merged into a single YAML file, as illustrated in
the provided example.
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Table 6 Dashboard Communication Interfaces

COGNIFOG Components Type

KENTOU EYE ->
Dashboard

API

Protocol

REST

XCOGNIFOG

Description

This interface allows the dashboard to access real-
time and historical data of the Digital Twin from the
pilot sites. It adheres to the REST architectural style
and utilises the Eclipse sensiNact REST interface.
The documentation for this interface is available
here.

Dashboard <->
Orchestrator Scheduler

API

REST

This interface facilitates the interaction between the
dashboard and the Orchestrator Scheduler. It enables
the dashboard to inform the Orchestrator about new
service requests by sending the application
description through the orchestrator’s APIl. The
dashboard pushes application actions (e.g., starting,
updating, stopping) to the Orchestrator Scheduler,
along with application descriptions, resource
requirements, and COGNIFOG platform IoT plugins
used.

Monitoring Manager ->
Dashboard

API

gRPC
(protobuf)

The Monitoring Manager exposes an infrastructure
topology structure with real-time data based on
observed available resources, the COGNIFOG
platform's  running deployments, and user
applications. It utilises gRPC with Protocol Buffers
for efficient communication.

Dashboard -> Polygraph

API

WebSocket

This interface facilitates communication between the
dashboard and Polygraph. It allows the dashboard to
request dataflow diagrams and results for
behavioural analysis (consistency and liveness) from
the Polygraph tool. The dashboard exposes an API
for Polygraph to receive service requests and
respond with the necessary data.

Dashboard <- Keycloak
API

API

REST

Integration with the Keycloak API allows the
dashboard to authenticate and register users.
Keycloak is an open-source ldentity and Access
Management solution that provides authentication
and authorisation services.

Deployment

The dashboard user interfaces are being developed at the premises of eBOS. The integration with backend
components will be tested at the testbed provided by INTRA. The COGNIFOG Front-end Dashboard will be
deployed on the cloud. Docker is chosen as the containerisation platform for deploying the dashboard. Docker
containers package the application and its dependencies into standardised, isolated units. This ensures
consistency and reproducibility across different environments. Docker offers several advantages crucial for
efficient deployment, such as consistency and reproducibility, efficient resource utilisation and scalability,
simplified deployment process, and ecosystem and pre-built images. Docker ensures reliability, scalability,
and simplified management of the COGNIFOG Front-end Dashboard. By leveraging containerisation
technology, the dashboard component integrates with the platform’s infrastructure while maintaining
consistency and flexibility across different deployment environments.
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3.2 Continuum Orchestrator Scheduler

First Release Specifications

As part of the COGNIFOG framework, the Orchestrator Scheduler stores and manages end-user application
deployments over the available infrastructure. It is in constant communication with the Dashboard to receive
these application descriptions and requirements and to forward them to the intelligent decision-making
component (Smart Allocator), which responds with the application allocation information. After a decision on
the application allocation, it is ready to be deployed to the underlying clusters that are part of the COGNIFOG
topology. The scheduler is constantly aware of the deployment status of the applications and serves as a status
reporter to the framework’s dashboard.

Two different blocks form part of the Continuum Orchestrator Scheduler:

o MySQL Database: MySQL is used to save and manage the structured data collection of the
application’s description, metadata, requirements, allocation information and deployment status.

o Job Manager: This exposes a REST API server written in Go to interact with the orchestrator,
creating, getting, and deleting application deployments (jobs). It also queries the Smart Allocator to
retrieve application allocation decisions.

The interaction between these two blocks creates the Continuum Orchestrator Scheduler component, which is
packaged into Linux containers for easy deployment across the cloud-to-edge continuum.

Communication Interfaces

Two kinds of communication are designed into the Orchestrator Scheduler: internal and external.

Internal communications happen between the MySQL Database and the Job Manager blocks based on the
MySQL client/server protocol.

External communications are based on the REST API server implemented by the Job Manager:

Table 7 Orchestrator Scheduler REST API

HTTP Request Description

GET /jobmanager/jobs Get JobGroups list

DELETE /jobmanager/jobs/{id} Delete specific jobs by their ID.
GET /jobmanager/jobs/{id} Get Job by its ID

PUT /jobmanager/jobs/{id} Update Job by its ID

POST /jobmanager/jobs/create/{app_name} | Create new Job

GET /jobmanager/jobs/executable Get jobs with the executable state.
DELETE /jobmanager/jobs/group/{id} Delete JobGroup by ID
PUT /jobmanager/resources/status/{id} Update a resource status by ID.
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GET /jobmanager/resources/status/{job_id} | Get resource status by ID.

The presented API methods are expected to be called from the Dashboard and the Orchestrator Agent to create,
get, update, and delete application deployments, also known as jobs.

Deployment

The two blocks that form the Orchestrator Scheduler are ready to be containerised, configured, and deployed
in the form of a Helm chart that is implemented in the job-manager-charts folder in the component’s source
code repository:

https://github.com/cognifog-eu/orchestrator-scheduler/tree/v0.2.0

The configuration consists of setting the environment variables, shown in Table 8, for the deployment of the
component:

Table 8 Orchestrator Scheduler Environment Variables

HTTP Request Description

DB_DRIVER Example: MySQL
DB_NAME Example: jobmanager
DB_USER Database user
DB_PASSWORD Database password
DB_ROOT_PASSWORD Database root password
DB_HOST Example: localhost
DB_PORT Example: 3306
SERVER_PORT Example: 8082

3.3 Continuum Orchestrator Agent

First Release Specifications

On the downstream side of the orchestration service of COGNIFOG resides the Continuum Orchestrator Agent
stack. It queries the Orchestrator Scheduler for new jobs to be deployed to the underlying clusters and consists
of three blocks:

o OCM Description Service: It communicates constantly with the Orchestrator Scheduler to retrieve
new jobs to be forwarded to the OCM Hub.

e OCM Hub: This management entity provides cluster registration, workload distribution, and status
monitoring of the deployed jobs. It is part of the Open Cluster Management project [1].
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o OCM Klusterlet: This element resides in each of the underlying managed clusters. It is an agent that
receives, deploys, and reports job workloads by being in close contact with the managed cluster's
Kubernetes API server.

Communication Interfaces

The Continuum Orchestrator Agent implements internal and external communications.

Internal communications between the blocks that are part of the COGNIFOG component happen between
Kubernetes API [2] servers of both the management cluster (the cluster that hosts OCM Hub) and the working
clusters (the cluster that hosts OCM Kilusterlet) following the OCM API specification [3].

External communications are based on the REST API server implemented by the OCM Description Service.

Table 9 Orchestrator Agent REST API

HTTP Request Description

GET /deploy-manager/execute Pull and execute jobs.
GET /deploy-manager/resource Get resource status by ID.
GET /deploy-manager/resource/sync Start sync-up to update Job Manager.

Apart from the API calls that may be requested to the Description Server, some more communications may be
triggered from the Description Server to the Orchestrator Scheduler API, precisely the sync method in Table
9.

Deployment

There are two central deployments involved in the Orchestrator Agent component.

OCM Description Service is ready to be containerised, configured, and deployed in the form of a Helm chart
that is implemented in the ocm-descriptor folder in the component’s source code repository:

https://qgithub.com/cognifog-eu/orchestrator-agent/tree/v0.2.0

The configuration consists of setting the environment variables, shown in Table 10, for the deployment of the
component.

Table 10 Orchestrator Agent Environmental Variables

HTTP Request Description

Upstream job manager URL to retrieve applications to be

JOBMANAGER_URL
- deployed

OCM Hub and OCM Kausterlet are deployed using the instructions stated in the Open Cluster Management
installation documentation: https://open-cluster-management.io/getting-started/installation/

Grant Agreement: 101092968 -26-


https://github.com/cognifog-eu/orchestrator-agent/tree/v0.2.0
https://open-cluster-management.io/getting-started/installation/

D4.3: Integration report and integrated software initial version $COGNIFOG

3.4 Polygraph Modelling

First Release Specifications

Verifying that any application is working correctly is mandatory before deploying it. Most of the time, the
software component is tested with unitary tests, which do not always represent integration issues. The
Polygraph modelling tool and the analyses attached are responsible for verifying in the COGNIFOG stack that
the logical connection between components is correct (by liveness and consistency).

The first approach was to use the Eclipse EMF [4] created explicitly for Polygraph, but to ensure readability
and end-user comprehension, the model will be extracted from the eBOS Dashboard. The CEA team will
receive a file containing the application description and translate this JSON file into the Polygraph model.
Since the connection with the CEA machines is not directly feasible, the CEA team will use the GitOps
development structure to send, receive and iterate on the model validation. Once the analyses are completed,
the result will go back to GitHub and be pulled by the Polygraph Docker in the COGNIFOG infrastructure.
Figure 3 shows the overall process.

Github Cognifog -
Repository Github:
Polygraph models
Results of analyses
CEA Infra - Cognifog Infra -
—
—
Polygraph Analyses: CEA Interface with Cognifog: CEA Interface Docker: Dashboard EBos
Liveness Check for new models Generate models’ images Create mode! with properties
Consistancy Start analyses Push models to GitHub Display model image
Fush results Pull analyses results Display analyses result
Inform Dashboard

Figure 3 Data Exchanges of Polygraph
Communication Interfaces

The Polygraph modelling tool of CEA communicates only with the Dashboard to retrieve the model and give
back an image of the model with the result of the analyses. The communication is still under investigation, but
different possibilities exist. One of them is to use WebSockets to detect new models available in the dashboard.
Once detected, the CEA interface Docker will retrieve the model and send it for analysis. The last possibility
is to implement services that the dashboard can request to get the system's image and the results of the analyses.

Since the communication between the Polygraph Analyses and the Cognifog infrastructure cannot be done
quickly through direct access due to CEA security policies, the solution is to implement a communication
using GitHub. The CEA Interface Docker will receive the information from the Dashboard and push it to a
GitHub repository. Another Docker running at the CEA site will detect the new version on the repository, pull
the modifications and run the analyses. Once the studies are completed, the Docker at the CEA site will push
the results, and the CEA Interface Docker will pull them to send them to the Cognifog Dashboard using
WebSockets.
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Deployment

XCOGNIFOG

The CEA interface Docker will be deployed using the Kubernetes instance in the trial's COGNIFOG
infrastructure. This component will be part of the COGNIFOG stack that trials install on their local clusters.

3.5 KENTYOU Data Hub

First Release Specifications

The first release of Kentyou Data Hub encompasses the Eclipse sensiNact. This open-source framework aims
to create a familiar environment where heterogeneous devices can exchange information and interact in the

loT world.

This section presents the functionalities and operations of Kentyou Data Hub, focusing on those who
participated in the first release of COGNIFOG Kernel and the realisation of the Trials (see Section 4). The
main involved components are:

1. Gateway core: The core of the Eclipse sensiNact gateway provides the essential functions for creating
and interacting with the “digital twin” of a device. The core provides:

e}

O

The eclipse sensiNact core model describes the in-memory virtual representation of the state
of sensors/actuators connected to the sensiNact gateway.

The eclipse sensiNact data model is broken down
into Resources, Services and Providers presented in D3.1. These are essential parts of
sensiNact and can be extensively customised.

The Eclipse sensiNact EMF model [4] describes how EMF is used within sensiNact to
implement the digital twin.

2. Southbound providers: The southbound API of Eclipse
sensiNact gateway refers to the parts of the gateway that

interface with external devices. This may be through a
generic protocol (e.g., MQTT/HTTP) or something custom
(e.g., a native serial interface). A single southbound provider

may create and manage multiple providers in the digital twin, Southbound Southbound
with those providers being of the same type or different types. Adapter | fdep

The released version of the gateway currently includes the w

following southbound providers: g I" E

Device Factory: The device factory handles and
parses a payload and maps its content to the Eclipse sensiNact model. Appropriate parsers for
CSV and JSON formats have been developed for this purpose.
HTTP
o HTTP Device Factory: Eclipse sensiNact provides an HTTP device factory: HTTP
requests can be sent at regular intervals, and the device factory handles their content.
o HTTP Callback: Eclipse sensiNact provides an HTTP callback endpoint to handle
updates pushed by sensors in HTTP.
MQTT
o MQTT client: The MQTT client supports a utility callback-based service that can
handle received payloads under different message topics.
o MQTT device factory provides appropriate configuration to the device factory.
sensiNact History
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o Timescale history provider: Eclipse sensiNact comes with a history provider based on
Timescale and PostGIS, PostgreSQL extensions that respectively add support for time
series and geospatial data.

Communication Interfaces

MQTT was used as the primary communication interface for this first release and the realisation of the Trials.
In this section, we describe the main MQTT configurations needed for the deployment of all trials.

Here is an example of the configuration of an MQTT client:

{
"id"": "maqtt-handler-example”,
"host"": "some.broker.com”,
"port': 1883,
“client.id"": "maqtt.client.id",
"topics': [ "sensinact/mqtt/test/+" ]

}

The supported configuration keys are:

id: internal ID of the MQTT client. It will be given to the notified listeners as handler 1D
client.id: MQTT client ID, as given to the broker during connection

client.reconnect.delay: MQTT client reconnection delay in milliseconds (500ms by default)
protocol: either TCP (default) or SSL to choose between plain and SSL connection

host: hostname or IP address of the MQTT broker to connect

port: port of the MQTT broker to connect (1883 by default)

user: user name

.password: user password

topics: list of topic patterns the client must subscribe to. Joker characters # and + are supported

The MQTT device factory can accept CSV or JSON-formatted payloads. Below, we demonstrate an example
of a JSON-based payload and the necessary configuration to map the eclipse sensiNact model.

We consider the following payload containing an array of arrays of objects:

[
[

{
""Date": "20.10.2021",

"Time': "18:14",
"Name': "JsonSubArrayl",
"Latitude™: 1.2,
"Longitude™: 3.4,
"Value™: 94

P e

"Date'; "20.10.2021",
"Time': "18:17",
"Name": "JsonSubArray2",
""Latitude": 5.6,
""Longitude™: 7.8,
"Value™: 28
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The mapping below defines a JSON parser which maps the JSON fields to the sensiNact internal model
(provider, date, etc):

{ -
"parser'’: "json",
"parser.options™: {

llbasell: IIOII
}

"mapping™: {
"@provider': "Name",
"'data/value™: "Value",
"@latitude: "Latitude",
"@Iongitude'": "Longitude",
"@altitude™: "Altitude",
"@date™: "Date",
"@time': "Time"

}

mapping.options™: {
"format.date': "d.M.y",
“format.time™: "H:m"

}
¥

Deployment

Eclipse sensiNact can work in various environment, from a Raspberry Pi 1 to a cloud instance. Its requirements
will depend mainly on the number of updates and queries it must handle.

The platform requires running in a Java 17+ environment, with a minimum of 256 MB of Java Heap space, 50
MB of disk space, and a single-core processor. You will want to run with at least 2GB of available heap space
and a multi-core processor for larger deployments with more users and sensors.

Installation
The installation of Eclipse sensiNact is simple and follows the steps below:

1. Get the distribution. After each successful repository update, eclipse sensiNact is published to the
Eclipse Nexus repository instance at repo.eclipse.org. The distribution can be downloaded manually
or using Maven:
mvn dependency:get \

-DremoteRepositories=https://repo.eclipse.org/content/groups/sensinact/ \
-Dartifact=org.eclipse.sensinact.gateway.distribution:assembly:0.0.2-SNAPSHOT:zip \
-Ddest=sensinact.zip

2. Compile the project.

a. Clone the project repository: git clone
https://github.com/eclipse/org.eclipse.sensinact.gateway.qgit

b. Compile it using Maven: mvn clean install

c. Get the distribution and unzip the file at distribution/assembly/target/gateway.zip

3. Configuration. The sensiNact configuration file format is described in [5]. An example of the
configuration file used to connect to the I2CAT MQTT Broker can be found in COGNIGOG GIT:
https://github.com/cognifog-eu/kentyou-datahub.

4. Starting sensiNact. Starting sensiNact can be achieved simply by executing the start script ./start.sh
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3.6 KENTYOU Eye (Ul & Al

First Release Specifications

Kentyou Eye is an operations and administration interface for Kentyou Datahub instances. As shown in Figure
4, Kentyou Eye is running on the top of Kentyou Data Hub. It consists of two proprietary components: a)
Kentyou Al (Artificial Intelligence) and b) Kentyou Ul (User Interface).
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Figure 4 KENTYOU Solution

Kentyou Al is responsible for managing the executions and results of Al services. It is offered as a docker
container with a REST Server as its primary endpoint. Authenticated users can

o Interact with existing Al services, such as the suite of forecasting models offered by Kentyou
o Deploy their own Al model in an external container and allow the Kentyou Al to access this container,
retrieve its Al results and visualise them in Kentyou UI.

Kentyou Ul is a Javascript, rich Ul client executing in the browser. Kentyou Ul supports three different views:
a) map view, which allows the visualisation of 10T devices or other systems along with their physical locations
on a map; b) dashboard view, which is a configurable dashboard allowing users to visualise real-time and
historical time-series data, ¢) preferences view which allows an end-user to create her personalised
configuration of the UI.

In this first release of Kentyou Eye, both components of Kentyou Al and Kentyou Ul become available via
appropriate docker containers and a user-friendly web interface.

Communication Interfaces

Figure 5 illustrates the high-level architecture of Kentyou Eye and its main communication entry points.

The Kentyou Eye communicates with the various Kentyou Data Hubs using either REST APIs or WebSockets,
and it has a dedicated REST endpoint to connect with the Kentyou Al.

Kentyou Eye also communicates with the Kentyou Ul to allow data to be visualised. This communication is a
mixture of REST and WebSocket:
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o REST calls for one-off results and actions (e.g. authentication)
e WebSocket for notifications and streaming data

o Multiplex webSocket communications to avoid server connection limits.
o Task-focused views for different operator types

Last, the Kentyou Eye supports an external user authentication mechanism based on Keycloak.

Auth
Provider

Kentyou Eye- Docker

Container
Kentyou Ul— ., REST/ REST
JS Application Websocket o

Websocket / \ REST

Kentyou Data Hub Kentyou Al Service

Figure 5 Kentyou Eye - High Level Architecture

Deployment

Since Kentyou Eye is a proprietary component of Kentyou, its source code is unavailable. However, the
deployment of Kentyou Eye can be done via a docker container, which gives access to the Kentyou Ul and the
analytical results of the Al.

The docker container of Kentyou Eye is accessible at: ghcr.io/kentyou/eye:edge.

Section 4 demonstrates two instances of the Kentyou Eye, which were appropriately configured to reach the
needs of Trial 1 (Thales) and Trial 2 (TMA).

3.7 Monitoring Manager

First Release Specifications

The functionalities integrated into the Monitoring Manager's first release specification are divided into a time-
series database based on Thanos (https://thanos.io/) and a data structure wrapper for describing the
infrastructure status called Aggregator.

Thanos stores telemetry data scraped across the COGNIFOG continuum and its metadata in a way that makes
it centrally accessible by the Aggregator. Telemetry data includes available clusters and nodes and available
and used resources. This data is restructured to be served in a topological model describing the infrastructure
status to be fed to the COGNIFOG Dashboard and Smart Allocator components.

Communication Interfaces

Telemetry data is pushed from the Monitoring Agents to the Monitoring Manager Thanos server through the
Thanos Receiver following the Prometheus Remote-Write Specification

(https://prometheus.io/docs/concepts/remote write spec/)
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Monitoring Manager serves telemetry data to the Aggregator block through the Thanos Querier under the
Prometheus HTTP v1 API (https://prometheus.io/docs/prometheus/latest/querying/api/).

At the same time, the Aggregator serves topology information and infrastructure data via gRPC [6] following
the data structure defined in the server.proto file located at the asset repository: https://github.com/cognifog-
eu/monitoring-aggregator/blob/v0.2.0-alpha/servers/protobuf/cognifog/server.proto

Deployment

Both Thanos server and Aggregator blocks are ready to be configured and deployed using the Helm charts
located in their respective source code repositories:

https://github.com/cognifog-eu/monitoring-aggregator/tree/v0.2.0-alpha

https://github.com/cognifog-eu/monitoring-manager/tree/v0.2.0-alpha

3.8 Monitoring Agents

First Release Specifications

Telemetry data is collected locally at each of the clusters that form part of the COGNIFOG continuum thanks
to the Monitoring Agents that are composed of a Prometheus Operator that manages and deploys a Prometheus
server [16], a Kubernetes cluster metrics exporter, an endpoint probing metrics exporter, and a node status
exporter.

Communication Interfaces

The exporters implemented into the agents expose several metrics that are scraped by the data-series database
Prometheus server installed into each COGNIFOG cluster. At the same time, the server pushes the metrics
tainted with the nodes and cluster metadata to the Monitoring Manager Thanos server using the Prometheus
Remote-Write Specification (https://prometheus.io/docs/concepts/remote_write spec/).

Deployment

Monitoring Manager is based on the Kube-Prometheus chart [7], and it may be configured for pointing to the
Monitoring Manager endpoint and deployed as a Helm chart, which is located in the source code repository of
the asset:

https://github.com/cognifog-eu/monitoring-agent/tree/v0.2.0-alpha

3.9 ARCA KMS Container

First Release Specifications

The cryptographic API provides access to cryptographic capabilities and security using software or hardware
solutions to process requests. The current API, called subtle, is intended for people familiar with cryptographic
primitives and best practices. A more straightforward-to-use API called Easy is also provided as a secondary
gRPC service. It allows data to be encrypted, decrypted, signed, and verified without knowing the algorithms
involved.

Communication Interfaces
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As mentioned, the KMS uses gRPC calls and listens on port 8023. This is the only communication interface
available to the KMS. The service needs an identification token to request the API, which Arca OS usually
provides.

Deployment

The KMS ships with ArcaOS x86 and Arca embedded. Using it in a Docker container is also possible but
requires further configuration to be executed.

3.10 Network Slice Manager

First Release Specifications

The i2CAT’s Slice Manager is a component or entity responsible for managing network slices. A network slice
is a logically isolated portion of a physical or virtual network infrastructure created to serve specific services
or applications. Each slice has its own unique set of resources and configurations tailored to the requirements
of the services it serves. By deploying several of these slices, one entity in charge of their management must
be deployed.

The Slice Manager creates, provides, monitors, and controls these slices to ensure they meet the performance,
reliability, and security requirements of the services or applications they support. When creating a slice, the
slice manager is responsible for defining the characteristics and requirements of a network slice, such as its
quality of service (QoS), latency, bandwidth, and security parameters. It then creates the slice based on these
specifications. Additionally, the slice manager allocates and manages the necessary network resources (e.g.,
virtual machines, radio spectrum, and network functions) to fulfil the requirements of each slice.

Ensuring isolation between slices is a critical aspect of slice management. The slice manager must guarantee
that the resources allocated to one slice do not interfere with or impact the performance of other slices. It
implements access controls to protect the resources and data within each network slice. Finally, when a slice
is no longer needed, the slice manager can decommission or terminate it, releasing the allocated resources back
to the pool for other uses.

Communication Interfaces

I2CAT’s Slice Manager can work in virtualised environments using Open Stack [10] or new virtualised
environments based on Kubernetes technology. Furthermore, i2CAT’s Slice Manager uses API REST
communications when dealing with other entities. Critical aspects of REST communication include using
HTTP/HTTPS protocols for data transfer, designing resource-oriented APIs that align with 5G network
architecture, and ensuring interoperability and scalability to support the diverse range of devices and use cases
enabled by 5G connectivity.

Deployment

The Slice Manager is deployed at the same level as the orchestrator, establishing vertical communication while
acting as a manager entity for the infrastructure connected in a south-bound approach. Said infrastructure will
also communicate with the Slice Manager using API interfaces, exchanging data and commands that allow a
smooth and seamless transition while managing the slices.
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Figure 6 Slice Manager Deployment

3.11 ARCA Trusted OS x86

First Release Specifications

ARCA Trusted OS is a micro-distribution containing the base Linux application developed and maintained by
Cysec. The operating system has no package manager, so users cannot add or remove packages, increasing its
security. The x86 version targets on-premises or cloud deployments.

The operating system includes the following security features:

e Read-only file system

e Enforced secure boot

e By default, full disk encryption

e Hardware base root of trust

e Confidential environment support
e Kernel self-protection compliant

Communication Interfaces

After a fresh installation, port 22 is open by default. This allows you to connect to the machine using SSH.
Once connected, you can also set up a Wireguard tunnel.

Deployment

ARCA Trusted OS can be deployed on-premise and in the cloud in various ways. On-premise deployment is
possible on either 1) hardware provided by the user (either bare metal or as a VM) or 2) hardware provided by
CYSEC. For deployment on the user’s hardware, the following requirements in Table 11 need to be taken into
consideration:
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Table 11 ARCA Trusted OS Requirements

Minimal specification Recommended specification | Maximal specification
CPU 2 vCPUs x86-64 8 vVCPUs x86-64 64 vCPUs x86-64
Memory 8GB with ECC memory 128GB with ECC memory 2TB with ECC memory
Disk SSD 32GB SSD 1TB SSD 4TB
Technologies | UEFI BIOS, TPM 2.0 UEFI BIOS, TPM 2.0 UEFI BIOS, TPM 2.0

For the hardware delivered by CYSEC, please get in touch with CYSEC for more information.

ARCA Trusted OS can be deployed on private or public (GCP and Azure, alternative deployments currently
under investigation) cloud platforms for cloud implementations.

3.12 ARCA Trusted OS Embedded

First Release Specifications

Arca embedded is based on the x86 version and benefits from all its security enhancements. However, the
embedded version is specifically designed for the ARM Raspberry Pi.

Communication Interfaces

After a fresh installation, port 22 is open by default. This allows you to connect to the machine using SSH.
Once connected, you can also set up a Wireguard tunnel.

Deployment

Table 12 defines hardware requirements for ARCA Trusted OS deployment:

Table 12 ARCA Trusted OS Deployment Requirements

Minimal specification Recommended specification
Memory (RAM) 2GB 4GB
Disk (SD card) 8GB 32GB
Technologies oTP Trustzone & TPM 2.0 & OTP
Connectivity Ethernet or Wi-Fi Ethernet, Wi-Fi and Bluetooth
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Table 13 defines the supported boards that can run ARCA Trusted OS.

Table 13 ARCA Trusted OS-Supported Boards

Architecture Board
armv7 STM32MP157X
armv8 Raspberry Pi 4 Model B

3.13 10T Edge Gateway

First Release Specifications

The 10T Edge GW is an intermediate element in the loT-edge-cloud continuum, connecting low-capable
MATTER- and MQTT-based devices at the far edge with the rest of the fog/cloud infrastructure. Beyond
providing flexible and transparent interactions among diverse devices and technologies, the 10T edge GW
could offer additional processing capabilities, such as data filtering, managing flow priorities, and executing
low-latency actions based on locally available information.

The l1oT Edge Gateway is already populated with a toolkit of open-source applications:

o Home Assistant: Open-source home automation platform that allows users to control and manage
various smart devices and services [11].

e MATTER controller add-on for Home Assistant: Plug-in for Home Assistant to control MATTER-
based end devices running over WiFi [12].

e Mosquitto MQTT broker: Open-source message broker that implements the MQTT protocol [13].

e Portainer: Open-source management and user interface for Docker/Kubernetes [14].
iPerf3: Open-source tool for active measurements of the maximum achievable bandwidth on IP
networks [15].

A GitHub repository with the documentation of the 10T Edge GW developed for the COGNIFOG project can
be found at: https://github.com/cognifog-eu/iot-edge-gw

Communication Interfaces

The loT edge GW hardware is a Raspberry Pi 4 Model B, which supports Gigabit Ethernet, Wi-Fi, and
Bluetooth communication technologies.

For the data plane, the 10T Edge GW supports the communication protocols at the application layer above
traditional TCP/IP: MATTER (to communicate with MATTER-based 0T devices) and MQTT (to
communicate with both MQTT-based 10T devices and with an MQTT broker/bridge).

As for the control plane, once the 10T Edge GW is provided with an OCM (Open Cluster Management) agent
for K3S [8], it can be remotely managed from an external orchestrator.

Deployment

The toolkit of open-source applications that give functionality to the loT Edge GW is deployed via K3S using
the corresponding YAML manifests found in the GitHub repository.
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3.14 MQTT Broker

First Release Specifications

The MQTT broker is based on Eclipse Mosquitto, an open-source (EPL/EDL licensed) message broker that
implements the MQTT protocol versions 5.0, 3.1.1 and 3.1. Mosquitto is lightweight and suitable for all
devices, from low-power single-board computers to full servers.

The MQTT protocol provides a lightweight method of messaging using a publish/subscribe model. This makes
it suitable for 10T messaging, such as with low-power sensors or mobile devices such as phones, embedded
computers, or microcontrollers.

A GitHub repository with the documentation of the MQTT Broker developed for the COGNIFOG project can
be found at: https://github.com/cognifog-eu/maqtt-broker/

Communication Interfaces

The MQTT broker communicates with any other element of the COGNIFOG stack, whether an MQTT
publisher (e.g., an 10T end device) or an MQTT subscriber (e.g., the KENTYOU Data Hub), using the MQTT
communication protocol. Figure 7 shows a typical deployment of an MQTT broker and an MQTT bridge in
an Edge Server and an 10T Edge GW, respectively. Information received by the 10T Edge GW is forwarded to

the Edge Server using this MQTT bridge.

Cloud/fogledge
server

MQTT KENTYOU

DataHub
MQTT over
% . ) . Ethernet
T &7
MQTT over
WiFi

Edge server
loT Edge MQTT broker

Gateway (acting
as WiFi hotspot)

MQTT broker
Figure 7 Communication interfaces of the MQTT broker/bridge.

This approach allows some processing (e.g., data filtering or any low-latency action related to an alarm) on the
data collected by the 1oT Edge GW. Furthermore, it provides better scalability, reducing TCP/IP connections
established directly to the Edge Server.

Deployment

The current version of the MQTT broker consists of one service split into four files (Y AML manifests) to be
deployed in an Edge Server using K3S.

e mosquitto-deploy.yaml: Mosquitto MQTT broker deployment file
e mosquitto-service.yaml: Mosquitto MQTT broker service file

e mosquitto-pv.yaml: Mosquitto MQTT broker persistent volume file
e mosquitto-cm.yaml: Mosquitto MQTT broker config map file
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Additionally, an extended version of the MQTT broker has been developed to act as a bridge (see Figure 8),
forwarding incoming messages to a remote MQTT broker. It also consists of one service split into four files
(YAML manifests) to be deployed in the 1oT Edge GW through K3S.

Internal topics
= External topics
[———
O (2% .

Local broker

\ Remote broker

Figure 8 MQTT bridge location within a local MQTT broker.

3.15 Polygraph Monitoring

First Release Specifications

The Polygraph monitoring tool exists to check and verify that the system behaviour corresponds to the
specifications in the model. Even if the model is valid, that does not mean the execution is always correct
because some events can be appended (OS pre-emption, system breakdown, network issues). Many service
interruptions can arrive, and a component must verify and inform if this issue occurs.

The Polygraph monitoring tool inputs a generated file from the Polygraph model to get the parameters to
monitor the communications. The idea is to check that all the MQTT topics behave as expected. Once a topic
(and a software and hardware component, by extension) is acting strangely, a message is sent through MQTT
to alert the dysfunction that occurred.

Communication Interfaces

The Polygraph monitoring tool has to use the generated file with all the parameters from the Polygraph
modelling tool. This file is only helpful if the analyses are validated.

Communication with the MQTT broker is also mandatory to receive the topics and generate messages when
the system behaviour does not correspond to the model. The Polygraph monitor will take the broker's IP
address as a parameter for that. This will be useful when deploying the same code in different clusters.

The last component identified in the interface is the KentYou DataHub. This interface is easily solved by
defining a JSON structure for the topics.

Deployment

The deployment will be made with all the components of the COGNIFOG stack in the trial infrastructure. The
monitor is currently containerised, but the CEA team is working to create the deployment configuration with
Kubernetes.

3.16 Smart Allocator

First Release Specifications
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The Smart Allocator combines two open-sourced components: QoS scheduler and QoS solver.
The QoS scheduler is an extension of the Kubernetes scheduler that implements an extended model for
describing enhanced application requirements and infrastructure capabilities. The primary enhancements
beyond the existing K8s scheduler are to support scheduling multiple workloads (K8s Pods) simultaneously,
considering dependencies between them and enabling network-aware scheduling based on topology,
connectivity and resource availability among worker nodes. QoS scheduler open source project repository:
https://gitlab.eclipse.org/eclipse-research-labs/codeco-project/scheduling-and-workload-migration-swm/gos-
scheduler

QoS solver is a ‘simple” solver for the QoS scheduler. It solves to find a scheduling assignment for a set of
applications that respects all quality-of-service constraints. If the solver finds an assignment, it is guaranteed
to respect all requirements, but it may not be the “best” assignment of the pods. The solver has no cost function
for the solution it finds. The solver stops once the first viable solution is found. If the solver cannot find a
solution, it takes considerable time to inform the scheduler that there is no possible solution. QoS solver open
source project repository: https:/qgitlab.eclipse.org/eclipse-research-labs/codeco-project/scheduling-and-
workload-migration-swm/workload-placement-solver

Communication Interfaces

The QoS solver APIs are designed to receive the different parameters considered in scheduling and to provide
the scheduling strategy once it is solved.

The API leverages Protocol Buffers (Proto3) and comprises several key message types:

e ComputeResources describes computing resources, including milliCPU and memory in bytes.
Extensible to accommodate other resource types like GPU, real-time CPU, or storage.

e InfrastructureModel represents the infrastructure topology, including nodes, links, and paths.
Nodes can be computed or network nodes with associated resources, available resources, and labels.
Links define unidirectional network links with latency, bandwidth, and network type information.
Paths define end-to-end paths in the network topology, with attributes derived from the constituent
links.

e The application model consists of applications, workloads, and channels. Workloads specify
requested resources and placement constraints using forbidden and required labels. Applications group
multiple workloads and channels to define communication requirements.

e The QoSModel combines the InfrastructureModel and ApplicationModel to create a
comprehensive QoS placement model. It includes a time limit, gap limit, and verbosity for solver
configuration.

o QoSAssignment represents the result of the QoS solver. It contains workload assignments to compute
nodes and path assignments for channels.

o Reply represents the response from the QoS Solver. It includes a QoSAssignment, error messages, a
gap to the theoretical optimum, and a feasibility indicator.

Deployment

The QoS scheduler and solver can be installed with the helm package manager on a k8s cluster. There are brief
installation steps together with a demo application described in the quick start guide:
https://gitlab.eclipse.org/eclipse-research-labs/codeco-project/scheduling-and-workload-migration-swm/qos-

scheduler/-/blob/main/Documentation/quick-start-oss.md. For quick start installation we suggest using kind a
Kubernetes tool to run k8s cluster locally on the developer machine, however for the production deployment
the k8s cluster has to be set up first as a prerequisite. As other prerequisites, the helm package manager and
make tool must be installed on top of the Unix system.

Grant Agreement: 101092968 -40-


https://gitlab.eclipse.org/eclipse-research-labs/codeco-project/scheduling-and-workload-migration-swm/qos-scheduler
https://gitlab.eclipse.org/eclipse-research-labs/codeco-project/scheduling-and-workload-migration-swm/qos-scheduler
https://gitlab.eclipse.org/eclipse-research-labs/codeco-project/scheduling-and-workload-migration-swm/workload-placement-solver
https://gitlab.eclipse.org/eclipse-research-labs/codeco-project/scheduling-and-workload-migration-swm/workload-placement-solver

D4.3: Integration report and integrated software initial version $COGNIFOG

The deployment of the QoS scheduler and solver components is defined using the helm chart file, which is
placed in the QoS Scheduler repository under the helm/qos-scheduler directory. The below helm commands
have to run from this directory.

Here, we describe the content of the values.yaml file. It has a global section where you can configure the
deployment. All parameters in the values.yaml file can either be modified by editing the yaml file or using
the command line interface by applying the --set <parameter=value> flag. The command line flags always
take precedence over the values.yani file.

Below, we list the available parameters:

e gosNamespace: the namespace where the controllers will run.

e image.repositoryPrefix: Where we should get the images for QoSscheduler, QoSsolver and other
internal components.

e image.tag: the docker image tag will be used for all images except for the QoS solver.

e image.pullSecrets: the chart will create image pull secrets using image.credentials. This enables
the Kubernetes pods to get images from the docker registry of your choice.

e image.pullPolicy: the default Kubernetes image pull policy. The Always value can be used
during development. Otherwise, the IfNotPresent value pulls the image only if it

nasn’ t been pulled before. You can override this for each subchart.

e image.credentials: this is the login to the docker registry. Getting a token with strict registry read
access is recommended for the password. These credentials will be stored in the Kubernetes cluster
using secrets; they will not be encrypted.

Other helm subcharts of interests:

e The charts/network/values.yaml determines the network controllers that the helm chart will start
for you. Add your network sections to the values file, or start your network controllers outside the
chart.

e Thetemplates/ helpers.tpl contains the serviceclassMap. This is how the system decides which
network to use for your channels' service classes. Each channel service class needs to have a key in
the map, and the values must be networks for which a channel operator exists.

To deploy the QoS scheduler with QoS Solver, you need to run the following commands:

make charthelm

install gostest --namespace=controllers-system —--create-namespace tmp/helm

If changes are made to the helm chart file, the command below will help to apply them to the running
deployment:

|helm upgrade gostest --namespace=controllers-system tmp/helm

To uninstall the running deployment:

|helm uninstall gostest -n controllers-system
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4 First Release of the Integrated System
4.1 10T data flow

Integration Architecture

An architecture including a limited set of COGNIFOG elements (namely, the 1oT Edge GW, the MQTT
broker/bridge, and the Kentyou Datahub) has been deployed in a testbed to validate the proper flow of loT
sensing data from far edge devices to the cloud. The architecture, along with the data flow diagram, where loT
data generated by far-edge devices go through the different elements of the testbed (first the 10T Edge GW and
then the Edge server) until reaching the KENTYOU Datahub can also be observed in Figure 9.

Switch

Remote Access
to the testbed

Edge server 5 loT Edge
Private IP (ens3) Private IP (eth0) gateway
MQTT broker 192.168.124.77 192.168.10.173 :
MQTT bridge
» ® 'y
< Raspberry Pi 4B
Ethernet > L
> .+  K3S + Home Assistant +
Matter controller

.
Public IP 3 ‘
84.88.36.141

|OT data ﬂOW Private IP (wlan0)
Internet 192.168.6.1
WiFi
Private IP

Allocated via DHCP

l R} % from the subnetwork
N 192.168.6.0/24
0[] oo *«®  * wem
from the subnetwork ESP32 MQTT-based devices
192.168.6.0/24 MATTER-based devices

KENTYOU loT far edge

device
LTS loT far edge
MQTT client device MQTT client

Figure 9 Architecture to validate the 10T data flow.

Deployment Status

This test validates the end-to-end 0T data flow between loT far-edge devices and the cloud in the context of
the COGNIFOG project since all services have been deployed into the different entities of the edge/fog/cloud
by using K3S (a lightweight version of Kubernetes).

Two different communication protocols—MQTT and MATTER—have been successfully employed in a
wireless far-edge environment. Once the 10T data reaches the lIoT Edge GW, it is normalised according to a
common MQTT frame syntax.

4.2 Orchestration and Security in the l1oT Edge GW

Integration Architecture

An architecture including a limited set of COGNIFOG elements (namely, the IoT Edge GW running ARCA
Trusted OS Embedded, the Orchestrator Scheduler, and the Orchestrator Agent) has been deployed in a testbed
to validate a couple of functionalities: 1) the usage of ARCA Embedded as OS for the 1oT Edge GW and 2)
the remote management/distribution of containers by using Orchestrator Scheduler and Orchestrator Agent.
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Figure 10 Architectufe to validate the orchestration and security |n the 1oT Edge GW.

Deployment Status

This test validates the primary services required to run the loT Edge GW over the ARCA Embedded OS
(locally or remotely deployed), thus taking advantage of its enhanced security capabilities. However, to run
some services, some firewall rules need to be disabled, which may represent a vulnerability.

Running the clusteradm accept command on OCM Hub validates a thriving cluster onboarding on the
Orchestrator. Additionally, the remote management of containers through the Orchestrator, including their
deployment and removal, has been successfully validated.
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5 Conclusion

The efforts undertaken in T4.2 have successfully established the initial version of the COGNIFOG integrated
platform. The various software components constituting the COGNIFOG platform were identified throughout
these activities. For each COGNIFOG component, the associated partner involved trial and information on the
use of cloud and edge computing technologies, which was defined, along with additional individual
requirements, such as OS versions, CPU type, and architecture (Section 2). This information has been crucial
in shaping the project’s infrastructure and preparing the pilot environment. Servers were deployed within the
Hetzner cloud to support the development and testing environment, hosting the management Kubernetes
cluster and a minimum working cluster.

This deliverable is an important milestone, demonstrating the outcomes of our integration work. It provides a
foundational understanding of the COGNIFOG platform, detailing each component’s role, functionalities,
communication interfaces and current deployment status (Section 3). It also documents the interactions
between different components, their used communication protocols and data formats. The deliverable will act
as a guideline for the pilot environment preparatory activities. It will help the trials prepare the appropriate
hardware and system configurations to host and execute the COGNIFOG components smoothly during the
validation activities. Finally, two scenarios (Section 4) showcase the practical realisation of our integration
efforts, indicating the platform’s potential for the pilot sites.

Building upon the work laid out in this deliverable, we plan to enhance further the robustness and efficacy of
the COGNIFOG platform and advance with the integration work. The final version of the integrated platform
will be released and documented in D4.4 in M25.
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Annex

The COGNIFOG components and the first release uploaded to the project's GitHub organisation can be found
at the following link: https://github.com/cognifog-eu.

Component Name Partner I?art oir e GitHub repository
first release
Comprehensive COGNIFOG eBOS Yes https://qgithub.com/cognifog-
Dashboard eu/comprehensive-dashboard
MQTT broker i2CAT Yes https://github.com/cognifog-eu/matt-broker
ARCA Trusted OS x86 CYSEC Yes Source code managed by CYSEC due to IPR
ARCA Trusted OS CYSEC Yes Source code managed by CYSEC due to IPR
Embedded
ARCA KMS Container(x86) CYSEC Yes Source code managed by CYSEC due to IPR
/ Service(embedded)
Continuum Orchestrator https://github.com/cognifog-
Scheduler ATOS Yes eu/orchestrator-scheduler
Continuum Orchestrator ATOS Yes https://github.com/cognifog-
Agent eu/orchestrator-agent
Policy Manager ATOS No -
Policy Agent ATOS No -
Monitoring Manager ATOS Yes https://github.com/cognifog-eu/monitoring-
manager
Monitoring Agent ATOS Yes gctltgsé//q|thub.com/coqn|f0q—eu/m0n|tor|nq—
Slice Manager i2CAT No -
RAN Controller i2CAT No -
https://github.com/cognifog-eu/qos-solver
Smart allocator Siemens Yes https://qgithub.com/cognifog-eu/qos-
scheduler
Polygraph Modelling CEA Yes Source code managed by CEA due to IPR
Polygraph Monitoring CEA Yes https://q|thub.cc_)m/_coqnlfoq—eu/cea—
polygraph-monitoring
KENTYOU Data Hub KENTYOU Yes ggttg;:lljlg|thub.com/coqnlfoq-eu/kentyou-
KENTYOU Eye (Al & Ul) | KENTYOU Yes ISF?FLQJrce code managed by KENTYOU due to
loT Edge Gateway I2CAT Yes https://github.com/cognifog-eu/iot-edge-gw
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