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Executive summary 

The deliverable outlines the testing strategy implemented across the COGNIFOG platform. Unit testing of 

individual COGNIFOG components constituting the COGNIFOG platform combined with integration testing 

for the COGNIFOG components interacting as a unified group are reported. As a software engineering 

practice, unit tests are executed first to evaluate the individual components followed by execution of integration 

tests before the system level tests.  In this deliverable, unit tests for each component are defined and their 

results are described. Following the unit tests, integration tests are defined and executed for the set of 

interacting COGNIFOG components. A list of all the integrating components with their protocol and 

communication policies is captured. This report incorporates a template approach for readability, where each 

unit test and integration test are defined and executed, and their results are described accordingly. 

This report is organised into the following four sections: 

¶ Unit Testing of COGNIFOG components. 

¶ Integration Testing for the COGNIFOG platform. 

¶ Testing of the COGNIFOG platform as adapted by trials. 

¶ System-, Integration- and Technology Readiness Levels depicting the progress and maturity of 

components. 

Most of the unit and integration tests have been successfully achieved. Since this report is the initial version 

of COGNIFOG lab testing at M18 as well as due to the ongoing developmental activities, there are components 

among which integration tests could not be achieved. However, communication and interacting protocols are 

designed, and the test cases are defined accordingly. The Conclusion section highlights the overall outcome of 

this report and provides an outlook for the final version of lab testing intended in M27. Sections References 

and Annex depict the external sources pointed to and code repositories of different COGNIFOG components. 
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1 Introduction  

1.1 Mapping Projectsô Outputs 

Table 1: Adherence to COGNIFOG GA Deliverable and Task(s) descriptions 

COGNIFOG Task Respective 

document 

chapter(s) 

Justification 

Task 4.3: Lab testing and 

optimisation  

During this task, the Cognitive- 

Fog components will be 

extensively tested at laboratory 

environment using semi-

automatic procedures for stability 

and efficiency. The task will 

ensure that the COGNIFOG 

components achieve the expected 

Technology Readiness Level 

(TRL) upon the platform 

integration by establishing 

suitable evaluation procedures, 

such as the benchmark criteria 

defined in Task 2.3. All testing 

will be using either synthetic 

datasets or real-life data from 

COGNIFOG use cases and pilots 

trials (when available), though for 

privacy issues they will be fully 

anonymized during all testing and 

validation process. The results 

will be facilitated to produce the 

final Cognitive-Fog platform, 

explore scenarios for the 

development and validation of 

KPIs in an iterative manner, 

allowing developers to test and 

improve concepts early before the 

initiation of living labs 

deployment and patch any 

identified vulnerability points to 

cyber-attacks. The outcome of 

this Task will be reported within 

this deliverable. 

 

Chapter 2 This chapter focuses on verifying the functionality and 

performance of individual component within the 

COGNIFOG system. Specific test cases to validate the 

behaviour and functionality of each component are 

described. Test cases should cover various input 

scenarios and edge cases to ensure robustness. 

Chapter 3 The chapter delves into the results of integration testing 

conducted to evaluate the functionality and 

interoperability of components based on their 

communication interfaces. Through rigorous testing 

procedures, including scenario-based simulations and 

real-world data exchange scenarios, the chapter provides 

insights into the performance and reliability of each 

interface.  

By presenting findings, the chapter aims to offer 

stakeholders a comprehensive understanding of the 

communication infrastructure's strengths, limitations, 

and areas for potential improvement within the 

COGNIFOG platform. Overall, this chapter serves as a 

valuable resource for assessing the integration readiness 

of the platform and informing future optimization 

efforts. 

Chapter 4 The chapter delves into the comprehensive evaluation of 

the platform's functionality conducted by each partner 

organization. 

Each subchapter covers test activities performed by pilot 

providers tailored to their expertise and objectives and 

in  collaboration with technical providers and their 

contributions to ensuring the platform's robustness and 

effectiveness in real-world 

scenarios. 

  

Chapter 5

  

The chapter provides a systematic methodology for 

assessing the readiness of the COGNIFOG system. It 

includes evaluations at various levels, starting from 

individual component readiness to integration 

evaluation, ultimately culminating in an assessment of 

the system's overall readiness for deployment. Through 

this structured approach, stakeholders gain insights into 

the system's maturity and identify areas requiring further 

development or refinement to achieve deployment 

readiness. 

Chapter 6 This chapter summarises findings and analysis 

performed in the deliverable and gives the outlook on 

the work to be performed in the future and contributions 

required for the deliverable 4.6. 
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2 Unit Testing of the COGNIFOG Integrated Systems  

In this section, unit testing of each of the technical components that constitute the COGNIFOG platform are 

described. Each unit testing is reported following a testing template that captures the test steps with input data, 

pre-conditions if any followed with expected outcome. Negative and destructive test cases with invalid inputs 

and unexpected behaviours besides the positive test cases are also considered. Thus, this section highlights the 

functional quality and maturity of each COGNIFOG component individually.  

2.1  Comprehensive COGNIFOG Dashboard 

The Comprehensive COGNIFOG Dashboard is a front-end application designed to provide functionalities 

related to managing and monitoring cognitive fog across various applications. The dashboard serves as a 

platform for gathering, analysing, and visualizing data related to cognitive performance metrics. One of the 

key components tested during its development was the creation of application descriptions. This was validated 

through unit testing to ensure reliability and accuracy in capturing and storing essential details provided by the 

end-user through the dashboard about each application's functionality and purpose. The main objective behind 

this functionality is to enable tracking and documentation of application characteristics, facilitating clearer 

insights into how each application contributes to or interacts within the larger system of cognitive performance 

management. This ensures that end-users can effectively manage, view and edit cognitive resources of their 

applications based on informed data and insights provided by the dashboard. 

Table 2: List of test cases for COGNIFOG Dashboard 

COGNIFOG Dashboard: Test Cases 

Test Case ID Description Result 

TC-COGNIFOGDashboard-

01 

Create application description Achieved 

 

Table 3: Test case TC-COGNIFOGDashboard-01 

Test Case ID  TC-

COGNIFOGDashboard-01 

Component  COGNIFOG Dashboard 

Description  Implement Application Description HTTP POST API Method 

Tested by  eBOS 

Pre-condition(s)  Application description form should be filled out 

Test steps  

1  Fetched application description data from the UI and Serialize the data in the JSON Format 

2 Saved the data into the database tables. 

3 Verify successful HTTP response status code and response body including isSucceeded and 

message 

Input data  POST HTTP method with Requirements and a list of application manifests (Files) 

parameters in form-data format 

Result  

 
Test Case Result  Achieved 
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2.2  Orchestrator Scheduler  

The Orchestrator Scheduler is in charge of the distribution of applications on the COGNIFOG platform by 

receiving and managing application descriptions and deployment requirements from the Dashboard. It operates 

through a set of API endpoints, guaranteeing efficient management, and monitoring of these processes. The 

Orchestrator Scheduler supports seamless orchestration across multiple clusters by storing application 

deployment details in its database and providing real-time health checks. In this way, it enhances resource 

utilization and service reliability within the COGNIFOG continuum. 

Table 4: List of test cases for Orchestrator Scheduler 

Orchestrator Scheduler: Test Cases 

Test Case ID Description Result 

TC-OrchestratorScheduler-01 Create application deployment Achieved 

TC-OrchestratorScheduler-02 Get application deployment Achieved 

 

Table 5: Test case TC-OrchestratorScheduler-01 

Test Case ID  TC-OrchestratorScheduler-01 Component  Orchestrator Scheduler 

Description  Create application deployment 

Tested by  ATOS 

Pre-

condition(s)  

- Available upstream Kubernetes [1]  cluster with Open Cluster Management [2] 

deployed as HUB Cluster 

- Orchestrator Scheduler deployed on HUB Cluster 

 

Test steps  

1  Call the POST {{jobmanager}}/jobs/create/:app_name HTTP API endpoint with application 

parameters 

2 Verify successful HTTP response status code and response body including application ID, name, 

description, and list of input jobs data. 

Input data  POST HTTP method with app_name parameter and a list of application manifests on the 

body in YAML format 

Result  

 
Test Case 

Result  

Achieved 
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Table 6: Test case TC-OrchestratorScheduler-02 

Test Case ID  TC-OrchestratorScheduler-

02 

Component  Orchestrator Scheduler 

Description  Get application deployment 

Tested by  ATOS 

Pre-condition(s)  - Available upstream Kubernetes cluster with Open Cluster Management deployed as 

HUB Cluster 

- Orchestrator Scheduler deployed on HUB Cluster 

- Application deployed on the Orchestrator Scheduler 

 

Test steps  

1  Call the GET {{jobmanager}}/jobs/group/:uuid HTTP API endpoint with application identifier 

2 Verify successful HTTP response status code and response body including application ID, name, 

description, and list of jobs data. 

Input data  GET HTTP method with application uuid parameter 

Result  

 
Test Case Result  Achieved 

 

2.3 Orchestrator Agent 

The Orchestrator Agent manages multi-cluster workloads with the help of Open Cluster Management, an open-

source tool where a central Hub Cluster oversees Managed Clusters that are part of the platform. The agent 

deploys Kubernetes resources across platform clusters following the ManifestWork model, guaranteeing 

consistent deployment of manifest files and configurations across the infrastructure. The Open Cluster 

Management klusterlet agent is running on each of the Managed Clusters, handling cluster registration and 

resource deployments based on the ManifestWork definitions received from the hub. The Orchestrator Agent 

also interacts with the Orchestrator Scheduler to pull pending application deployments and applies them to the 

Hub Cluster, optimizing resource allocation and management efficiency across the COGNIFOG continuum. 

Table 7: List of test cases for Orchestrator Agent 

Orchestrator Agent: Test Cases 

Test Case ID Description Result 

TC-OrchestratorAgent-01 Verify correct deployment of Orchestrator Agent Achieved 
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Table 8: Test case TC-OrchestratorAgent-01 

Test Case ID  TC-OrchestratorAgent-

01 

Component  Orchestrator Agent 

Description  Verify correct deployment of Orchestrator Agent 

Tested by  ATOS 

Pre-

condition(s)  

- Available upstream and downstream Kubernetes clusters with Open Cluster 

Management deployed as HUB Cluster and Managed Cluster respectively 

- Orchestrator Agent deployed on HUB Cluster 

Test steps  

1  Call the GET {{deploymanager}}/healthz HTTP API endpoint 

2 Verify successful HTTP response status code and response body including the text "OCM Driver 

working properly!" 

Input data  None 

Result  

 
Test Case 

Result  

Achieved 

2.4  Monitoring Manager   

Built on the open-source Thanos [3] server, the Monitoring Manager retrieves and stores infrastructure 

telemetry data from the Monitoring Agent component, using a highly available, long-term, Prometheus-

compatible format. Metrics are pushed to the Thanos Receiver endpoint and stored in the Thanos Object Store 

module, compatible with major cloud storage vendors. An Aggregator microservice, which also takes part into 

the Monitoring Manager component, queries the Thanos Querier module to retrieve and remodel these metrics, 

forwarding them to other COGNIFOG components following the COGNIFOG Infrastructure Data Model.This 

ensures seamless data collection, storage, and accessibility for efficient infrastructure management within the 

COGNIFOG system. 

 

Table 9: List of test cases for Monitoring Manager 

Monitoring Manager: Test Cases 

Test Case ID Description Result 

TC-MonitoringManager-01 Deployment of Monitoring Manager via helm [4] 

chart 

Achieved 

TC-MonitoringManager-02 Performance check via web Graphical User 

Interface 

Achieved 

TC-MonitoringManager-03 Aggregator monitoring data modeller Achieved 

 

Table 10: Test case TC-MonitoringManager-01 

Test Case ID  TC-MonitoringManager-01 Component  Monitoring Manager 

Description  Deployment of Monitoring Manager via helm chart 

Tested by  ATOS 

Pre-condition(s)  Available Kubernetes cluster with kubectl and helm commands access 

Test steps  

1  Clone and access Monitoring Manager git repository: 
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git clone https://github.com/cognifog-eu/monitoring-manager 

cd monitoring-manager/ 

git switch develop 

2 Run deployment command from Monitoring Manager README documentation: 

helm upgrade -i  monitoring-manager monitoring-manager/ -f values.yaml -n cognifog 

3 Verify successful deployment on command result: 

STATUS: deployed 

4 Verify successful deployment on Kubernetes running pods: 

kubectl get pods -n cognifog 

Input data  Monitoring Manager helm chart with configured values. yaml in YAML format 

Result  

 

 
Test Case Result  Achieved 

 

Table 11: Test case TC-MonitoringManager-02 

Test Case ID  TC-Component-

02 

Component  Monitoring Manager 

Description  Performance check via web Graphical User Interface 

Tested by  ATOS 

Pre-

condition(s)  

- The Kubernetes cluster is available with kubectl and helm commands access. 

- Successful deployment of Monitoring Manager with customised ingress hostname 

on helm chart values. 

Test steps  

1  Verify successful deployment of Monitoring Manager on Kubernetes ingress: 

kubectl get ingress -n cognifog 

2 Access web Graphical User Interface on web browser with Thanos-query ingress URL 

3 Type the 1+1 query on the Thanos search field and click execute 

4 Verify that the Thanos server is working by checking that the result is 2  

Input data  none 

Result  

 

https://github.com/cognifog-eu/monitoring-manager
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Test Case 

Result  

Achieved 

 

Table 12: Test case TC-MonitoringManager-03 

Test Case ID  TC-Component-

03 

Component  Monitoring Manager 

Description  Aggregator monitoring data modeller 

Tested by  ATOS 

Pre-

condition(s)  

Successful deployment of Monitoring Manager with customised ingress hostname on 

helm chart values. 

Test steps  

1  Verify successful deployment of Monitoring Manager on Kubernetes ingress: 

kubectl get ingress -n cognifog 

2 Clone and access Monitoring Aggregator git repository: 

git clone https://github.com/cognifog-eu/monitoring-aggregator 

cd monitoring-aggregator/ 

git switch develop 

3 Set the environment variable PROMETHEUS_ADDRESS to the Monitoring Manager ingress 

hostname given by the command in step 1. 

4 Set the environment variable GRPC_PORT to 8080 

5 Start the Aggregator server with the command: 

go run main.go 

6 Test the Aggregator server with the command: 

go run test/protobuf/cognifog/server_client.go 

7 Verify that the Aggregator server is working by checking the current datetime in the result. 

Input data  none 

Result   

https://github.com/cognifog-eu/monitoring-aggregator
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Test Case 

Result  

Achieved 

 

2.5  Monitoring Agent  

The Monitoring Agent collects telemetry data on static resources, dynamic performance, and energy 

consumption of edge nodes in the COGNIFOG platform. It gathers information on processor, memory, storage, 

network capabilities, and performance levels, distinguishing between green energy and carbon-emission-

related energy consumption. This data is then sent to the Monitoring Manager, which stores and forwards it to 

various COGNIFOG components for AI-powered workload distribution decisions. Data flow between agents 

and manager uses REST API calls, with agents deployed as containerised applications. 

Table 13: List of test cases for Monitoring Agent 

Monitoring Agent: Test Cases 

Test Case ID Description Result 

TC-MonitoringAgent-01 Deployment of Monitoring Agent via helm chart Achieved 

TC-MonitoringAgent-02 Performance check via Monitoring Manager Achieved 

 

Table 14: Test case TC-MonitoringAgent-01 

Test Case ID  TC-MonitoringAgent-

01 

Component  Monitoring Agent 

Description  Deployment of Monitoring Agent via helm chart 

Tested by  ATOS 

Pre-

condition(s)  

- Available downstream Kubernetes cluster with kubectl and helm commands access 

 

Test steps  

1  Clone and access Monitoring Agent git repository: 

git clone https://github.com/cognifog-eu/monitoring-agent 

cd monitoring-agent/ 

git switch develop 

2 Run deployment command from Monitoring Agent README documentation: 

helm upgrade -i monitoring-agent monitoring-agent/ -f values.yaml -n cognifog 

3 Verify successful deployment on command result: 

STATUS: deployed 

4 Verify successful deployment on Kubernetes running pods: 

kubectl get pods -n cognifog 

Input data  Monitoring Agent helm chart with configured values. yaml in YAML format 

Result  

 

https://github.com/cognifog-eu/monitoring-agent
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Test Case 

Result  

Achieved 

 

Table 15: Test case TC-MonitoringAgent-02 

Test Case ID  TC-MonitoringAgent-

02 

Component  Monitoring Agent 

Description  Performance check via Monitoring Manager 

Tested by  ATOS 

Pre-

condition(s)  

- Successful deployment of Monitoring Manager in upstream Kubernetes cluster 

- Successful deployment of Monitoring Agent in upstream Kubernetes cluster 

- Connectivity between upstream and downstream Kubernetes clusters 

 

Test steps  

1  Verify successful deployment on Kubernetes ingress of the upstream cluster (Monitoring 

Manager): 

kubectl get ingress -n cognifog 

2 Access web Graphical User Interface on web browser with Thanos-query ingress URL 

3 Type the node_uname_info query on the Thanos search field and click execute 

4 Verify that the Monitoring Agent is working by checking the downstream metrics listing the 

available nodes 

Input data  none 

Result  
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Test Case 

Result  

Achieved 

2.6  Polygraph Modelling 

The Polygraph Modelling system is connected to the eBOS Dashboard to receive its description. A translation 

to the Polygraph language is made locally to analyse and verify the system's timing properties. If errors are 

detected, iterations must be made on the system regarding frequencies and connections with components. The 

Polygraph Modelling and Analysis reports validate the system's nonfunctional properties. 

Table 16: List of test cases for Polygraph Modelling 

Polygraph Modelling: Test Cases 

Test Case ID Description Result 

TC-PolyGraphModelling-

01 

Verify the timing constraints of a system model Achieved 

 

Table 17: Test case TC-PolyGraphModelling-01 

Test Case ID  TC-PolyGraphModelling-

01 

Component  PolyGraph Modelling 

Description  Verify the timing constraints of a model 

Tested by  CEA 

Pre-

condition(s)  

Connection to internet 

Test steps  
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1  Start the Docker and verify the communication with the CEA infrastructure for the analyses  

Input data  System model for eBOS 

Result  The system model is sent to the CEA infrastructure through git. 

Once the model is received, all the analyses are run on CEA servers. 

Results are sent back to the local docker. 

Test Case 

Result  

Validated at the CEA site 

 

Remark: Tests must be performed between Polygraph modelling and the eBOS Dashboard 

 

2.7  Polygraph Monitoring  

The Polygraph Monitoring building block checks the MQTT communications. By verifying the match between 

the model and the actual execution, we can assess whether a problem is occurring during the execution. Once 

a failure is detected, it is reported through an MQTT message. 

Table 18: List of test cases for Polygraph Monitoring 

Polygraph Monitoring: Test Cases 

Test Case ID Description Result 

TC-PolyGraphMonitoring-01 Properly start the monitoring of the system Achieved 

 

Table 19: Test case TC-PolyGraphMonitoring-01 

Test Case ID  TC-

PolyGraphMonitoring-01 

Component  PolyGraph Monitoring 

Description  Properly start the monitoring of the system. 

Tested by  CEA 

Pre-

condition(s)  
- Validate the system with Polygraph analyses 

- Correct deployment of an MQTT broker 

- Communication between all applications and the MQTT broker 

Test steps  

1  Copy the file containing the model of the system next to the monitor and execute the binary.  

Input data  MQTT messages 

Result  The messages from the applications are sent to the MQTT broker. The monitoring 

catches those messages and checks that the timing constraints are maintained. 

If not, MQTT messages are sent to alert people about the deviation. 
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Test Case 

Result  

Achieved with Thales infrastructure 

2.8  KENTYOU Data Hub  

The KENTYOU Data Hub aims to create a unified environment where diverse devices can exchange 

information and interact within the IoT ecosystem. To meet the needs of COGNIFOG, three main 

functionalities of the KENTYOU Data Hub were tested. First, its southbound MQTT connector was evaluated, 

which enables the Data Hub to receive data from an external MQTT Broker and transform it into its internal 

data model. Second, the Data Hub's containerisation capability in Docker, including support for ARM64 

images, was tested during Trial 1. Third, the KENTYOU Data Hub Docker image was tested within a 

Kubernetes orchestrating environment. 

Table 20: List of test cases for KENTYOU Data Hub 

KENTYOU Data Hub: Test Cases 

Test Case ID Description Result 

TC-Datahub-01 Proper reception of incoming MQTT-based messages 

and their transformation into a sensiNact [5] data model 

Achieved 

TC-Datahub-02 Creation of docker images, including ARM64 (ARMv8) 

images, and testing them with Trial 1 

Achieved 

TC-Datahub-03 Orchestrating the docker image of KENTYOU Data Hub 

within the Kubernetes environment 

Achieved 

 

Table 21: Test case TC-Datahub-01 

Test Case ID  TC-Datahub-01 Component  KENTYOU Data Hub 

Description  Proper reception of incoming MQTT-based messages and their transformation into 

a sensiNact data model 

Tested by  KENTYOU 

Pre-

condition(s)  
- Correct deployment of KENTYOU Data Hub, including the Northbound 

MQTT feature 

- At least one MQTT-based end device or virtual sensor sending data to the 

Data Hub 

Test steps  
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1 Proper configuration of the Northbound MQTT is done using a dedicated configuration file. The 

configuration file allows: 

- Configuration of the MQTT connection 

- Mapping of incoming data to sensiNact data model 

2 Start a simple MQTT-based device or the sensiNact temperature simulator to send data. 

3 Once the KENTYOU Data Hub is deployed, the MQTT bridge automatically subscribes to the 

configured broker for incoming MQTT messages. 

Input data  MQTT messages received from MQTT-based devices 

Result  Real-time incoming MQTT messages in the sensiNact data model. 

 

To list all registered sensiNact providers: 

curl http://localhost:8080/sensinact/providers 

 

 
 

To get the value of an existing MQTT device: 

curl http://localhost:8080/sensinact/providers/healthmonitor-

805873100761272/services/heartrate/resources/data/GET  

 

 
 

Test Case 

Result  

Achieved 

 

Table 22: Test case TC-Datahub-02 

Test Case ID  TC-Datahub-02 Component  KENTYOU Data Hub 

Description  Creation of docker images, including ARM64 (ARMv8) images, and testing them with 

Trial 1 

Tested by  KENTYOU 

Pre-

condition(s)  
- Having available an Eclipse sensiNact version 

Test steps  

1 Build the image for an Eclipse sensiNact distribution on an ARM64 machine: 

docker build -t "sensinact:$VERSION" --build-arg "version=$VERSION" . 

 

Or use the Docker multi-platform build command: 

docker build --platform linux/arm64 -t "sensinact:$VERSION" --build-arg 

"version=$VERSION" . 

2 Prepare a sensiNact environment: 

 

¶ Setup features (for example, in the ext-features folder) 

¶ Setup a repository (for example, ext-repository) 

¶ Setup the configuration file (configuration.json), which must at least: 

o Contain the "core-feature" item in sensinact.launcher/features 

o Contain the "features" item in sensinact.launcher/featureDir 

o Contain the "repository" item in sensinact.launcher/repository 

3 Run the docker container, mounting the prepared environment in step 2: 

 

docker run -d --name sensinact \ 

    -v ${PWD}/configuration.json:/opt/sensinact/configuration/configuration.json \ 

http://localhost:8080/sensinact/providers/healthmonitor-805873100761272/services/heartrate/resources/data/GET
http://localhost:8080/sensinact/providers/healthmonitor-805873100761272/services/heartrate/resources/data/GET
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    -v ${PWD}/ext-features:/opt/sensinact/ext-features \ 

    -v ${PWD}/ext-repository:/opt/sensinact/ext-repository \ 

    sensinact:$VERSION 

Input data  Docker image of Eclipse sensiNact 

Result  Creation of docker image for KENTYOU Data Hub 

 

Test Case 

Result  

Achieved 

 

Table 23: Test case TC-Datahub-03 

Test Case ID  TC-Datahub-03 Component  KENTYOU Data Hub 

Description  Orchestrating the docker image of KENTYOU Data Hub within the Kubernetes 

environment 

Tested by  KENTYOU 

Pre-

condition(s)  
- Having available a docker image of Eclipse sensiNact  

Test steps  

1 Build the image for an Eclipse sensiNact 

IMAGE=custom-repository:5000/sensinact TAG=0.0.2-SNAPSHOT- COGNIFOG ./build.sh 

 

2 Override the Helm Chart default values by creating a values.yaml file: 

image: 

  repository: docker-registry:5000/sensinact 

  tag: "0.0.2-SNAPSHOT-COGNIFOG " 

 

mqtt_host: cognifog-mqtt-broker 

mqtt_topic: cognifog/# 

 

3 Start the Helm Chart: 

helm install sensinact ./sensinact-helm --values ./values.yaml 

 

Input data  Docker image of KENTYOU Data Hub 

Result  Docker image of KENTYOU Data Hub orchestrated by Kubernetes 

 

Test Case 

Result  

Achieved 

 

2.9  KENTYOU Eye 

The primary role of the KENTYOU Eye is to serve as the operations and administration interface for 

KENTYOU Data Hub instances. To address the needs of COGNIFOG, the KENTYOU Eye&apos REST API 

was tested. This REST API facilitates access to data from various sources, including the Data Hubs, the 

KENTYOU database, and the KENTYOU AI. For the test, a KENTYOU Data Hub Docker image was initiated 

to generate real-time data for the KENTYOU Eye, ensuring seamless integration and functionality. 

 

Table 24: List of test cases for KENTYOU Eye 

KENTYOU Eye: Test Cases 

Test Case ID Description Result 
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TC-Eye-01 Testing the REST API of KENTYOU Eye Achieved 

 

Table 25: Test case TC-Eye-01 

Test Case ID  TC-Eye-01 Component  KENTYOU Eye 

Description  Testing the REST API of KENTYOU Eye 

Tested by  KENTYOU 

Pre-

condition(s)  
- Appropriate environmental setup, including development (IDE, JDK [6], 

Maven [7]), OSGI (framework and bundles) and Maven (for dependencies 

and plugins) tools. 

 

- Eclipse sensiNact instance must be available. Rather than faking one up for 

the test, a sensiNact Container image is started automatically in the pre-

integration-test phase and stopped in the post-integration-test phase. 

 

Test steps  

1 Setup the appropriate environment for the tests 

2 Run the tests related to the top-level REST services of KENTYOU Eye. 

3 Ensure that all tests pass successfully. 

Input data  Data from Eclipse sensiNact container 

Result  The unit tests of KENTYOU Eye are proprietary code of KENTYOU. Their 

primary purpose is 1) to ensure that the REST API is functioning correctly, 2) to 

detect bugs early, and 3) to facilitate maintainability and continuous integration. 

 

These tests have been used and improved during the COGNIFOG integration 

activities with other partners.  

Test Case 

Result  

Achieved 

2.10 KENTYOU UI  

The KENTYOU UI is a client-side user interface running in the browser, designed to provide an ergonomic 

and user-friendly visualisation of data available in the KENTYOU Eye. Two specific tests were conducted to 

meet the needs of COGNIFOG. First, we implemented credential creation to ensure access is restricted to 

authorised users, utilising Keycloak's [8] open-source identity and access management solution. Second, we 

verified the proper configuration of the UI to accurately display relevant data on its dashboard and map, 

ensuring comprehensive and intuitive data representation. 

Table 26: List of test cases for KENTYOU UI 

KENTYOU UI: Test Cases 

Test Case ID Description Result 

TC-UI-01 KENTYOU UI credentials for a COGNIFOG user Achieved 

TC-UI-02 KENTYOU UI configuration to visualise COGNIFOG 

data 

 

 

Table 27: Test case TC-UI-01 

Test Case ID  TC-UI-01 Component  KENTYOU UI 

Description  KENTYOU UI credentials for a COGNIFOG user 

Tested by  KENTYOU 
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Pre-

condition(s)  
- A running Keycloak server 

Test steps  

1 Set up credentials (username/password) for a COGNIFOG user using Keycloak. 

2 Deploy KENTYOU UI and Keycloak 

3 Test COGNIFOG credentials 

Input data  Appropriate credentials 

Result  The test verifies that the Keycloak instance is configured correctly and restricts 

KENTYOU UI access to authorised users only. 

 

 

Test Case 

Result  

Achieved 

 

Table 28: Test case TC-UI-02 

Test Case ID  TC-UI-02 Component  KENTYOU UI 

Description  KENTYOU UI configuration to visualise COGNIFOG data 

Tested by  KENTYOU 

Pre-

condition(s)  
- Running instance of Kentyou Data Hub, providing IoT data 

Test steps  

1 Configure the dashboard of KENTYOU UI to display real-time data of interest. The configuration 

parameters are given below: 

{  

        "sensinactId": "cognifog", 

        "konceptId": "healthmonitor-286521202221381", 

        "kapabilityId": "heartrate~data", 

        "unit": "beats", 

        "icon": "male", 

        "colour": "#F59E0B", 

        "title": "Heart rate" 

      }  

 

Configure the dashboard of KENTYOU UI to display historical data of interest. The configuration 

parameters are given below: 
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      {  

        "sensinactId": "cognifog", 

        "konceptId": "healthmonitor-286521202221381", 

        "kapabilityId": "steps~data", 

        "icon": "cloud", 

        "colour": "#F59E0B", 

        "lineColour": "#F59E0B", 

        "interval": "HOURS", 

        "secondsBefore": 864000, 

        "secondsAfter": 432000, 

        "title": "Number of steps", 

        "y": {  

          "unit": "steps" 

        }  

      }  

 

2 Login to KENTYOU UI 

3 Check the visualisations in the dashboard. 

Input data  Data from KENTYOU Data Hub 

Result  The test ensures the KENTYOU UI is configured appropriately to meet 

COGNIFOG’s requirements. 

 

 
Test Case 

Result  

Achieved 

 

2.11 ARCA KMS Container  

The ARCA KMS container is a docker container that provides the basic cryptographic primitives. The 

container listens to gRPC communication. This container aims to provide easy and secure access to the 

cryptographic functions of the COGNIFOG stack. Written entirely in Rust, it takes advantage of the numerous 

security measures guaranteed by the language, such as memory protection, concurrency handling, strong 
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typing,... To test our application, we used the unit testing functionalities proposed by Rust. In this way, we can 

test all the implemented functions and their correct behaviour in different scenarios.. 

 

Table 29: List of test cases for ARCA KMS Container 

Key management system: Test Cases 

Test Case ID Description Result 

TC-KeyManagementSystem-01 Check that the key management system is 

working properly 

Achieved 

 

Table 30: Test case TC-KeyManagementSystem-01 

Test Case ID   TC-KeyManagementSystem-01 Component  KMS 

Description The KMS is responsible for all cryptographic operations performed on Arca OS. 

Tested by CYSEC 

Pre-condition(s) The source code must be on the host running the tests, and you must have installed 

Rust and Protobuff. 

Test steps 

1 Run the cargo commands: cargo test -q 

Input data Automated unit tests 

Result We can see that each test was successful. 
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Test Case Result Achieved 

 

2.12 Network Slice Manager 

A Slice Manager is a crucial component in network slicing, particularly within 5G networks, where it manages 

the creation, allocation, and lifecycle of network slices. Each network slice is a virtualised, independent end-

to-end network tailored for specific use cases or services, such as IoT, enhanced mobile broadband, or ultra-

reliable low-latency communications. The Slice Manager orchestrates resources, ensuring each slice meets its 

required performance, security, and isolation parameters. It dynamically adjusts resources based on demand 

and policy, enabling efficient and flexible use of the network infrastructure while maintaining service quality 

and compliance with Service Level Agreements (SLAs). 

The initial test aims to deploy a new dockerised Slice Manager entity and grant access to its API list of calls.  
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Table 31: List of Network Slice Manager test cases 

Network Slice Manager: Test Cases 

Test Case ID Description Result 

TC-Slice Manager-01 Slice Manager basic configuration test Achieved 
 

Table 32: Test case TC-Slice Manager-01 

Test Case 

ID   

 TC-Slice Manager-01 Component  Slice Manager 

Description  Slice Manager basic configuration test 

Tested by  I2CAT 

Pre-

condition(s)

  

¶ vCPU: 1 

¶ RAM: 1 GB 

¶ Disk: 10 GB 

¶ NIC: 1 interface (with Internet access) 

Test steps  

1  The Slice Manager can run inside a docker container. Docker is required to build the docker 

image and 

create a container. An installation guide for various systems is provided on the official 

Docker Website. 

MongoDB and Slice Manager images must be created and instantiated as containers. Each 

container performs a bind mount (-v) with the required files. 

2 After deploying, MongoDB should be listening on its port, and the Slice Manager API 

should be accessible at http://localhost:8989. 

Input data  bash ./deploy.sh -u docker 

Result  

  

 

 
Test Case 

Result  

Achieved 
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2.13 IoT Edge Gateway  

The IoT Edge Gateway is designed to facilitate heterogeneous networking in the IoT-edge-cloud continuum. 

It is an intermediate element connecting low-capable devices at the far edge with the rest of the fog/cloud 

infrastructure. 

The unit tests presented here demonstrate the IoT Edge Gateway's capability to operate on two different 

operating systems (Debian 12 and ARCA OS Embedded), its components' easy deployment via K3s, and its 

effectiveness as an intermediary that forwards messages from MATTER- or MQTT-based end devices to an 

external MQTT broker. 

Table 33: Test Case list of the IoT Edge GW 

IoT edge GW: Test Cases 

Test Case ID Description Result 

TC-IoTedgeGW-01 Raspberry Pi basic configuration (Debian 12) Achieved 

TC-IoTedgeGW-02 Raspberry Pi basic configuration (ARCA OS Embedded) Achieved 

TC-IoTedgeGW-03 Deployment of the components of the IoT edge GW via 

.yaml manifests 

Achieved 

TC-IoTedgeGW-04 Proper configuration of Home Assistant Achieved 

TC-IoTedgeGW-05 Proper configuration of the Matter controller add-on Achieved 

TC-IoTedgeGW-06 Essential operation of the MQTT bridge Achieved 

TC-IoTedgeGW-07 Proper translation of incoming MATTER-based 

messages to MQTT and forwarding to the MQTT broker 

Achieved 

TC-IoTedgeGW-08 Proper filtering of incoming MQTT-based messages and 

forwarding to the MQTT broker 

Achieved 

 

Table 34: Test case TC-IoTedgeGW-01 

Test Case ID  TC-IoTedgeGW-

01 

Component  IoT edge GW 

Description  Raspberry Pi basic configuration (Debian 12) 

Tested by  I2CAT 

Pre-

condition(s)  
- Availability of a Raspberry Pi 4B (4GB RAM and 32GB SD card) 

Test steps  

1  (Optional) Establish a Wi-Fi permanent connection 

https://github.com/cognifog-eu/iot-edge-gw/?tab=readme-ov-file#a1-optional-wifi -permanent-

connection 

2 (Optional) Configure the Raspberry Pi as a Wi-Fi AP at 2.4 GHz 

https://github.com/cognifog-eu/iot-edge-gw/?tab=readme-ov-file#a2-optional-configuring-a-

raspberry-pi-as-a-wifi -access-point-at-24-ghz 

Input data  Configuration commands 

Result  Once configured as a Wi-Fi AP, the name of the interface wlan0 of the Raspberry Pi 

should be ‘Hotspotô. This can be observed by executing the command nmcli con 

show. 

 

https://github.com/cognifog-eu/iot-edge-gw/?tab=readme-ov-file#a1-optional-wifi-permanent-connection
https://github.com/cognifog-eu/iot-edge-gw/?tab=readme-ov-file#a1-optional-wifi-permanent-connection
https://github.com/cognifog-eu/iot-edge-gw/?tab=readme-ov-file#a2-optional-configuring-a-raspberry-pi-as-a-wifi-access-point-at-24-ghz
https://github.com/cognifog-eu/iot-edge-gw/?tab=readme-ov-file#a2-optional-configuring-a-raspberry-pi-as-a-wifi-access-point-at-24-ghz
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From that moment on, any Wi-Fi-capable device should be able to connect to the Wi-

Fi network generated by the Raspberry Pi using the corresponding credentials (i.e., 

SSID and password). 

 

Test Case 

Result  

Achieved 

 

Table 35: Test case TC-IoTedgeGW-02 

Test Case ID  TC-IoTedgeGW-

02 

Component  IoT edge GW 

Description  Raspberry Pi basic configuration (ARCA OS Embedded) 

Tested by  I2CAT 

Pre-

condition(s)  

Availability of a Raspberry Pi 4B (4GB RAM and 32GB SD card) 

Test steps  

1  (Optional) Configure the Raspberry Pi as a Wi-Fi AP at 2.4 GHz 

https://github.com/cognifog-eu/iot-edge-gw/blob/main/ARCA_OS.md#a-configuring-a-

raspberry-pi-as-a-wifi -access-point-at-24-ghz  

2 Solve issues with the Home Assistant  

https://github.com/cognifog-eu/iot-edge-gw/blob/main/ARCA_OS.md#c-solving-issues-with-

home-assistant-permanent-method  

Input data  Configuration commands 

Result  Once configured as a Wi-Fi AP, the mode of the interface wlan0 of the Raspberry Pi 

should be ‘apô. This can be observed within the iwctl environment by executing the 

device list command. 

 

 
 

From that moment on, any Wi-Fi-capable device should be able to connect to the Wi-

Fi network generated by the Raspberry Pi using the corresponding credentials (i.e., 

SSID and password). 

 

Test Case 
Result  

Achieved 

 

 

https://github.com/cognifog-eu/iot-edge-gw/blob/main/ARCA_OS.md#a-configuring-a-raspberry-pi-as-a-wifi-access-point-at-24-ghz
https://github.com/cognifog-eu/iot-edge-gw/blob/main/ARCA_OS.md#a-configuring-a-raspberry-pi-as-a-wifi-access-point-at-24-ghz
https://github.com/cognifog-eu/iot-edge-gw/blob/main/ARCA_OS.md#c-solving-issues-with-home-assistant-permanent-method
https://github.com/cognifog-eu/iot-edge-gw/blob/main/ARCA_OS.md#c-solving-issues-with-home-assistant-permanent-method
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Table 36: Test case TC-IoTedgeGW-03 

Test Case ID  TC-IoTedgeGW-

03 

Component  IoT edge GW 

Description  Deployment of the components of the IoT edge GW via .yaml manifests 

Tested by  I2CAT 

Pre-

condition(s)  
- K3S properly installed and running in the Raspberry Pi 

- Correct deployment of a single-node Kubernetes cluster 

- Correct application of the Raspberry Pi basic configuration (whether over 

Debian 12 or ARCA OS Embedded) 

Test steps  

1  Copy the .yaml manifests of the different components from the corresponding GitHub repository 

to a folder of the Raspberry Pi: 

- Home Assistant: https://github.com/cognifog-eu/iot-edge-gw/tree/main/manifests/home-

assistant 

- Matter controller: https://github.com/cognifog-eu/iot-edge-

gw/tree/main/manifests/matter-controller 

- MQTT bridge: https://github.com/cognifog-eu/mqtt-broker/tree/main/manifests/bridge  

2 Inside each resulting folder of the Raspberry Pi, apply the configuration from all .yaml files of 

that folder 

kubectl apply -f . 

3 Verify the correct deployment of the different components 

kubectl get pods -A 

Input data  Set of .yaml manifest files corresponding to the configuration of Home Assistant, the 

Matter controller add-on, and the MQTT bridge.  

Result  After executing the kubectl get pods -A command, it can be seen highlighted in blue, 

orange, and yellow that Home Assistant, the Matter controller add-on, and the MQTT 

bridge component, respectively, have been properly deployed. 

 

 
Test Case 

Result  

Achieved 

 

Table 37: Test case TC-IoTedgeGW-04 

Test Case ID  TC-IoTedgeGW-

04 

Component  IoT edge GW 

Description  Proper configuration of Home Assistant 

Tested by  I2CAT 

Pre-

condition(s)  
- Correct deployment of the Home Assistant component 

Test steps  

1a To apply a new basic Home Assistant configuration, copy the ha-config-<version>.rar file from 

https://github.com/cognifog-eu/iot-edge-gw/tree/main/ha-config/v2.0 into the Raspberry Pi, 

unzip it, and paste it into /home/cognifog/iot-edge-gw/ha-config, replacing all previously existing 

files. 

https://github.com/cognifog-eu/iot-edge-gw/tree/main/manifests/home-assistant
https://github.com/cognifog-eu/iot-edge-gw/tree/main/manifests/home-assistant
https://github.com/cognifog-eu/iot-edge-gw/tree/main/manifests/matter-controller
https://github.com/cognifog-eu/iot-edge-gw/tree/main/manifests/matter-controller
https://github.com/cognifog-eu/mqtt-broker/tree/main/manifests/bridge
https://github.com/cognifog-eu/iot-edge-gw/tree/main/ha-config/v2.0
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1b Alternatively, only the basic information of the IoT Edge GW can be set according to the template 

provided in the file configuration. yaml of Home Assistant from https://github.com/cognifog-

eu/iot-edge-gw/tree/main/ha-config/v2.0 and replace the one existing in the folder 

/home/cognifog/iot-edge-gw/ha-config of the Raspberry Pi. 

2 After a successful installation (even if neither test step 1a nor 1b was applied), Home Assistant 

should be running at the IP address of the Raspberry Pi and port 8123: 

http://[IP_ADDRESS]:8123 

*  A complete configuration guide of Home Assistant can be found at: 

https://github.com/cognifog-eu/iot-edge-gw/tree/main/ha-config  

Input data  Accessing the Home Assistant dashboard via a web browser 

Result  If no configuration was previously applied, the Home Assistant configuration page 

should be displayed after entering the specified URL (whether from the Raspberry Pi 

itself or from a laptop connected to the same network).  

 

Once Home Assistant is appropriately configured, reaccessing the same URL will 

bring up its main dashboard on the screen. 

 

 
Test Case 

Result  

Achieved 

 

Table 38: Test case TC-IoTedgeGW-05 

Test Case ID  TC-IoTedgeGW-

05 

Component  IoT edge GW 

Description  Proper configuration of the Matter controller add-on 

Tested by  I2CAT 

Pre-

condition(s)  
- Correct deployment of the Home Assistant component 

- Correct deployment of the Matter controller component 

Test steps  

1  Configuring the Matter Server add-on inside Home Assistant may be needed. To do it, follow 

these steps: 

- Go to Settings -> Devices & services 

- Click Add Integration 

- Type 'Matter' into the field 'Search for a brand name' 

- Click 'Matter (BETA)' 

- Check that the URL* field contains ws://localhost:5580/ws 

- Click ‘Submit’ 

*  A complete configuration guide of the Matter Server add-on can be found at: 

https://github.com/cognifog-eu/iot-edge-gw/tree/main/ha-config/v2.0
https://github.com/cognifog-eu/iot-edge-gw/tree/main/ha-config/v2.0
https://github.com/cognifog-eu/iot-edge-gw/tree/main/ha-config
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https://github.com/cognifog-eu/iot-edge-gw/tree/main?tab=readme-ov-file#d2-matter-controller-

add-on-for-home-assistant 

Input data  Configuration commands 

Result  If properly linked to Home Assistant, the Matter controller add-on configuration 

should display the message “Successfully reconfigured the Matter integration.” 

 

 
 

Once configured, the Matter Server add-on automatically listens on port 5580 for 

incoming MATTER messages. 

 

Test Case 

Result  

Achieved 

 

Table 39: Test case TC-IoTedgeGW-06  

Test Case ID  TC-IoTedgeGW-

06 

Component  IoT edge GW 

Description  Basic operation of the MQTT bridge 

Tested by  I2CAT 

Pre-

condition(s)  
- Correct deployment of the MQTT bridge component 

- At least one MQTT-based end device sending data to the IoT edge GW 

Test steps  

1 Once deployed, the MQTT bridge automatically listens on port 1883 for incoming MQTT 

messages. 

2 Go inside the pod of the MQTT bridge 

sudo kubectl exec -it mqtt-broker-c5b6d875-ff8gz -n mqtt -- sh 

3 Subscribe to all incoming MQTT messages 

/ # mosquitto_sub -u i2cat -P <PASSWORD>-t "#" 

Input data  MQTT messages received from MQTT-based IoT end devices 

Result  After executing the mosquitto_sub command, all retained and real-time incoming 

MQTT messages will appear on the screen: 

 

https://github.com/cognifog-eu/iot-edge-gw/tree/main?tab=readme-ov-file#d2-matter-controller-add-on-for-home-assistant
https://github.com/cognifog-eu/iot-edge-gw/tree/main?tab=readme-ov-file#d2-matter-controller-add-on-for-home-assistant
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The open-source MQTT explorer software 

[1] Kubernetes - https://kubernetes.io/ 

[2] Open Cluster Management - https://open-cluster-management.io/ 

[3] Thanos - https://thanos.io/ 

[4] Helm - https://helm.sh/ 

[5] sensiNact. Retrieved from 

https://projects.eclipse.org/projects/technology.sensinact 

[6] JDK - https://www.oracle.com/java/technologies/downloads/ 

[7] Maven - https://maven.apache.org/ 

[8] Keycloak - https://www.keycloak.org/ 

[9] can provide a more organized view of the different incoming MQTT messages. 

 

 
Test Case 

Result  

Achieved 

 

Table 40: Test case TC-IoTedgeGW-07 

Test Case ID  TC-IoTedgeGW-

07 

Component  IoT edge GW 

Description  Proper translation of incoming MATTER-based messages to MQTT and forwarding 

to the MQTT broker 

Tested by  I2CAT 

Pre-

condition(s)  
- Correct configuration of the Home Assistant component 

- Correct configuration of the Matter controller add-on  

- Correct deployment of an MQTT broker in an external VM 

- Communication between the IoT edge GW and the MQTT broker 
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- Authentication of the IoT edge GW according to the credentials of the MQTT 

broker  

- At least one MATTER-based end device sending data to the IoT edge GW 

Test steps  

1  Copy the file automations.yaml of Home Assistant from the repository 

https://github.com/cognifog-eu/iot-edge-gw/tree/main/ha-config/v2.0 and replace the one 

existing in the folder /home/cognifog/iot-edge-gw/ha-config of the Raspberry Pi. 

*  A complete configuration guide of Home Assistant can be found at: 

https://github.com/cognifog-eu/iot-edge-gw/tree/main/ha-config  

Input data  MATTER messages received from MATTER-based IoT end devices 

Result  The messages from the MATTER-based IoT end devices are correctly received by 

the IoT edge GW. According to the established automation scripts, these messages 

are automatically translated into MQTT (according to the JSON-based CloudEvents 

specification) and forwarded to the MQTT broker of the external VM. 

 

The following screenshot includes the example of a message received by the MQTT 

broker (hosted in an external VM) which was originally generated by a MATTER-

based device. 

 

 
 

Furthermore, the Automation page of Home Assistant provides a GUI method for 

creating and managing automation. It also shows the last time an automation was 

triggered. 

 

 
Test Case 

Result  

Achieved 

 

https://github.com/cognifog-eu/iot-edge-gw/tree/main/ha-config/v2.0
https://github.com/cognifog-eu/iot-edge-gw/tree/main/ha-config
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Table 41: Test case TC-IoTedgeGW-08 

Test Case ID  TC-IoTedgeGW-

08 

Component  IoT edge GW 

Description  Proper filtering of incoming MQTT-based messages and forwarding to the MQTT 

broker 

Tested by  I2CAT 

Pre-

condition(s)  
- Correct configuration of the MQTT bridge 

- Correct deployment of an MQTT broker in an external VM 

- Communication between the IoT edge GW and the MQTT broker 

- Authentication of the IoT edge GW according to the credentials of the MQTT 

broker  

- At least one MQTT-based end device sending data to the IoT edge GW 

Test steps  

1  Once the MQTT bridge has been deployed, it is necessary to check the mosquitto.conf section 

located in the mosquitto-cm.yaml file. To turn the MQTT broker into an MQTT bridge, some 

configuration lines were added referring to the filtering and forwarding policies: 

https://github.com/cognifog-eu/mqtt-broker?tab=readme-ov-file#d-specific-configuration-for-

the-mqtt-bridge  

2 These default filtering and forwarding policies can be modified to support the specific underlying 

application if needed. Otherwise, the default setup will be applied. 

Input data  MQTT messages received from MQTT-based IoT end devices 

Result  The IoT edge GW correctly receives messages from the MQTT-based IoT end 

devices. According to the established filtering and forwarding policies, these 

messages are automatically forwarded to the MQTT broker of the external VM. 

 

The following screenshot includes the example of a message received by the MQTT 

broker, initially generated by an MQTT-based device. Note the format of the received 

MQTT message, which follows the JSON-based CloudEvents specification. 

 

 
 

Not all MQTT messages received by the IoT edge GW (see the screenshot of the 

MQTT explorer from TC-Component-06) were forwarded to the MQTT broker, but 

only those belonging to some selected topics. This demonstrates the filtering 

capabilities of the MQTT bridge. 

 

Lastly, the TC-Component-07 and TC-Component-08 test cases prove the suitability 

of the IoT edge GW as an intermediate device for forwarding messages from MQTT- 

and MATTER-based end devices in the same network environment. 

 

https://github.com/cognifog-eu/mqtt-broker?tab=readme-ov-file#d-specific-configuration-for-the-mqtt-bridge
https://github.com/cognifog-eu/mqtt-broker?tab=readme-ov-file#d-specific-configuration-for-the-mqtt-bridge
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Test Case 

Result  

Achieved 

2.14 MQTT Brok er  

The MQTT broker is a server that manages the transmission of messages between different devices using the 

MQTT protocol. It acts as a middleman, allowing clients to subscribe to specific topics and publish messages 

forwarded to interested subscribers. 

The unit tests presented here demonstrate the easy deployment of the MQTT broker via K3s and the correct 

reception of authenticated messages from the IoT Edge GW. 

Table 42: Test cases list of the MQTT broker 

MQTT broker: Test Cases 

Test Case ID Description Result 

TC-MQTTbroker-01 Deployment of the MQTT broker via .yaml manifests Achieved 

TC-MQTTbroker-02 Proper reception of MQTT messages Achieved 

 

Table 43: Test case TC-MQTTbroker-01 

Test Case ID  TC-MQTTbroker-01 Component  MQTT broker 

Description  Deployment of the MQTT broker via .yaml manifests 

Tested by  I2CAT 

Pre-

condition(s)  
- K3S properly installed and running in an Ubuntu-based Virtual Machine 

- Deployment of a single-node Kubernetes cluster 

Test steps  

1  Copy the .yaml manifests from the corresponding GitHub repository to a folder of the VM 

https://github.com/cognifog-eu/mqtt-broker/tree/main/manifests/broker  

2 Inside the resulting folder of the VM, apply the configuration from all .yaml files of that folder 

kubectl apply -f . 

3 Verify the correct deployment of the MQTT broker 

kubectl get pods -A 

Input data  Set of .yaml manifest files corresponding to the configuration of the MQTT broker. 

Result  After executing the kubectl get pods -A command, the MQTT broker component has 

been properly deployed since its status is ‘running’, highlighted in yellow. 

 

 

https://github.com/cognifog-eu/mqtt-broker/tree/main/manifests/broker
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Test Case 

Result  

Achieved 

 

Table 44: Test case TC-MQTTbroker-02 

Test Case ID  TC-MQTTbroker-

02 

Component  MQTT broker 

Description  Proper reception of MQTT messages 

Tested by  I2CAT 

Pre-

condition(s)  
- Successful deployment of the MQTT broker into the Kubernetes cluster 

- Communication between the IoT edge GW and the MQTT broker 

- Authentication of the IoT edge GW according to the credentials of the MQTT 

broker  

- MQTT explorer tool installed in a laptop with access to the VM  

Test steps  

1  Once deployed, the MQTT broker automatically listens on port 1883 for incoming MQTT 

messages. 

2 Go inside the pod of the MQTT broker 

sudo kubectl exec -it mqtt-broker-75b45676b7-h4lg2 -n mqtt -- sh 

3 Subscribe to all incoming MQTT messages 

/ # mosquitto_sub -u i2cat -P <PASSWORD>-t "#" 

Input data  MQTT messages received from the IoT edge GW 

Result  After executing the mosquitto_sub command, all retained and real-time incoming 

MQTT messages will appear on the screen: 

 

 
 

A more organised view of the different incoming MQTT messages can be obtained 

by using the open-source MQTT explorer software (https://mqtt-explorer.com/): 

 

 

https://mqtt-explorer.com/


D4.5: Lab testing and optimisation report initial version   
 

 Grant Agreement: 101092968 -44- 

 

Test Case 

Result  

Achieved 

 

2.15 Smart Allocator  

Smart Allocator functionally resolves to find a workload placement strategy on the existing infrastructure 

based on the feasibility of required resources and availability. This component is tested for its completeness 

while including false positives in the following test cases.  

Table 45: List of Smart Allocator tests cases 

Smart Allocator: Test Cases 

Test Case ID Description Result 

TestNoNodesForWorkload The parseAndSolve function is tested in a 

scenario where there are not enough 

resources on the node to satisfy the 

workload requirements. It checks whether 

the function correctly returns an error in 

this case. 

Achieved 

TestSolve Here, we test the parseAndSolve function 

with a scenario with enough resources on 

the nodes to satisfy the workload 

requirements. It checks if the function 

correctly assigns workloads to nodes and 

channels to paths.  

 

Achieved 

TestSolve_MAppsNw The TestSolve_MAppsNw test is 

designed to test the solve function with a 

model that has multiple applications and 

networks. 

Achieved 

TestExportedSolve_errorYieldsEmptyAssignment This test checks the Solve function with 

two models that cause errors. It tests 

whether the function correctly handles the 

error and returns an empty assignment. 

Achieved 

TestStateNodesForWorkloads_happyCase_costs The test is designed to test the 

nodesForWorkloads function in scenarios 

where nodes and workloads have costs 

associated with them. 

Achieved 

 

Table 46: Test case TestNoNodesForWorkload 

Test Case ID  TestNoNodesForWorkload Component  Smart Allocator 

Description  The parseAndSolve function is tested in a scenario where there are not enough resources 

on the node to satisfy the workload requirements. It checks whether the function correctly 

returns an error in this case. 

Tested by  Siemens 

Pre-

condition(s)  

The smart allocator is deployed, the application requirements are specified, and 

infrastructure resources are available. 

Test steps  

1  Specify the model name. 

2 Specify an application with one workload that needs 2000 CPU and 16000 RAM. 

3 Specify a node that only provides 1000 CPU and 8000 RAM. 
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4 Expect an output: an error message saying "no node for workload A1.W1". 

Input data  string, the domain-specific language defined by the smart allocator 

Result  Success. As expected, we had received an expected error message `no node for workload 

A1.W1.` 

Test Case 

Result  

Achieved 

 

Table 47: Test case TestSolve 

Test Case ID  TestSolve Component  Smart Allocator 

Description  This function tests the parseAndSolve function with a scenario with enough resources on 

the nodes to satisfy the workload requirements. It checks if the function correctly assigns 

workloads to nodes and channels to paths.  

Tested by  Siemens 

Pre-

condition(s)  

The smart allocator is deployed, the application requirements are specified, and 

infrastructure resources are available. 

Test steps  

1  Specify the model name. 

2 Specify an application with three workloads, each with 500 CPU and 4000 RAM. 

3 Specify required channels for the workloads to communicate: 

‘channel W1→W2,W2→W3,W3→W1 needs lat:5 bw:100’ 

where each has not more than 5ms latency and at least 100mb/s bandwidth. 

3 Specify three nodes where each provides 1000 CPU and 8000 RAM, and three available network links 

where each has 3ms latency and 200mb/s capacity: 

‘network net link C1↔C2,C1↔C3,C2↔C3 with lat:3 bw:200 path:yes’ 

4 Specify the expected output.  

A string representation of the assignment of workloads to nodes and channels to paths: 

"(assignment  

 (workloads A1.W1:C1 A1.W2:C2 A1.W3:C3)  

 (channels A1.W1→A1.W2: 

  net:C1→C2 A1.W2→A1.W3: 

  net:C2→C3 A1.W3→A1.W1: 

  net: C3→C1))" 

Input data  string, the domain-specific language defined by smart allocator implementation 

Result  Success: We had received an expected assignment plan. 

Test Case 

Result  

Achieved 

 

Table 48: Test case TestSolve_MAppsNw 

Test Case ID  TestSolve_MAppsNw Component  Smart Allocator 

Description  The TestSolve_MAppsNw test is designed to test the solve function with a model that 

has multiple applications and networks. 

Tested by  Siemens 

Pre-

condition(s)  

The smart allocator is deployed, the application requirements are specified, and 

infrastructure resources are available. 

Test steps  

1  Specify the model name. 

2 Specify the required channels for an application in multiple apps. asgmt file: 

application App1 

workload W1 needs cpu:1000 ram:8000 labels:(~DB) 
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workload W2 needs cpu:1000 ram:8000 labels:(~DB) 

  

channel W1—W2 needs lat:10 bw:5,2 

  

application App2 

workload W3 needs cpu:1000 ram:8000 labels:(DB) 

  

application App3 

workload W4 needs cpu:1000 ram:8000 labels:(GPU) 

workload W5 needs cpu:1000 ram:8000 labels:(GPU) 

workload W6 needs cpu:1000 ram:8000 

  

channel W4—W5 needs lat:10 bw:7,1 

channel W5—W6 needs lat:10 bw:7,1 

  

application App4 

workload W7 needs cpu:1000 ram:8000 

workload W8 needs cpu:1000 ram:8000 

workload W9 needs cpu:1000 ram:8000 

  

channel W7—W8 needs lat:10 bw:2 

channel W7—W9 needs lat:10 bw:2,1 

  

application App5 

workload W10 needs cpu:1000 ram:8000 labels:(Sens) 

workload W11 needs cpu:1000 ram:8000 labels:(GPU) 

workload W12 needs cpu:1000 ram:8000 labels:(GPU) 

  

channel W10—W11 needs lat:10 bw:5,1 

channel W10—W12 needs lat:10 bw:10,2 

channel W11—W12 needs lat:10 bw:3,1 

3 Specify 7 nodes: 

node C1,C2 provides cpu:2000-500 ram:16000-1000 

node C3 provides cpu:2000 ram:16000 

node C4 provides cpu:1500 ram:16000 labels:(DB GPU) 

node C5 provides cpu:1000 ram:8000 labels:(Sens) 

node C6,C7 provides cpu:1000 ram:8000 labels:(GPU) 

And the available network: 

network eth 

node N1,N2,N3 

link C1↔N1,C2↔N1 with lat:1 bw:1000-100 

link C3↔N1,C4↔N2 with lat:1 bw:1000 

link C6↔N3,C7↔N3,C5↔N3 with lat:3 bw:100 

link N1↔N2,N2↔N3 with lat:5 bw:10 

  

  

3 Populate the paths between nodes to make links explicit for the solve function: 

find paths ( 

    C1•C2 C1•C3 C1•C4 C1•C5 C1•C6 C1•C7 

 C2•C3 C2•C4 C2•C5 C2•C6 C2•C7 

 C3•C4 C3•C5 C3•C6 C3•C7 

 C4•C5 C4•C6 C4•C7 

 C5•C6 C5•C7 

 C6•C7 

) 
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4 Specify the expected output: 

"(assignment "+ 

"(workloads App2.W3:C4 App3.W4:C6 App3.W5:C7 App1.W1:C3"+ 

" App1.W2:C1 App3.W6:C5) "+ 

"(channels App3.W4→App3.W5:eth:C6→C7 App3.W5→App3.W4:eth:C7→C6"+ 

" App1.W1→App1.W2:eth:C3→C1 App1.W2→App1.W1:eth:C1→C3"+ 

" App3.W5→App3.W6:eth:C7→C5 App3.W6→App3.W5:eth:C5→C7))" 

Input 

data  
string, the domain-specific language defined by smart allocator implementation 

Result  Success: We had received an expected assignment plan. 

Test Case 

Result  
Achieved 

 

Table 49: Test case TestExportedSolve_errorYieldsEmptyAssignment 

Test Case ID  TestExportedSolve_errorYieldsEmptyAssignment Component  Smart Allocator 

Description  This test checks the Solve function with two models that cause errors. It tests whether the 

function correctly handles the error and returns an empty assignment. 

Tested by  Siemens 

Pre-

condition(s)  

The smart allocator is deployed, the application requirements are specified with error, and 

infrastructure resources are available. 

Test steps  

1  Specify the model name. 

2 The test uses a model where a channel tries to connect to a non-existent workload. The model is 

defined as follows: 

model := parse(` 

  workload assignment v1 

  model errorYieldsEmptyAssignment 

  application A1 

   workload W1,W2 needs cpu:500 ram:2000 

   channel W1→Wx needs lat:5 bw:100 

  node N1 provides cpu:1000 ram:8000 

  network net link N1→N1 with lat:2 bw:1000 path:yes`) 

In this model, the channel W1→Wx is trying to connect to a workload Wx that does not exist in the 

application A1. This is expected to cause an error. 

3 We specify that the expected output for the above-specified model would be an error message 

containing the string "unknown workload: A1.Wx" and a nil assignment. 

  

3 Next, we specify another model where there is no possible assignment that satisfies the 

requirements of the workloads. The model is defined as follows: 

model = parse(` 

  workload assignment v1 

  model noSolution 

  application A1 

   workload W1,W2 needs cpu:500 ram:5000 

  node N1 provides cpu:1000 ram:8000 

  network net link N1→N1 with lat:2 bw:1000 path:yes`) 

In this model, each workload requires 500 units of CPU and 5000 units of RAM, but node N1 only 

provides 1000 units of CPU and 8000 units of RAM. Therefore, it is not possible to assign both 

workloads to the node. 

4 The expected output for this part of the test is an error message containing the string "no assignment 

found" and a nil assignment. 
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Input 

data  
string, the domain-specific language defined by smart allocator implementation 

Result  Success: We received an expected error message. 

Test Case 

Result  
Achieved 

 

 

 

Table 50: Test case TestStateNodesForWorkloads 

Test Case ID  TestStateNodesForWorkloads_happyCase_costs Component  Smart Allocator 

Description  The TestStateNodesForWorkloads_happyCase_costs test is designed to test the 

nodesForWorkloads function in scenarios where costs are associated with the nodes and 

workloads. 

Tested by  Siemens 

Pre-

condition(s)  

The smart allocator is deployed, the application requirements are specified with error, and 

infrastructure resources are available. 

Test steps  

1  Specify the model name. 

2 The input for this test is a model defined in the newStateFromText function. The model includes 

an application A1 with two workloads, W1 and W2, and four nodes, N1, N2, N3, and N4, with 

different CPU and RAM capacities and costs associated with the nodes and workloads.  Here's 

a brief overview of the model:   

Workload W1 needs 5 units of CPU and 10 units of RAM. 

Workload W2 needs 100 units of CPU and 1000 units of RAM. 

Nodes N1 and N2 provide 50 units of CPU and 100 units of RAM. 

Nodes N3 and N4 provide 500 units of CPU and 2000 units of RAM. 

Costs for nodes are defined as N1:100 and N2:200. 

Workload A1•W1 has node priorities defined as N1:75, N2:50, and N3:25. 

Workload A1•W2 has node priorities defined as N1:75, N4:50, and N3:25. 

3 We specify the expected output of this test; the nodesForWorkloads function should correctly 

assign nodes to the workloads based on their requirements and the defined costs and priorities. 

The function should also correctly calculate the priorities for each workload based on the 

defined costs and priorities.  The test checks the priorities of the workloads after the 

nodesForWorkloads function is called. For workload A1•W1, the expected priorities are 

N1:625, N2:750, and N3:875. For workload A1•W2, the expected priorities are N1:625, 

N3:875, N4:750, and N2:0.  

Input 

data  
string, the domain-specific language defined by smart allocator implementation 

Result  Success, We had received correctly assigned workloads to nodes and correctly calculated 

the priorities based on the defined costs and priorities. 

Test Case 

Result  
Achieved 
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3 Cognitive-Fog Platform Lab Testing   

Integration tests are vital part of ensuring quality of a software where components of the software are gradually 

integrated and tested as a unified group. Since the individual components are functionally tested via unit tests, 

any compatibility defects due to subsystem/library versions, data type conflicts, inconsistent communication 

protocols between software modules are regulated in integration tests. Generally, an integration test occurs 

after unit test and before a system level test.  

In this section, each integration testing is reported following an integration test template that captures test 

purpose, configuration, and pre-conditions if any, followed with distinct steps to execute integration test and 

concluding with the outcome of test. 

3.1  Integration Testing Results 

The following table describes the identified COGNIFOG communication interfaces with their communication 

protocol between interacting components. Each interaction highlighted in this table is identified with an ID 

wherein an integration test report for that ID is described in detail as an individual sub-section. As this 

deliverable is an initial report, it reflects the current state of integration tests that have been achieved. Since 

COGNIFOG platform integration is not complete and is in progress, not all the identified interactions have a 

corresponding integration test report. Integration tests have been achieved for the following ID of the table:  

COGNIFOG_INT_01, COGNIFOG_INT_03, COGNIFOG_INT_04, COGNIFOG_INT_08, 

COGNIFOG_INT_09, COGNIFOG_INT_10, COGNIFOG_INT_18, COGNIFOG_INT_19, 

COGNIFOG_INT_20, COGNIFOG_INT_21, COGNIFOG_INT_25, COGNIFOG_INT_26, 

COGNIFOG_INT_27, COGNIFOG_INT_28, COGNIFOG_INT_29, COGNIFOG_INT_43, 

COGNIFOG_INT_44,          COGNIFOG_INT_49 

Table 51: List of COGNIFOG Communication Interfaces 

ID Sender Receiver Technology 

COGNIFOG_INT_01 Comprehensive 

COGNIFOG Dashboard 

(EBOS) 

Continuum Orchestrator 

Scheduler (ATOS) 

REST API 

COGNIFOG_INT_02 Continuum Orchestrator 

Scheduler (ATOS) 

Comprehensive 

COGNIFOG Dashboard 

(EBOS) 

REST API 

COGNIFOG_INT_03 Comprehensive 

COGNIFOG Dashboard 

(EBOS) 

Polygraph Modelling 

(CEA) 

WebSocket  

COGNIFOG_INT_04 Polygraph Modelling 

(CEA) 

Comprehensive 

COGNIFOG Dashboard 

(EBOS) 

REST API 

COGNIFOG_INT_05 KENTYOU Eye (KENT) Comprehensive 

COGNIFOG Dashboard 

(EBOS) 

REST API 

COGNIFOG_INT_06 Monitoring Aggregator 

(ATOS) 

Comprehensive 

COGNIFOG Dashboard 

(EBOS) 

gRPC 

COGNIFOG_INT_07 Polygraph Monitoring 

(CEA) 

Comprehensive 

COGNIFOG Dashboard 

(EBOS) 

Not yet defined 

COGNIFOG_INT_08 Continuum Orchestrator 

Scheduler (ATOS) 

Continuum Orchestrator 

Agent (ATOS) 

REST API 
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COGNIFOG_INT_09 Continuum Orchestrator 

Agent (ATOS) 

Continuum Orchestrator 

Scheduler (ATOS) 

REST API 

COGNIFOG_INT_10 Continuum Orchestrator 

Scheduler (ATOS) 

Network Slice Manager 

(I2CAT) 

REST API 

COGNIFOG_INT_11 Network Slice Manager 

(I2CAT) 

Continuum Orchestrator 

Scheduler (ATOS) 

REST API 

COGNIFOG_INT_12 Continuum Orchestrator 

Scheduler (ATOS) 

Smart Allocator 

(SIEMENS) 

gRPC 

COGNIFOG_INT_13 Smart Allocator  

(SIEMENS) 

Continuum Orchestrator 

Scheduler (ATOS) 

gRPC 

COGNIFOG_INT_14 Policy Manager (ATOS) Policy Agent (ATOS) Not yet defined 

COGNIFOG_INT_15 Policy Agent (ATOS) Policy Manager (ATOS) Not yet defined 

COGNIFOG_INT_16 Polygraph Modelling 

(CEA) 

Polygraph Monitoring 

(CEA) 

File IO 

COGNIFOG_INT_17 Polygraph Modelling 

(CEA) 

KENTYOU Data Hub 

(includes sensiNact 

platform) (KENT) 

MQTT 

COGNIFOG_INT_18 KENTYOU Data Hub 

(includes sensiNact 

platform) (KENT) 

KENTYOU Eye (KENT) REST API 

COGNIFOG_INT_19 KENTYOU Eye (KENT) KENTYOU Data Hub 

(includes sensiNact 

platform) (KENT) 

REST API 

COGNIFOG_INT_20 IoT Edge GateWay 

(I2CAT) 

KENTYOU Data Hub 

(includes sensiNact 

platform) (KENT) 

MQTT 

COGNIFOG_INT_21 MQTT Broker (I2CAT) KENTYOU Data Hub 

(includes sensiNact 

platform) (KENT) 

MQTT 

COGNIFOG_INT_22 KENTYOU Data Hub 

(includes sensiNact 

platform) (KENT) 

Polygraph Monitoring 

(CEA) 

MQTT 

COGNIFOG_INT_23 KENTYOU AI (KENT) KENTYOU Eye (KENT) REST API 

COGNIFOG_INT_24 KENTYOU Eye (KENT) KENTYOU AI (KENT) REST API 

COGNIFOG_INT_25 KENTYOU Eye (KENT) KENTYOU UI (KENT) REST API 

COGNIFOG_INT_26 KENTYOU UI (KENT) KENTYOU Eye (KENT) REST API 

COGNIFOG_INT_27 Monitoring Aggregator 

(ATOS) 

Monitoring Manager 

(ATOS) 

REST API 

COGNIFOG_INT_28 Monitoring Aggregator 

(ATOS) 

Smart Allocator 

(SIEMENS) 

gRPC 

COGNIFOG_INT_29 Monitoring Agents 

(Performance, Green…) 

(ATOS) 

Monitoring Manager 

(ATOS) 

gRPC 
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COGNIFOG_INT_30 Monitoring Agents 

(Performance, 

Green…)  (ATOS) 

Monitoring Aggregator 

(ATOS) 

gRPC 

COGNIFOG_INT_31 ARCA KMS Container 

(CYSEC)  

Comprehensive 

COGNIFOG Dashboard 

(EBOS) 

gRPC 

COGNIFOG_INT_32 Comprehensive 

COGNIFOG Dashboard 

(EBOS)  

ARCA KMS Container 

(CYSEC) 

gRPC 

COGNIFOG_INT_33 ARCA KMS Container 

(CYSEC) 

Policy Manager (ATOS) gRPC 

COGNIFOG_INT_34 Policy Manager (ATOS) ARCA KMS Container 

(CYSEC)  

gRPC 

COGNIFOG_INT_35 ARCA KMS Container 

(CYSEC)  

Network Slice Manager 

(I2CAT) 

gRPC 

COGNIFOG_INT_36 Network Slice Manager 

(I2CAT)  

ARCA KMS Container 

(CYSEC)  

gRPC 

COGNIFOG_INT_37 ARCA KMS Container 

(CYSEC)  

IoT Gateway (I2CAT) gRPC 

COGNIFOG_INT_38 IoT Gateway (I2CAT)  ARCA KMS Container 

(CYSEC)  

gRPC 

COGNIFOG_INT_39 ARCA KMS Container 

(CYSEC) 

MQTT Broker (I2CAT) gRPC 

COGNIFOG_INT_40 MQTT Broker (I2CAT)  ARCA KMS Container 

(CYSEC)  

gRPC 

COGNIFOG_INT_41 Network Slice Manager 

(I2CAT) 

Network RAN Controller 

(I2CAT) 

REST API 

COGNIFOG_INT_42 Network RAN Controller 

(I2CAT) 

Network Slice Manager 

(I2CAT) 

REST API 

COGNIFOG_INT_43 Network Slice Manager 

(I2CAT) 

IoT Edge Gateway 

(I2CAT) 

REST API 

COGNIFOG_INT_44 IoT Edge Gateway 

(I2CAT) 

Network Slice Manager 

(I2CAT) 

REST API 

 

COGNIFOG_INT_45 Network RAN Controller 

(I2CAT) 

IoT Edge Gateway 

(I2CAT) 

REST API 

COGNIFOG_INT_46 IoT Edge Gateway 

(I2CAT) 

Network RAN Controller 

(I2CAT) 

REST API 

COGNIFOG_INT_47 IoT Edge Gateway 

(I2CAT) 

Policy Agent (ATOS) Not yet defined 

COGNIFOG_INT_48 IoT Edge Gateway 

(I2CAT) 

Monitoring Agents 

(Performance, Green…) 

(ATOS) 

Not yet defined 

COGNIFOG_INT_49 IoT Edge Gateway 

(I2CAT) 

MQTT broker (I2CAT) MQTT 

COGNIFOG_INT_50 Polygraph Modelling 

(CEA) 

Polygraph Monitoring 

(CEA) 

File IO 

COGNIFOG_INT_51 Polygraph Monitoring 

(CEA) 

KENTYOU Data Hub 

(includes sensiNact 

platform) (KENT) 

MQTT 
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COGNIFOG_INT_52 Polygraph Monitoring 

(CEA) 

MQTT broker (I2CAT) MQTT 

COGNIFOG_INT_53 MQTT broker (I2CAT) Polygraph Monitoring 

(CEA) 

MQTT 

 

3.1.1 IoT Edge Gateway, MQTT Broker & KENTYOU Data Hub  

 

Table 52: Integration Testing of IoT Edge Gateway, MQTT Broker & KENTYOU Data Hub 

Test Description  

Identifier  COGNIFOG_INT_20, COGNIFOG_INT_21, COGNIFOG_INT_49 

Component(s)  IoT Edge GW, MQTT broker/bridge, Kentyou Datahub 

Tester(s)  I2CAT, KENTYOU 

Assignee I2CAT 

Test Purpose  Validate IoT sensing data flow from far-edge devices to the cloud.  

Configuration  The IoT data flow test required the use of 4 different entities: 
¶ IoT far edge devices 

¶ HW: Two different options: 
¶ A) ESP32  
¶ B) ESP32-S2 + DHT22 sensor (temperature & 

humidity) 
¶ OS: Tasmota 13.3.0 

¶ SW: Two different options according to the underlying 

communication protocol employed: 
¶ A) MQTT client 
¶ B) MATTER client 

¶ IoT Edge GW 
¶ HW: Raspberry Pi 4B (4GB RAM and 32GB SD card) 
¶ OS: Debian GNU/Linux 11 (bullseye) 
¶ SW: K3S + Home Assistant 2024.2.1 + MATTER Controller 

5.5.3 + Mosquitto MQTT broker 
¶ Edge Server 

¶ HW: VM with 2 GB RAM and 50 GB of storage 
¶ OS: Ubuntu 22.04 
¶ SW: K3S + Mosquitto MQTT broker 

¶ Kentyou Datahub 
¶ HW: 1GHz dual-core GPU, 1GB RAM, 100GB of storage 
¶ OS: GNU/Linux (tested on Ubuntu 22.04-based Docker image) 
¶ SW: Java 17+ 

  
The network configuration of the entire integration test can be observed in Figure 

1.     Four networks are defined: 
¶ Far-edge network: The IoT Edge GW acts as a WiFi hotspot and 

creates the network 192.168.6.0/24. Far-edge devices are associated 

with and provided with an IP address via DHCP.  
¶ Edge network: This is based on the i2CAT internal network and allows 

the connectivity between the IoT Edge GW and the Edge Server. 
¶ Edge-cloud network: This is based on the Internet and allows the 

KENTYOU Datahub to retrieve data from the Edge Server. 
¶ Remote access network: This network does not directly participate in 

the IoT data flow. Its primary purpose is to enable remote control over 
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various testbed components, including far-edge devices, the IoT Edge 

GW, and the Edge Server, through a VPN connected to the internal 

network of i2CAT. 

  
To run the testbed, some parts of the different entities must remain open: 

¶  IoT far edge devices 
¶ A) MQTT-based devices 

¶ Port 1883: MQTT  
¶ Port 80: Tasmota WebUI 

¶ B) MATTER-based devices 
¶ Port 5580: MATTER 
¶ Port 80: Tasmota WebUI 

¶ IoT Edge GW 
¶ Port 22: SSH 

¶ Port 6443 & 6444: K3S 

¶ Port 1883: MQTT  

¶ Port 5580: MATTER 

¶ Port 8123: Home Assistant 
¶ Port 9000: Portainer (optional) 
¶ Port 5201: iPerf3 (optional) 

¶ Edge Server 
¶ Port 22: SSH 

¶ Port 6443 & 6444: K3S 

¶ Port 1883: MQTT  

¶ Kentyou Datahub 
¶ Port 8080: HTTP REST access (configurable) 

  
The Data model employed depends on the network section and the underlying 

communication protocol: 
¶ Far edge network: 

¶ MQTT-based devices: Far-edge devices running MQTT follow 

the Data Model defined by Tasmota to send status data 

[10]. As for the IoT data, they follow the message type #4 

defined in the COGNIFOG MQTT Syntax (without including 

the <edge_gw_id> and adding the <data> prefix instead) [11]. 
¶ MATTER-based devices: All MATTER-based devices strictly 

follow the well-defined MATTER data model to send 

information from their attached DHT22 temperature & 

humidity sensor Erreur  ! Source du renvoi introuvable.. 
¶ Edge network: Whether the IoT Edge GW has received IoT data from 

MQTT-based far-edge devices or MATTER-based far-edge devices, it 

rearranges this data according to the predefined COGNIFOG MQTT 

Syntax [11]. 
¶ Edge-cloud network: The data model is the same as in the Edge 

network. 

  
The data flow diagram, where IoT data generated by far-edge devices go through the 

different elements of the testbed (first the IoT Edge GW and then the Edge server) until 

reaching the KENTYOU Datahub can also be observed in Figure 1 
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The architecture of the integration test 

Pre-test 

conditions  
The pre-conditions that need to be met by the different entities are described in the 

following lines: 
¶ IoT far edge devices 

¶ A) MQTT-based devices 
¶ The DHT22 temperature and humidity sensor must be 

correctly connected to the pins of the ESP32-S2 

device. 
¶ Some elements need to be configured by using the 

Tasmota WebUI generated by the device itself and 

accessible via a browser in http://<IP_address> : 
¶ Device type and device ID 
¶ WiFi SSID and password  
¶ IP address of the MQTT broker/bridge 
¶ MQTT credentials (if needed) 

¶ They must be programmed with a Tasmota script to 

periodically send (simulated) data. A pre-programmed 

configuration file and an example of this script are 

available here [13].  
¶ B) MATTER-based devices 

¶ Some elements need to be configured using the 

Tasmota WebUI generated by the device and 

accessible via a browser in http://<IP_address> . 

¶ Device type and device ID 
¶ WiFi SSID and password  

¶ The MATTER-based device needs to be 

commissioned by the MATTER controller of the IoT 

Edge GW. To do that, it is necessary to read a QR 

code from the Tasmota WebUI by means of the Home 

Assistant mobile app [14]. 
¶ IoT Edge GW: 

¶ MQTT bridge: A Mosquitto MQTT broker (with bridging 

capabilities) must be operative. 
¶ IP address of the final MQTT broker 
¶ MQTT credentials (if needed) 

¶ A) MQTT-based devices:  
¶ The MQTT bridge must be configured to forward IoT 

data from the MQTT-based devices to the final MQTT 

broker in the Edge Server.  
¶ Remapping of MQTT topics by the MQTT bridge (if 

needed). 
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¶ B) MATTER-based devices:  
¶ To interact with this type of device, a Home Assistant 

instance with the MATTER controller plug-in must be 

installed and running. 
¶ A set of automation must be programmed in Home 

Assistant to automatically translate data from the 

MATTER communication protocol to the MQTT one. 
¶ Edge Server 

¶ MQTT broker: A Mosquitto MQTT broker must be operative. 
¶ The Edge Server configures a public IP address to facilitate 

external MQTT clients' retrieval of MQTT data. 
¶ Kentyou Datahub 

¶ MQTT Broker: an MQTT broker must be accessible to receive 

sensor data 

  
   

Test Sequence  Step   Type   Description   Result   

   1   Functional  The physical connection 

of the DHT22 

temperature and humidity 

sensor 

Successful 

   2   Network  MATTER commissioning 

process of MATTER-

based far edge devices by 

the MATTER controller 

of the IoT Edge GW 

Successful 

   3   Functional   IoT data publication from 

MATTER-based devices 

on the Home Assistant 

dashboard 

Successful  

   4   Functional    IoT data publication from 

both MQTT-based and 

MATTER-based devices 

on the MQTT broker of 

the Edge Server 

Successful  

   5 Functional IoT data retrieve by the 

KENTYOU Datahub 

from the MQTT broker of 

the Edge Server.  

Successful 

Test Verdict   This test validates the end-to-end IoT data flow between far-edge 

devices and the cloud in the context of the COGNIFOG project 

since all services have been deployed into the different entities of 

the edge/fog/cloud using K3S (a lightweight version of 

Kubernetes). 
Two communication protocols have been successfully employed in 

a wireless far-edge environment: MQTT and MATTER.  
Once the IoT data reaches the IoT Edge GW, it is normalised 

according to a familiar MQTT frame syntax. 
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3.1.2 KENTYOU Data Hub & KENTYOU Eye  

 

Table 53: Integration Testing of KENTYOU Eye & KENTYOU Data Hub 

Test Description 

Identifier  COGNIFOG_INT_18, COGNIFOG_INT_19 

Component(s)   KENTYOU Data Hub, KENTYOU Eye 

Tester(s)   KENTYOU 

Assignee  KENTYOU 

Test Purpose   Validate the proper flow of data from KENTYOU Data Hub to KENTYOU Eye  

Configuration   The IoT data flow test required the use of 4 different entities: 

¶ KENTYOU Data Hub  

o HW: 1GHz dual core GPU, 1GB RAM, 4GB of storage 

o OS: GNU/Linux (tested on Ubuntu 22.04 based Docker image) 

o SW: Java 17+, Eclipse sensiNact 

¶ KENTYOU Eye 

o HW: 1GHz dual core GPU, 8GB RAM, 4GB of storage 

o OS: GNU/Linux (tested on Ubuntu 22.04 based Docker image) 

o SW: Java 17+ 

 

The network configuration for the integration test: 

¶ Edge network: This is based on the KENTYOU internal network and allows 

the connectivity between the Data Hub and the Eye. 

 

To run the testbed, some parts of the different entities must remain open: 

¶ KENTYOU Data Hub  

o Port 8080: HTTP REST access (configurable) 

 

The Data model employed is provided by Eclipse sensiNact and incoming data.  

 

Erreur  ! Source du renvoi introuvable. illustrates the interactions between KENTYOU 

Eye and KENTYOU Data Hubs. Only one data hub has been deployed for our integration 

test. 

 

 
Architecture of the Integration Test 
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Pre-test 

conditions  

The pre-conditions that need to be met by the different entities are described in the 

following lines: 

¶ KENTYOU Data Hub  

o MQTT Broker: an MQTT broker must be accessible to receive sensor 

data 

¶ KENTYOU Eye 

o KENTYOU Eye must be properly configured in order to retrieve data 

from KENTYOU Data Hub 

 

   

Test Sequence  Step  Type  Description  Result  

   1   Functional  Start a simple MQTT-based device or the Eclipse 

sensiNact temperature simulator for sending data 

Successful 

   2   Functional Configure a KENTYOU Data Hub to include all 

the necessary features (e.g., MQTT bridge)  

Successful 

   3   Network  Configure the MQTT bridge of the KENTYOU 

Data Hub to listen to the MQTT-based devices. 

Successful  

   4   Functional    Properly configure and deploy the KENTYOU 

Eye 

Successful  

   5 Functional Check if data are shared adequately among the 

KENTYOU Data Hub and the KENTYOU Eye.  

Successful 

Test Verdict   This test validates the data flow between the KENTYOU Data Hub and the 

KENTYOU Eye.  

 

To access the data of KENTYOU Eye received by KENTYOU Data Hub: 

https://kentyou-demo.eye.local/eye/rest/notification/koncepts/ 

 

 
 

   

 

3.1.3 KENTYOU Eye & KENTYOU UI  

 

Table 54: Integration Testing of KENTYOU Eye & KENTYOU UI 

Test Description 

Identifier  COGNIFOG_INT_25, COGNIFOG_INT_26 

Component(s)

  

 KENTYOU Eye, KENTYOU UI 

Tester(s)   KENTYOU 

Assignee  KENTYOU 

Test Purpose   Validate the proper flow of data from KENTYOU Eye to KENTYOU UI.  

Configuration   The IoT data flow test required the use of 4 different entities: 

¶ KENTYOU Eye / KENTYOU UI  

o HW: 1GHz dual core GPU, 8GB RAM, 4GB of storage 

o OS: GNU/Linux (tested on Ubuntu 22.04 based Docker image) 

o SW: Java 17+ 

https://kentyou-demo.eye.local/eye/rest/notification/koncepts/
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Pre-test 

conditions  

The pre-conditions that need to be met by the different entities are described in the 

following lines: 

¶ KENTYOU Eye 

o KENTYOU Eye must be configured correctly to retrieve data either 

from a real or virtual KENTYOU Data Hub 

¶ KENTYOU UI  

o KENTYOU UI must be appropriately configured to display data on the 

dashboard and on the map 

   

Test Sequenc

e  

Step  Type  Description  Result  

   1   Functional  Properly configure and deploy the KENTYOU Eye Successful 

   2   Functional Properly configure the KENTYOU UI, including: 

- Dashboard configuration to display real-

time and historical data  

- Map configuration to display real-time, 

geo-tagged data 

- Creation of user credentials 

Successful 

   3   Functional  Login to KENTYOU UI Successful

  

Test Verdict   This test validates the data flow between the KENTYOU Eye and the 

KENTYOU UI and the successful visualisation of real-time, historical and 

geo-tagged data.  

 

 
Figure. KENTOU UI – Dashboard for Real-time and Historical Data 

 

   



D4.5: Lab testing and optimisation report initial version   
 

 Grant Agreement: 101092968 -59- 

 

 
 

 
Figure. KENTYOU UI – Map for Real-time Geo-tagged Data 

 

 

3.1.4 ARCA Embedded, IoT Edge Gateway, Orchestrator Agent & Orchestrator 

Scheduler 

 

Table 55: Integration Testing of ARCA Embedded, IoT Edge GW, Orchestrator Agent, Orchestrator Scheduler 

 Test Description 

Identifier  Not applicable  

Component(s)   ARCA Embedded, IoT Edge GW, Orchestrator Agent, Orchestrator Scheduler 

Tester(s)   CYSEC, I2CAT, ATOS 

Assignee  CYSEC 

Test Purpose   Validate the usage of ARCA Embedded as OS for the IoT Edge GW. 
Validate in this context the discovery of resources and the distribution of containers by 

using Orchestrator Scheduler and Orchestrator Agent. 
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Configuration  The current integration test requires the use of 3 different entities: 
¶ ARCA Embedded 

¶ ARCA Embedded is the distribution of ARCA Trusted OS 

designed for ARM architecture. The distribution is based on the 

same security principle and includes K3S, a lightweight version 

of Kubernetes. 
¶ ARCA Embedded offers a minimalist and fortified Linux-based 

OS that is an ideal container hosting platform. 
¶ IoT Edge GW 

¶ HW: Raspberry Pi 4B (4GB RAM and 32GB SD card) 
¶ SW: K3S + Home Assistant 2024.2.1 + MATTER Controller 

5.5.3 + Mosquitto MQTT broker 
¶ Orchestrator 

¶ Orchestrator Scheduler manages the containers and workload 

distribution to the underlying clusters 
¶ Orchestrator Agent enables resource discovery and Kubernetes 

scheduling through Open Cluster Management (OCM) 
Pre-test 

conditions  
The pre-conditions that need to be met by the different entities are described in the 

following lines: 
¶ Installation of ARCA Embedded 

¶ The installation of ARCA embedded into the Raspberry Pi 

hosting the IoT Edge GW is based on an image that must be 

stored in the SD card and will be later used in the Raspberry Pi. 
¶ An external drive connected to the Raspberry Pi must store all 

the container images running over K3S. 
¶ Booting and setup of ARCA Embedded into the IoT Edge GW 

¶ The booting process is a well-defined set of steps described in 

the ARCA Trusted OS on ARM ï K3S guide provided by 

CYSEC. It covers the following topics: 
¶ Password(s) and key(s) generation 
¶ Partition definition 
¶ K3S setup via an external drive 
¶ K3S service installation 

¶ Network configuration of the IoT Edge GW 
¶ The iwd network service on the Raspberry Pi can be set up in 

one of two ways: 
¶ A) The Raspberry Pi connects to an existing external 

Wi-Fi network. 
¶ B) With the Raspberry Pi connected to the Internet via 

its Ethernet interface, it also acts as a Wi-Fi hotspot, 

creating its own Wi-Fi network. See 

https://github.com/cognifog-eu/iot-edge-

gw/blob/main/ARCA_OS.md  
¶ External machine running clustered 

¶ Clustered cannot be installed on ARCA Embedded. Therefore, 

this tool should be installed on an external Linux-based 

machine connected to the Raspberry Pi running the IoT Edge 

GW. 
¶ Kubernetes Management Cluster 

¶ Upstream cluster with OCM installed in Hub mode (manager) 
   

Test Sequence

  
Step

  
Type  Description  Result  

  1 Functional Installation and initial setup of ARCA Embedded on 

a Raspberry Pi 4 
Successful 

https://github.com/cognifog-eu/iot-edge-gw/blob/main/ARCA_OS.md
https://github.com/cognifog-eu/iot-edge-gw/blob/main/ARCA_OS.md


D4.5: Lab testing and optimisation report initial version   
 

 Grant Agreement: 101092968 -61- 

 

   2 Functional

  
K3S service setup and activation Successful 

   3   Functional

  
Local deployment of the IoT Edge GW containers 

via K3S. Namely; Home Assistant 2024.2.1 + 

MATTER Controller 5.5.3 + Mosquitto MQTT 

broker 

Successful 

   4   Network Validation of the connectivity between the IoT Edge 

GW and the Edge Server, and also between the IoT 

Edge GW and far-edge devices 

Successful

  

   5 Functional Use of the IoT Edge GW as data concentrator from 

MATTER-/MQTT-based devices   
(*) It is successful if the firewall configured in ARCA Embedded 

is disabled (see https://github.com/cognifog-eu/iot-edge-

gw/blob/main/ARCA_OS.md#b-solving-issues-with-home-

assistant), which is not recommended. This solution does not 

survive a reboot and needs to be applied every time the 

Raspberry Pi is restarted.  
(**) A permanent method to clear all active rules from the tables 

and use effectively the IoT Edge GW as a data concentrator is 

proposed in https://github.com/cognifog-eu/iot-edge-

gw/blob/main/ARCA_OS.md#c-solving-issues-with-home-

assistant-permanent-method   

Successful

  

  6 Functional Use of the IoT Edge GW as data forwarder to the 

Edge Server 
Successful

  
   7 Network Validation of the connectivity between the IoT Edge 

GW and the external machine running clusteradm 
Successful

  

  8 Functional Make the IoT Edge GW join the OCM Hub through 

the on-board clusteradm join command that includes 

the authentication token and the Hub address.  

Successful 

   9  Functional  Remote deployment of the Mosquitto MQTT 

broker+bridge container from the Orchestrator 

Scheduler to the IoT Edge GW 

Successful 

  10 Functional The Mosquitto MQTT broker+bridge service 

deployed in the IoT Edge GW has a forwarding 

capability. MQTT Data from an IoT end device 

received by the IoT Edge GW is properly forwarded 

to the Edge server. 

  

 

Successful 

Test Verdict     This test validates the main services required to run the IoT Edge GW 

over the ARCA Embedded OS (whether locally or remotely deployed), 

thus also taking advantage of its enhanced security capabilities. However, 

to run Home Assistant, some firewall rules need to be disabled, which 

represents a vulnerability. 
Running the clusteradm accept command on OCM Hub validates a 

successful cluster onboarding on the Orchestrator. Additionally, the remote 

management of containers through the Orchestrator, including their 

deployment and removal, has been successfully validated. 

   

 

 

https://github.com/cognifog-eu/iot-edge-gw/blob/main/ARCA_OS.md#b-solving-issues-with-home-assistant
https://github.com/cognifog-eu/iot-edge-gw/blob/main/ARCA_OS.md#b-solving-issues-with-home-assistant
https://github.com/cognifog-eu/iot-edge-gw/blob/main/ARCA_OS.md#b-solving-issues-with-home-assistant
https://github.com/cognifog-eu/iot-edge-gw/blob/main/ARCA_OS.md#c-solving-issues-with-home-assistant-permanent-method
https://github.com/cognifog-eu/iot-edge-gw/blob/main/ARCA_OS.md#c-solving-issues-with-home-assistant-permanent-method
https://github.com/cognifog-eu/iot-edge-gw/blob/main/ARCA_OS.md#c-solving-issues-with-home-assistant-permanent-method
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3.1.5 Monitoring Manager & Monitoring Agent  

 

Table 56: Integration Testing of Monitoring Manager, Monitoring Agent 

Test Description 

Identifier  COGNIFOG_INT_29 

Component(s)  Monitoring Manager, Monitoring Agent 

Tester(s)  ATOS 

Assignee ATOS 

Test Purpose  Verify the correct forwarding of telemetry data from the Monitoring Agent installed in a 

working cluster to the Monitoring Manager installed in the management cluster. 
Configuration  The monitoring Manager helm chart is configured as follows: 

¶ Following Thanos components disabled: bucketweb, compactor, storegateway, ruler. 
¶ Thanos receive component enabled with ingress hostname: thanos-

receive.192.168.137.200.nip.io 
¶ Thanos query component enabled with ingress hostname: thanos-

query.192.168.137.200.nip.io 
The monitoring Agent helm chart is configured as follows: 
¶ Prometheus remote write configured to push telemetry data to http://thanos-

receive.192.168.137.200.nip.io:80/api/v1/receive with the following relabel 

configuration: 
      writeRelabelConfigs: 
        - sourceLabels: [__name__] 
          regex: (.*) 
          targetLabel: cluster 
          # Cluster identifier 
          replacement: "cluster1" 

Pre-test 

conditions  
¶ The Monitoring Manager helm chart is configured and deployed in the management 

cluster. 

¶ The Monitoring Agent helm chart is configured and deployed in the working cluster. 

¶ Connectivity between management and working clusters to reach the Thanos receive 

ingress. 

   

Test Sequence  Step  Type  Description  Result  

   1   Functional Access web Graphical User Interface on 

web browser with thanos-query ingress 

URL 

Successful 

   2   Functional Type the up query on the Thanos search 

field and click execute 
Successful 

   3   Functional

  

Verify that the Manager-Agent integration 

is working by checking the results table, 

where the up metric must be present with 

the cluster=òcluster1ò label. 

Successful 

http://thanos-receive.192.168.137.200.nip.io/api/v1/receive
http://thanos-receive.192.168.137.200.nip.io/api/v1/receive
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Test Verdict   

 

  Passed 

 

3.1.6 Monitoring Manager & Monitoring Aggregator  

 

Table 57: Integration Testing of Monitoring Manager, Monitoring Aggregator 

Test Description 

Identifie

r  
COGNIFOG_INT_27 

Compon

ent(s)  
Monitoring Manager, Monitoring Aggregator 

Tester(s

)  
ATOS 

Assigne

e 
ATOS 

Test 

Purpose  
Verify the correct forwarding and transformation of a telemetry data structure into topology 

data from the Monitoring Manager to the Monitoring Aggregator. 



D4.5: Lab testing and optimisation report initial version   
 

 Grant Agreement: 101092968 -64- 

 

Configu

ration  
The monitoring Manager helm chart is configured as follows: 

¶ Following Thanos components disabled: bucketweb, compactor, storegateway, 

ruler. 
¶ Thanos receive component enabled with ingress hostname: thanos-

receive.192.168.137.200.nip.io 
¶ Thanos query component enabled with ingress hostname: thanos-

query.192.168.137.200.nip.io 
The monitoring Agent helm chart is configured as follows: 

¶ Prometheus remote write configured to push telemetry data to http://thanos-

receive.192.168.137.200.nip.io:80/api/v1/receive with the following relabel 

configuration: 
      writeRelabelConfigs: 
        - sourceLabels: [__name__] 
          regex: (.*) 
          targetLabel: cluster 
          # Cluster identifier 
          replacement: "cluster1" 

The monitoring Aggregator helm chart is configured as follows: 
¶ Aggregator component configured with the prometheus address as 

"http://thanos-query.192.168.137.200.nip.io" 

Pre-test 

conditio

ns  

¶ The Monitoring Manager helm chart is configured and deployed in the 

management cluster. 

¶ The Monitoring Agent helm chart is configured and deployed in the working 

cluster. 

¶ Connectivity between management and working clusters to reach the Thanos 

receive ingress. 

¶ The monitoring aggregator helm chart is configured and deployed in the 

management cluster. 

   

Test Se

quence  
St

ep

  

Type

  
Description  Resu

lt  

   1   Funct

ional 
Expose the Monitoring Aggregator grpc port locally with this command 

in the management cluster: 

 kubectl port-forward service/aggregator 8080:8080 

Succ

essful 

   2   Funct

ional 
Set the GRPC_PORT environment variable to 8080 with the command: 
export GRPC_PORT=8080 

  

Succ

essful 

   3   Funct

ional

  

Run the protobuf client test in the Monitoring Aggregator git repository 

with the command: 
go run test/protobuf/cognifog/server_client.go 

Succ

essful 

  4 Funct

ional 
Verify that the Manager-Aggregator integration is working by checking 

the JSON result of the above command, where the Agent nodes are listed 

with some of its information: 
nodes:{id:"k3s-

node1"  cpu_architecture:"x86_64"  resources:{memoryInBytes:397276

7744}  available_resources:{memoryInBytes:1506328576}} 

Succ

essful 

Test 

Verdict   
 

  Pass

ed 

 

http://thanos-receive.192.168.137.200.nip.io/api/v1/receive
http://thanos-receive.192.168.137.200.nip.io/api/v1/receive
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3.1.7 Orchestrator Scheduler & Orchestrator Agent 

 

Table 58: Integration Testing of Orchestrator Scheduler, Orchestrator Agent 

Test Description 

Identifier  COGNIFOG_INT_08, COGNIFOG_INT_09 

Component(s)  Orchestrator Scheduler, Orchestrator Agent 

Tester(s)  ATOS 

Assignee ATOS 

Test Purpose  Verify the correct deployment of workloads from the Orchestrator Scheduler API server 

to the Orchestrator Agent OCM working cluster. 
Configuration  Orchestrator Scheduler MySQL helm chart is configured with a custom root password in 

a MySQL-secret resource, which is specified in the jobmanager helm chart. 
  
Orchestrator Scheduler jobmanager helm chart is configured 

with mockTargetCluster=”k3s-worker1”, the name of the working cluster where the 

workload will be deployed. 
  
The Orchestrator Agent helm chart is configured by default. 

Pre-test 

conditions  
¶ Available upstream and downstream Kubernetes clusters with Open 

Cluster Management deployed as HUB Cluster and Managed Cluster, 

respectively 

¶ Orchestrator Scheduler deployed on HUB Cluster (management cluster) 

¶ Orchestrator Agent (deploymanager) deployed on HUB Cluster 

(management cluster) 

   

Test Sequence

  
Step

  
Type  Description  Result  

   1   Functiona

l 
Expose the jobmanager port with the following 

command: 

 kubectl port-forward service/jobmanager 8082:8082 

Successfu

l 

   2   Functiona

l 
Expose the deploymanager port with the following 

command: 

 kubectl port-forward service/ocm-descriptor 

8083:8083 

Successfu

l 
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   3   Functiona

l  
Deploy a workload by making a GET request to the 

http://localhost:8082/jobmanager/jobs/create/:app_na

me endpoint with the YAML body in Appendix A 

Successfu

l 

  4 Functiona

l 
Download the workload to the OCM Agent by making 

a GET request to the http://localhost:8083/deploy-

manager/execute endpoint. 

Successfu

l 

  5 Functiona

l 
Create the demo namespace in the working cluster 

with the following command: 
kubectl create ns demo-deploy 

Successfu

l 

  6 Functiona

l 
Verify the successful deployment of the workloads in 

the working cluster with the following command: 

 kubectl get all -n demo-deploy 

Successfu

l 

Test Verdict   

 

  Passed 

 

 

3.1.8 Orchestrator Scheduler & Network Slice Manager 

 

Table 59: Integration Testing of Continuum Orchestrator Scheduler, Network Slice Manager 

Test Description 

Identifier  COGNIFOG_INT_10 

Component(s)  Continuum Orchestrator Scheduler, Network Slice Manager 

Tester(s)  ATOS 

I2CAT 

Assignee ATOS 

Test Purpose  Verify that the Orchestrator Scheduler can create slices given the compute chunks that 

will be part of it. 

Configuration  Orchestrator Scheduler: 

ï Helm Chart for the Kubernetes deployment of Orchestrator Scheduler 

ï Exposed port in the Job Manager container 

ï Data format sent to Job Manager: REST request including the application 

description data model in YAML format in the body. 

ï The data model follows the COGNIFOG application description model with an 

additional chunk field for each of the defined components. 

Slice Manager: 

http://localhost:8082/jobmanager/jobs/create/:app_name
http://localhost:8082/jobmanager/jobs/create/:app_name
https://github.com/cognifog-eu/comprehensive-dashboard/blob/9cef08ed227a661eca467d843ecbfa0520695c67/README.md#yaml-based-syntax
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      — Slice Manager running as a containerised entity in a lab testing server 

      — Infrastructure to be used is handled by an internal OpenStack MANO (OSM) 

      — Information is being exchanged using API REST calls. 

 

Pre-test 
conditions  

ï The Job Manager component is deployed in the Kubernetes cluster with its 

MySQL database instance attached, following its Helm Chart configuration. 

ï Job Manager port 8082 must be open for incoming REST API requests. 

ï A REST request to the Job Manager in YAML format, including the application 

description model defined in the configuration section. 

ï Connectivity between the Slice Manager and the infrastructure to be used.  

ï Admin privileges over said infrastructure 

   

¢Ŝǎǘ {ŜǉǳŜƴŎŜ  Step  Type  Description  Result  

  1   Functional Send POST request to the Job Manager 

/jobs/create endpoint with the body in Annex II. 

Successful 

  2   Functional Receive response status code 201 from the 

previous request, including the application 

description in the body (Annex III) 

Successful 

  3   Functional

  

Check slice creation by sending a GET request to 

the Slice Manager /slic3 endpoint. 

Successful 

  4   Functional Receive response status code 200 from the 

previous request, including the information of the 

slice created (Annex IV) 

Successful 

Test Verdict   By receiving a successful code 200 from the Slice Manager to the 

Orchestrator, we tested the interconnection between the two entities in a 

bidirectional way. The Orchestrator can send API REST indications to the 

Slice Manager in the correct format, and the Slice Manager can receive that 

information and process it accordingly. It is a bidirectional test because both 

entities can produce and consume information from the other.  

  Passed 

 

3.1.9 Network Slice Manager & IoT Edge Gateway 

 

Table 60: Integration Testing of Slice Manager and IoT Device 

Identifier   COGNIFOG_INT_43, COGNIFOG_INT_44 

Component(s)   Slice Manager 

Tester(s)   I2CAT 

Assignee  I2CAT 

Test Purpose   Validate the use of the SLICE MANAGER and its interaction capacities with IoT devices 

using K3S, a lightweight version of Kubernetes. This current test would like to check the Slice 

Manager's compatibility with different versions of Kubernetes for the first time.  
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Configuration  The current integration test requires the use of 2 different entities: 
¶ Slice Manager 

¶ The Slice Manager is deployed in a virtual machine on i2CAT’s 

premises and will be deployed using a traditional Kubernetes 

architecture.  
¶ The virtual machine has 32GB RAM, 2VCPUs and 80GB HDD.  

¶ IoT Device 
¶ HW: Raspberry Pi 4B (4GB RAM and 32GB SD card) 
¶ SW: K3S + Home Assistant 2024.2.1 

Pre-test 

conditions  
The pre-conditions that need to be met by the different entities are described in the following 

lines: 
¶ Installation of Slice Manager 

¶ The Slice Manager is installed in a virtual machine within i2CAT’s 

premises.  
¶ A fixed IP is set to the Slice Manager and the IoT Raspberry to 

facilitate communication between them. 
¶ Network configuration of the IoT Edge GW 

¶ The Raspberry Pi has an Ubuntu OS that allows the installation and 

configuration of K3S, a lightweight version of Kubernetes. 
¶ The Raspberry Pi is physically connected to the internal network via 

ethernet ports.  
   

Test Sequence

  
Step

  
Type  Description  Result  

  1 Functional Installation and initial setup of Slice Manager in a 

virtualised environment 
Successful 

   2 Functional

  
Installation and initial setup of the Raspberry Pi, with 

Ubuntu OS in a local deployment.  
Successful 

   3   Functional

  
Installation and configuration of Kubernetes Control 

Plane node by the Slice Manager 
Successful 

   4   Functional Installation and configuration of Worker node 

modules in the Raspberry Pi by the Slice Manager 
Successful  

   5 Functional Infrastructure description of the Raspberry Pi to the 

Slice Manager 
Successful  

  6 Functional Chunk creation of the Slice Manager into the 

Raspberry Pi 
Successful  

   7 Network Slice Creation in the Raspberry Pi using the Slice 

Manager 
On-tests  

Test Verdict   This test aims to validate using a lightweight Kubernetes, K3S, in a 

Raspberry Pi IoT device. This is the first time the Slice Manager will be 

tested working with these lightweight versions.    

   

 

3.1.10 Monitoring Aggregator & Smart Allocator  

 

Table 61: Integration Testing of Monitoring Aggregator and Smart Allocator 

Test Description 

Identifier   COGNIFOG_INT_28 

Component(s)   Monitoring Aggregator, 

 Smart Allocator  

Tester(s)   ATOS, Siemens AG 

Assignee  Siemens AG 
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Test Purpose   Verify the receiving of the topology data from the Monitoring Aggregator to the Smart 

Allocator 

Configuration The Smart Allocator (QoS Scheduler and QoS Solver) and Monitoring Aggregator are 

both deployed and running in the same working cluster. Both components have a GRPC 

port enabled and a protocol buffer defined for exchanging topology details, such as a list 

of nodes and their computational and storage resources. 

Pre-test 

conditions  

Å Monitoring Aggregator running in the working cluster. 

Å Smart Allocator running in the same working cluster. 

   

Test Sequence  Step  Type  Description  Result  

   1   Functional  Run the protocol buffer file from the Smart 

Allocator to connect to the Monitoring Aggregator, 

which shares the topology information. 

Not 

executed  

Test Verdict   The details of this integration test are still abstract. In it, compatibility 

between components is evaluated to be possible and existing via grpc. 

However, interface definition, implementation, and validation are still 

work in progress.  

   

 

3.1.11 ARCA Embedded & Smart Allocator  

 

Table 62: Integration Testing of Arca Embedded & SWM QoS Scheduler 

Test Description 

Identifier Not applicable  

Component(s

) 

 Arca Embedded, SWM QoS Scheduler 

Tester(s)  CYSEC, SIEMENS 

Assignee  CYSEC 

Test Purpose  Validate the use of ARCA Embedded as the OS for the SWM QoS Scheduler and the 

correct integration of the Scheduler. 

Configuratio

n 

The current integration test requires the use of 3 different entities: 

¶ ARCA Embedded 

 ARCA Embedded is the distribution of ARCA Trusted OS designed for 

ARM architecture. The distribution is based on the same security 

principle and includes K3S, a lightweight version of Kubernetes. 

 ARCA Embedded offers a minimalist and fortified Linux-based OS that 

is an ideal container hosting platform. 

¶ SWM QoS Scheduler 

 The SWM QoS scheduler is an extension of the Kubernetes scheduler 

that implements an extended model for describing enhanced application 

requirements and infrastructure capabilities, according to the Seamless 

Computing concept. The primary enhancements beyond the existing K8s 

scheduler are: 
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 schedule multiple workloads (K8s Pods) at once, considering 

dependencies between these workloads 

 network-aware scheduling: make K8s aware of the network topology, 

connectivity, and resource availability between worker nodes, and 

consider this in the scheduling decision (according to the 

communication requirements of the application) 

Pre-test 

conditions 

The pre-conditions that need to be met by the different entities are described in the 

following lines: 

¶ Installation of ARCA Embedded 

 The installation of ARCA embedded into the Raspberry Pi hosting the 

IoT Edge GW is based on an image that must be stored in the SD card 

and will be later used in the Raspberry Pi. 

¶ Booting and setup of ARCA Embedded into the Raspberry Pi 

 The booting process is a well-defined set of steps described in the ARCA 

Trusted OS on ARM ï KIND guide provided by CYSEC. It covers the 

following topics: 

 Password(s) and key(s) generation 

 Partition definition 

 KIND and smart allocator utilisation 

  

Test Sequen

 ce 

Step Type Description Result 

  1  Functional Installation and initial setup of ARCA Embedded 

on a Raspberry Pi 4 

Successful 

  2  Functional Execution of the kind cluster creation script Successful 

  3  Functional   Deployment of the infrastructure onto the cluster Successful 

  4  Functional    Show the network resource and pod health to 

determine if the deployment is successful. 

Failed 

Test Verdict  One container tends to crash and come back quickly. This does not seem to 

affect the application's operation, but we are still investigating. 
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3.1.12 ARCA Trusted OS Integration Testing Results 

 

After installing ArcaOs Embedded on a Raspberry Pi, you can check that the system works as expected. Firstly, 

you need to be able to use the Linux system like any other Linux system (minus some security restrictions). 

ï First, ensure the installation was successful and that you are running ArcaOs, not another Linux 

distribution. 

 

Figure 1: Console output with info on what kind and which release version of OS is used 

ï Use the "ip a" command to check that you have received an IP address. 

ï Check that you do not have write access to the file system. 

 

Figure 2: Access rights for the file system 

ï Use the "lsblk" command to check that the disk has been correctly encrypted. You should get a similar 

output.  

 

Figure 3: Output after lsblk command 
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ï Finally, you can check that docker is installed and running 

 

Figure 4: Output of docker version command 

These simple tests will allow you to check that the operating system has been successfully installed and is 

appropriately integrated into the Raspberry Pi. 

3.1.13 Comprehensive Dashboard & Polygraph  

 

Table 63: Integration Testing of Comprehensive COGNIFOG Dashboard to Polygraph Modelling  

Test Description 

Identifier   COGNIFOG_INT_03 

Component(s)   COGNIFOG Dashboard, Polygraph Modelling 

Tester(s)   eBOS Technologies Ltd 

Assignee  eBOS Technologies Ltd 

Test Purpose  Verify successful HTTP response status code and response body, including isSucceeded 

and message as JSON. 
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Configuration  Implement HTTP POST Method /api/Polygraph/SendApplication with rawText as a 

string in the request body, which triggers the WebSocket to publish data to Polygraph 

Modelling (CEA) 

Pre-test 

conditions  

Application description form should be filled out. This is the Application Description 

page from the UI Dashboard. 

   

Test Sequence  Step  Type  Description  Result  

   1   Functional   Fetched the application description data from the 

UI and Serialize the data in the JSON Format 

Successful 

   2   Functional   Saved the data into the database tables. Successful 

   3   Functional   Verify successful HTTP response status code and 

response body, including isSucceeded and 

message. 

Successful 

Test Verdict   This test validates the communication between Comprehensive COGNIFOG 

Dashboard (EBOS) to Polygraph Modelling (CEA)  

   

 

3.1.14 Polygraph & Comprehensive Dashboard  

 

Table 64: Integration Testing of Polygraph Modelling to Comprehensive COGNIFOG Dashboard 

Test Description 

Identifier   COGNIFOG_INT_04 

Component(s)  Polygraph Modelling, COGNIFOG Dashboard 

Tester(s)  eBOS Technologies Ltd 

Assignee eBOS Technologies Ltd 

Test Purpose  Verify successful HTTP response status code and response body, including isSucceeded 

and message as JSON. 

Configuration  Implementation of HTTP POST API Method with form-data as a parameter. This data 

includes the information related to the analysis result performed on the application 

description that the Polygraph Modelling (CEA) performs. 

Pre-test 

conditions 

Application description should exist because Polygraph Modelling (CEA) is also sending 

the application description ID as part of other data. 

   

Test Sequence  Step  Type  Description  Result  

   1   Functional   Polygraph Modelling (CEA) consumes the HTTP 

POST API Method by providing the required 

information. 

Successful 

   2   Functional   Saved the data into the database tables. Successful 

   3   Functional   Verify successful HTTP response status code and 

response body, including isSucceeded and 

message. 

Successful 

Test Verdict      This test validates the communication between Polygraph Modelling 

(CEA) to Comprehensive COGNIFOG Dashboard (EBOS) 
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3.1.15 Comprehensive Dashboard & Orchestrator 

 

Table 65: Integration Testing of Comprehensive COGNIFOG Dashboard & Orchestrator 

Test Description 

Identifier   COGNIFOG_INT_01 

Component(s)   Consuming the Orchestrator Scheduler HTTP POST API Method 

Tester(s)   eBOS Technologies Ltd 

Assignee  eBOS Technologies Ltd 

Test Purpose  Verify the successful HTTP response status code and response body, including 

application ID, name, description, and list of input jobs data. 

Configuration  Consuming the HTTP POST API Method via the ASP.NET Core Web API .Net 7.0 

 Endpoint URL: ({{jobmanager}}/jobs/create/:app_name?job_group_description=hello-

world-description 

  

 job_group_description is a query parameter 

app_name is a path variable 

  

 The application description is added in the body of this endpoint in the form of raw 

(text). 

  

 RestSharp library from the NuGet package manager is required to exchange REST API 

Data. 

Pre-test 

conditions 

Application description form should be filled out. This is the Application Description 

page from the UI Dashboard. 

   

Test Sequence  Step  Type  Description  Result  

   1   Functional   Fetched the application description data from the 

UI and Serialize the data in the JSON Format 

Successful 

   2   Functional   Saved the data into the database tables. Successful 

   3   Functional   Verify successful HTTP response status code and 

response body, including isSucceeded and 

message. 

Successful 

Test Verdict   This test validates the communication between the Comprehensive 

COGNIFOG Dashboard (EBOS), the Continuum Orchestrator Scheduler 

(ATOS) 

   

3.2 Quick-start project 

A Quickstart Guide has been developed to facilitate the adoption and deployment of the COGNIFOG 

framework. This guide is designed to provide users with a streamlined, step-by-step process to set up and begin 

using the COGNIFOG platform efficiently. Whether you are a developer, a system architect, or a DevOps 

engineer. The Quickstart Guide ensures that you can quickly get up to speed with the foundational aspects of 

the COGNIFOG framework. The quickstart will also serve as an entry point for the various pilots. You can 

have a joint base and avoid duplicating work by starting from a common base. 

3.2.1 Objectives 

¶ Enable rapid and straightforward  setup Process: Provide clear and concise instructions for 

installing and configuring the COGNIFOG framework, reducing the initial learning curve. Users in 
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rapidly deploying a primary instance of the COGNIFOG platform, ensuring they can start 

experimenting and integrating it with their systems  

¶ Provide Practical Examples: Include practical examples and use cases to demonstrate how the 

framework can be applied to real-world scenarios, highlighting its versatility and potential benefits. 

¶ Foster Understanding: Offer detailed explanations of critical concepts and components within the 

COGNIFOG framework, helping users grasp the underlying principles and functionalities. 

¶ It will also serve as an entry point for the various pilots. You can have a joint base and avoid 

duplicating work by starting from a common base. 

3.2.2 Content 

¶ Prerequisites: Outlines the hardware, software, and network requirements before the setup process 

begins. 

¶ Installation : Provides step-by-step instructions for downloading and installing the COGNIFOG 

framework on various platforms, either in a local environment with virtual machines or on specific 

equipment.Foster Understanding: Offer detailed explanations of critical concepts and components 

within the COGNIFOG framework, helping users grasp the underlying principles and functionalities. 

¶ Basic Usage: This section introduces fundamental operations within the COGNIFOG platform, 

allowing users to execute simple tasks and understand the basic workflow.  

¶ Additional Resources: The quickstart also serves as an entry point for documenting the components, 

their roles, and their operation. 

In the diagram below, you can see the quickstart guide with the various components that have already been 

tested. Additional components will be added progressively throughout the integration process to achieve a 

complete instantiation of the framework. During the time of writing this report, the quickstart installation was 

conducted  at Thales in their infrastructure as well as adapted by another trial partner TMA to their respective 

use case.

 

Figure 5: Quickstart Guide Components Schema 
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The quickstart installation uses various Infrastructures as Code (IaC) tools. One such tool is Vagrant [, an 

open-source software product for building and maintaining virtualised development environments. Vagrant 

provides a simple and consistent workflow to create and configure lightweight, reproducible, and portable 

virtual environments. This enables developers to manage virtual machines using a simple command-line 

interface, ensuring their development environment mirrors actual infrastructure. 

Next, to deploy the various open-source components on which COGNIFOG relies, such as Kubernetes or 

KubeEdge [16] , we use the tool Ansible [17] . It is an open-source automation tool that simplifies 

configuration management, application deployment, and task automation. It uses a simple, human-readable 

language (YAML) to describe automation jobs, which can be executed on multiple servers simultaneously 

without needing agent installation on the target machines. These deployment scripts are compatible with real 

hardware; you only need to adjust the configuration to make them work. 

Then, we use Helm to deploy COGNIFOG’s building blocks. It is a package manager for Kubernetes that 

streamlines the installation and management of Kubernetes applications. It allows you to define, install, and 

upgrade even the most complex Kubernetes applications. Helm packages, known as charts, make it easy to 

deploy pre-configured applications and manage their lifecycles. 

More than just a user guide for installing the platform, it will enable the rapid setup of a platform to test and 

validate the various functionalities of the framework. 
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4 Testing in Trials 

4.1 Trial 1: Thales - Critical Collaborative Missions 

4.1.1 Test Description 
Smart allocator deployment and basic workflow setup with KubeEdge: The brilliant orchestrator has been 

designed to deploy Kubernetes workflows on a traditional cluster. In this pilot, KubeEdge is used to consider 

potential network interruptions. Therefore, the smart allocator must be capable of working with KubeEdge. 

Test steps: 

¶ Configure and deploy the smart allocator and check that all pods are in the “Running state”. 

¶ Define the network topology as a smart allocator resource of the test infrastructure. 

¶ Check if the networkpath resources has been generated. 

¶ Deploy a sample workflow with simulated IoT devices. 

¶ Check if the application runs on a set of nodes satisfying the requirements. 

Kentyou data-hub integration with IMU, Water level and drone telemetry data: In this pilot, we use 

different types of sensors. It is essential to validate that the sensiNact hub can work with the sensors used in 

the use case. 

Test steps: 

¶ Configure the kentyou data hub with sensor configuration. 

¶ Deploy the kentyou data hub on Kubernetes. 

¶ Send simulated data to the far edge nodes. 

¶ Send an HTTP request to the kentyou hub and check if the values match the simulated data. 

Kentyou eye sensors visualisation: Kentyou Eye should be able to visualise the different drones and sensors 

on a map. This visualisation feature should allow us to visualise these devices in real time. 

Test steps: 

¶ Setup Kentyou data hub as in the previous test 

¶ Send simulated data  to the far-edge nodes 

¶ Connect to the kentyou-eye web interface and click to the Map preview 

¶ Check if the sensors are visible on the map  

Monitoring stack deployment with KubeEdge: Monitoring should be deployed on Kubernetes with 

KubeEdge, and monitoring data should be sent to the monitoring manager. 

Test steps: 

¶ Deploy monitoring agent using helm chart. 

¶ Deploy monitoring manager on the edge node. 

¶ Connect to the monitoring manager web interface. 

¶ Check the available metrics using prometheus requests syntax. 

Polygraph water level sensors and IMU processing application modelling/development and monitoring 

deployment: This test verifies Polygraph's functionality from the modelling phase through to monitoring. 

Tests steps: 

¶ Model the data flow with an EMF-based polygraph tool. 

¶ Generate the code structure using polygraph. 

¶ Implements the functional code of the application. 

¶ Deploy the application in Kubernetes. 
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¶ Send data using a simulator. 

¶ Start the polygraph monitoring tool. 

¶ Check that all monitored services are in [OK]  status. 

¶ Disconnect the node which is running the application from the network. 

¶ Check that the monitored service is in [ERROR]  state. 

4.1.2 Evaluation 

4.1.2.1 Smart allocator deployment and basic workflow setup with Kube edge result 

The smart allocator has two main components: the solver, which is responsible for finding the best placement 

for the specified non-functional requirements.  

 

Figure 6: Smart allocator deployment, console output 

As shown in the screenshot above, all the components of the smart allocator have been successfully deployed. 

4.1.2.2 Kentyou data-hub integration with IMU, Water level and drone telemetry data 

 

 

Figure 7: Console output on Kentyou eye and Kentyou hub successful deployment 

 

Figure 8: Kentyou eye sensor visualisation result 
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4.1.2.3 Monitoring stack deployment with KubeEdge 

 

Figure 9: Console output once monitoring stack deployed with KubeEdge 

 

Figure 10: Monitoring dashboard 

 

4.2 Trial 2: TMA ï Telemedicine 

 

4.2.1 Test Description 
 

Trial 2, led by TMA, is designed to demonstrate the deployment and operational capabilities of the Cognitive 

Fog (COGNIFOG) platform within a telemedicine framework. This trial focuses on remote user monitoring 

and emergency response scenarios. The goal is to validate the integration and performance of various 

COGNIFOG components in real-world healthcare environments. 

Edge and IoT Device Setup 

Test steps: 

¶ Configure and deploy pre-processing software on edge gateways. 

¶ Configure and deploy IoT emulator. 

¶ Ensure all services are in a “Running” state. 

¶ View results of pre-processing of messages and final messages sent. 

Kentyou data-hub integration with anonymised data and alerts 

Test steps: 

¶ Configure the kentyou data hub with sensor configuration. 

¶ Deploy the kentyou data hub on Kubernetes 

¶ Send simulated data to the far-edge nodes 

¶ Send an HTTP request to the kentyou hub and check if the values match the simulated data 
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Monitoring stack deployment with KubeEdge: Monitoring should be deployed on Kubernetes with 

KubeEdge, and data should be sent to the monitoring manager. 

Test steps: 

¶ Deploy monitoring agent using helm chart. 

¶ Deploy monitoring manager on the edge node. 

¶ Connect to the monitoring manager web interface. 

¶ Check the available metrics using prometheus requests syntax. 

 

4.2.2 Evaluation 

 

Edge and IoT Device Setup 

 

 

Figure 11: Home page 

 



D4.5: Lab testing and optimisation report initial version   
 

 Grant Agreement: 101092968 -81- 

 

 

Figure 12: Data explorer 

 

Figure 13: Kentyou Data-hub Integration with Anonymized Data and Alerts 

 



D4.5: Lab testing and optimisation report initial version   
 

 Grant Agreement: 101092968 -82- 

 

 

Figure 14: Monitoring Stack Deployment with KubeEdge 

Containerisation of the telemedicine platform 

All software has been packaged into containers, creating a working version of all the needed software running 

on the edge server. This is an essential preparatory step for later deployment using Kubernetes. 

 

 

Figure 15: Containers for Telemedicine Platform 
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Initial deployment of COGNIFOG quickstart  

 

Figure 16: Initial deployment of COGNIFOG quickstart 

 

4.3 Trial 3: LMS - Smart Manufacturing  

4.3.1 Test Description 
Trial 3 focuses on an intelligent manufacturing case, including mobile robots for assembly and transportation 

operations, as described in the deliverables of WP2 and WP5. Since the initial setup was about one real robot, 

the first step was to enhance the case with more robots and applications to provide a testbed for COGNIFOG, 

capable of highlighting its actual capabilities. Thus, during this phase of the project, the tests were mainly 

focused on the validation of the use case baseline setup since all the current setups should be containerised. 

Moreover, during this phase of the project, the K8s deployment is investigated, and in the next weeks, it is 

considered that the first COGNIFOG instance will be deployed. Moreover, standalone tests with other 

COGNIFOG components, such as monitoring, datahub, etc., will be completed.  

Smart manufacturing case dockerization 

¶ Robot simulation (Unity) dockerization 

¶ ROS application dockerization 

¶ Emulated IoT devices validation 

K8s setup 

¶ Setup example K8s clusters 

¶ Validate example ROS application on K8s deployment 

COGNIFOG quickstart   

¶ Currently under study 

4.3.2 Evaluation 
Validation of the use case with the use of docker was a prerequisite to start working on the COGNIFOG assets 

and K8s deployment. The use case has been evaluated and the dockerization has been completed. Moreover, 

the COGNIFOG quickstart is currently investigated and the knowledge from other partners successful 

deployment will be considered to accelerate the activities. Lastly, the COGNIFOG assets, such as monitoring 

tool, dashboard, datahub etc. will be lab tested in the next period. 



D4.5: Lab testing and optimisation report initial version   
 

 Grant Agreement: 101092968 -84- 

 

5 Readiness Levels  

The COGNIFOG project follows a metric-based approach to evaluating the development of the different 

components of the architecture and the progress in their integration. The methodology presented below will 

enable us to follow progress and evaluate the readiness of the components and the system. 

5.1 System Readiness Level Methodology 

The methodology used by the COGNIFOG project evaluates the readiness of components individually and 

how they interact with each other. Different metrics will be used for these assessments.  

5.1.1 Individu al Component Evaluation 
The COGNIFOG project will follow the Technology Readiness Level (TRL) approach to evaluate the 

readiness of each architecture component.  

The project uses the TRL scale defined by Horizon Europe in the general annexes. 

Table 66: Technology Readiness Levels 

TRL Definition 

1 Basic principles observed 

2 Technology concept formulated 

3 Experimental proof of concept 

4 Technology validated in a lab. 

5 Technology validated in a relevant environment (industrially relevant environment in the case 
of key enabling technologies) 

6 Technology demonstrated in a relevant environment (industrially relevant environment in the 
case of key enabling technologies) 

7 System prototype demonstration in an operational environment 

8 System complete and qualified 

9 Actual system is proven in an operational environment (competitive manufacturing in the case 
of critical enabling technologies or space) 

 

To evaluate the components' TRL, the main responsible partner will provide a self-assessment. This self-

assessment will be done following the guidelines of the “TRL self-assessment tool” defined by the 

BRIDGE2HE project [19]. 

The project partners will collectively proceed to a peer review of the TRL self-assessment to ensure the 

coherence of the different self-assessments across the partners and project activities. 

5.1.2 Integration Evaluation 
Despite the utility and value of the TRL as a metric for determining technology maturity before transitioning 

into a system, TRLs were not intended to address systems integration nor to indicate that the technology will 

result in the successful development of a system. Thus, to evaluate how these different components are 

integrated into the COGNIFOG project, we used the Integration Readiness Level (IRL) and System Readiness 

Level (SRL) approach. While TRL indicates component maturity, IRL [20] suggests the maturity of 

interactions between components, and SRL indicates the maturity of the whole system. 
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Figure 17. Relation between TRL, IRL and SRL 

 

The following table presents the scale of the Integration Readiness Levels used to measure the 1-1 integration 

of each platform component.  

Table 67: Integration Readiness Levels 

Integration Readiness Levels 

0 Identification No integration needed 

1 An interface (i.e., physical connection) between technologies has been 
identified with sufficient detail to characterise the relationship. 

2 Specification There is some level of specificity to characterise the interaction (i.e., ability 
to influence) between technologies through their interface. 

3 There is compatibility (i.e., common language) between technologies to 
integrate and interact in an orderly and efficient way. 

4 There is sufficient detail in the quality and assurance of technology 
integration. 

5 Technical 
Integration and 

prototypes 

There is sufficient control between technologies necessary to establish, 
manage, and terminate the integration. 

6 The integrating technologies can accept, translate, and structure information 
for its intended application. 

7 The integration of technologies has been verified and validated with 
sufficient detail to be actionable. 

8 Operational 
Validation 

Actual integration was completed, and the mission was qualified through 
testing and demonstration in the system environment. 

9 Integration is Mission Proven through successful mission operations. 

 

The Integration Readiness Levels between the different components will be evaluated through a coordinated 

self-assessment process. Each component's owner will provide a self-assessment of its component integration 

level relative to the other elements of the architecture. Differences in evaluations of integration levels between 

two elements will be reconciled and homogenised through a concertation process led by the project Innovation 

Manager.  

This evaluation will be done regularly throughout the project to evaluate progress in integration. 
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5.1.3 System Readiness Assessment 
To evaluate the overall readiness of the integrated system, COGNIFOG will use the SRL metric.  

SRL is calculated from TRL and IRL. The steps are the following: 

 TRL and IRL matrix normalisation (all values are divided by 9) 

 Matrix product of the IRL matrix by the TRL vector 

 Division of each value of each vector value by the link number of the component plus one (it is 

considered that the component has a link with itself). 

 Sum of the values of the resulting vector 

 Division of the resulting value by the number of components in the system. 

 Assessment of the SRL level by comparing the value obtained at the limit of each level. 

 

As such, SRL can also be presented through the following formula: 

 

Equation 1. SRL calculation formula 

The following table presents the SRL scale.  

Table 68: System Readiness Levels 

SRL Name Definition Value 
Min 

Value 
Max 

1 Concept 
Refinement 

Refine the initial concept. Develop a system/technology 
development strategy 

0,1 0,39 

2 Technology 
Development 

Reduce technology risk and determine the appropriate 
set of technologies to integrate into a complete system 

0,4 0,59 

3 System 
Development and 

Demonstration 

Develop a system or increment of capability; reduce 
integration and manufacturing risk; ensure operational 
supportability; reduce logistics footprint; implement 
human systems integration; design for producibility; 

ensure affordability and protection of critical program 
information; and demonstrate system integration, 

interoperability, safety, and utility 

0,6 0,79 

4 Production and 
Development 

Achieve operational capability that satisfies mission 
needs 

0,8 0,89 

5 Operations and 
Support 

Execute a support program that meets operational 
support performance requirements and sustains the 
system in the most cost-effective manner over its life 

cycle 

0,9 1 

5.2 Initial Assessment of Readiness 

As part of COGNIFOG's integration work, we conduct regular assessments of the readiness of the platform's 

different components. These assessments provide a view of the COGNIFOG platform's TRL, IRL, and SRL 

at months 1, 12, and 18.  
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5.2.1 Technology Readiness Levels 
The following table presents the evolution of the TRL of the different components of the COGNIFOG platform 

and their status at Month 18.  

Table 69: TRL evolution from M1 to M18 

Partners Asset Initial TRL Target TRL TRL M12 TRL M18 

I2CAT Network Edge Gateway 2 4 3 4 

I2CAT MQTT Broker 9 9 9 9 

I2CAT Network Slice Manager 4 5 4 4 

I2CAT Network RAN Controler 4 5 4 4 

CYSEC ARCA Trusted OS x86 9 9 9 9 

CYSEC ARCA Trusted OS Embedded 5 7 5 7 

CYSEC ARCA KMS Container 5 7 5 7 

ATOS Monitoring Manager 4 5 4 5 

ATOS Monitoring Agents (Performance, Green...) 3 4 3 5 

ATOS Continuum Orchestrator Scheduler 3 5 3 4 

ATOS Continuum Orchestrator Agent 3 5 3 4 

ATOS Policy Manager 3 5 3 3 

ATOS Policy Agent 3 4 3 3 

CEA Polygraph Modelling 3 5 3 4 

CEA Polygraph Monitoring 3 5 4 4 

SIEMENS Smart Allocator 1 5 3 3 

KENT Kentyou Data Hub 4 6 5 5 

KENT Kentyou Eye 3 5 4 4 

EBOS Comprehensive COGNIFOG Dashboard 4 5 4 4 

KENT Kentyou AI 3 5 4 4 

KENT Kentyou UI 3 5 4 5 

 

5.2.2 Integration and System Readiness Levels 
The following matrixes present the evolutions of the IRL between the components of COGNIFOG at months 

1, 12, and 18. Comparing the different matrixes allows one to measure the progress regarding integration 

between the components.  
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Figure 18: Integration Readiness at Month 1 
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Network Edge Gateway 9 1 0 1 0 1 0 0 1 0 1 0 1 0 1 0 0 0 0 0 0

MQTT Broker 1 9 0 0 1 0 0 0 0 0 0 0 0 0 1 0 1 0 0 0 0

Network Slice Manager 0 0 9 4 0 0 0 1 1 1 1 1 1 0 0 0 0 0 0 0 0

Network RAN Controler 1 0 4 9 0 0 0 0 0 1 1 0 0 0 0 0 0 0 0 0 0

ARCA Trusted OS x86 0 1 0 0 9 0 6 1 1 1 1 1 1 0 0 0 0 0 0 0 0

ARCA Trusted OS Embedded 1 0 0 0 0 9 6 0 0 0 1 0 0 0 1 0 0 0 0 0 0

ARCA KMS Container 0 0 0 0 6 6 9 0 0 0 0 1 0 0 0 0 0 0 0 0 0

Monitoring Manager 0 0 1 0 1 0 0 9 4 0 0 2 1 0 1 1 0 0 0 0 0

Monitoring Agents (Performance, Green...)1 0 1 0 1 0 0 4 9 0 2 0 1 0 0 0 0 0 0 0 0

Continuum Orchestrator Scheduler 0 0 1 1 1 0 0 0 0 9 4 2 1 0 0 1 0 0 1 0 0

Continuum Orchestrator Agent 1 0 1 1 1 1 0 0 2 4 9 2 2 0 0 0 0 0 0 0 0

Policy Manager 0 0 1 0 1 0 1 2 0 2 2 9 4 0 0 0 0 0 0 0 0

Policy Agent 1 0 1 0 1 0 0 1 1 1 2 4 9 0 0 0 0 0 0 0 0

Polygraph Modelling 0 0 0 0 0 0 0 0 0 0 0 0 0 9 0 0 0 0 1 0 0

Polygraph Monitoring 1 1 0 0 0 1 0 1 0 0 0 0 0 0 9 0 1 1 1 0 0

Smart Allocator 0 0 0 0 0 0 0 1 0 1 0 0 0 0 0 9 0 0 0 0 0

Kentyou Data Hub 0 1 0 0 0 0 0 0 0 0 0 0 0 0 1 0 9 5 1 0 5

Kentyou Eye 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 5 9 1 2 5

Comprehensive Cognifog Dashboard 0 0 0 0 0 0 0 0 0 1 0 0 0 1 1 0 1 1 9 0 0

Kentyou AI 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 2 0 9 2

Kentyou UI 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 5 5 0 2 9
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Figure 19:  Integration Readiness at Month 12 
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Network Edge Gateway 9 7 0 1 0 5 0 0 3 0 3 0 3 0 1 0 0 0 0 0 0

MQTT Broker 7 9 0 0 1 0 0 0 0 0 0 0 0 0 6 0 7 0 0 0 0

Network Slice Manager 0 0 9 5 0 0 0 3 3 3 3 3 3 0 0 0 0 0 0 0 0

Network RAN Controler 1 0 5 9 0 0 0 0 2 2 1 0 0 0 0 0 0 0 0 0 0

ARCA Trusted OS x86 0 1 0 0 9 0 9 1 1 1 3 1 1 0 1 0 0 0 0 0 0

ARCA Trusted OS Embedded 5 0 0 0 0 9 6 1 1 1 3 1 1 0 1 0 0 0 0 0 0

ARCA KMS Container 0 0 0 0 9 6 9 1 1 1 1 1 0 0 1 0 0 0 0 0 0

Monitoring Manager 0 0 3 0 1 1 1 9 6 0 0 2 1 0 1 3 0 0 0 0 0

Monitoring Agents (Performance, Green...)3 0 3 2 1 1 1 6 9 0 2 0 1 0 0 0 0 0 0 0 0

Continuum Orchestrator Scheduler 0 0 3 2 1 1 1 0 0 9 5 2 1 0 0 1 0 0 2 0 0

Continuum Orchestrator Agent 3 0 3 1 3 3 1 0 2 5 9 2 2 0 0 0 0 0 0 0 0

Policy Manager 0 0 3 0 1 1 1 2 0 2 2 9 4 0 0 0 0 0 0 0 0

Policy Agent 3 0 3 0 1 1 0 1 1 1 2 4 9 0 0 0 0 0 0 0 0

Polygraph Modelling 0 0 0 0 0 0 0 0 0 0 0 0 0 9 6 0 0 0 1 0 0

Polygraph Monitoring 1 6 0 0 1 1 1 1 0 0 0 0 0 6 9 0 1 1 1 0 0

Smart Allocator 0 0 0 0 0 0 0 3 0 1 0 0 0 0 0 9 0 0 0 0 0

Kentyou Data Hub 0 7 0 0 0 0 0 0 0 0 0 0 0 0 1 0 9 6 3 0 6

Kentyou Eye 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 6 9 3 3 6

Comprehensive Cognifog Dashboard 0 0 0 0 0 0 0 0 0 2 0 0 0 1 1 0 3 3 9 0 0

Kentyou AI 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 3 0 9 3

Kentyou UI 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 6 6 0 3 9
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Figure 20: Integration Readiness at month 18 

5.2.3 System Readiness Levels 

The evaluation of the TRL and IRL of the COGNIFOG platform components allows for an assessment of the 

platform's overall readiness as a complete, integrated system. This can be presented by calculating the System 

Readiness Level.  

At month 18, the SRL of the COGNIFOG platform can be evaluated at 0.29, a significant progress from the 

initial value of 0.15 (at Month 1) and 0.20 at month 12. This shows that the integration between the different 

components is progressing significantly, with some components already reaching a high level of integration.  

 

Figure 21: Progress mapped over the SRL scale 
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Network Edge Gateway 9 8 5 1 0 8 0 0 3 0 8 0 3 0 1 0 0 0 0 0 0

MQTT Broker 8 9 0 0 0 8 0 0 0 0 0 0 0 0 6 0 8 0 0 0 0

Network Slice Manager 5 0 9 4 0 0 0 3 3 6 0 3 3 0 0 0 0 0 0 0 0

Network RAN Controler 1 0 4 9 0 0 0 0 2 2 1 0 0 0 0 0 0 0 0 0 0

ARCA Trusted OS x86 0 0 0 0 9 0 9 5 5 5 5 1 1 0 0 0 0 0 0 0 0

ARCA Trusted OS Embedded 8 8 0 0 0 9 9 5 5 5 5 1 1 0 0 5 0 0 0 0 0

ARCA KMS Container 0 0 0 0 9 9 9 3 1 3 1 1 0 1 1 0 0 0 0 0 0

Monitoring Manager 0 0 3 0 5 5 3 9 6 0 0 2 1 0 1 3 0 0 2 0 0

Monitoring Agents (Performance, Green...)3 0 3 2 5 5 1 6 9 0 2 0 1 0 0 0 0 0 0 0 0

Continuum Orchestrator Scheduler 0 0 6 2 5 5 3 0 0 9 5 2 1 0 0 1 0 0 6 0 0

Continuum Orchestrator Agent 8 0 0 1 5 5 1 0 2 5 9 2 2 0 0 0 0 0 0 0 0

Policy Manager 0 0 3 0 1 1 1 2 0 2 2 9 4 0 0 0 0 0 0 0 0

Policy Agent 3 0 3 0 1 1 0 1 1 1 2 4 9 0 0 0 0 0 0 0 0

Polygraph Modelling 0 0 0 0 0 0 1 0 0 0 0 0 0 9 9 0 0 0 5 0 0

Polygraph Monitoring 1 6 0 0 0 0 1 1 0 0 0 0 0 9 9 0 5 5 2 0 0

Smart Allocator 0 0 0 0 0 5 0 3 0 1 0 0 0 0 0 9 0 0 0 0 0

Kentyou Data Hub 0 8 0 0 0 0 0 0 0 0 0 0 0 0 5 0 9 6 3 0 6

Kentyou Eye 0 0 0 0 0 0 0 0 0 0 0 0 0 0 5 0 6 9 3 4 6

Comprehensive Cognifog Dashboard 0 0 0 0 0 0 0 2 0 6 0 0 0 5 2 0 3 3 9 0 0

Kentyou AI 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 4 0 9 3

Kentyou UI 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 6 6 0 3 9
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Overall, the system remains at the “concept refinement” SRL level, but this is strongly linked to the low TRL 

of some of the components (which reflect the project's research nature). The project's foreseen activities in the 

upcoming months, integrating technologies (through WP4) and pilot deployment, will further help the project 

increase the platform's integration.  

The following pictures present another perspective on the progress of the integration work. Each component 

is represented by a point (with its TRL indicated), and each integration relationship is represented by a link 

between components (with the width of the segment representing the IRL between the components). It allows 

for a rapid visualisation of the main progress of the integration work of the project (in the M18 pictures, the 

links in green are links where the integration has progressed between M1 and M18, showing the work of the 

project).  

 

Figure 22: Integration status at M1 
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Figure 23: Integration progress from M1 to M18 
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6 Conclusion 

The efforts undertaken in T4.3-Lab testing and optimisation have successfully captured the quality and testing 

efficiency of the COGNIFOG platform. Each constituting component of the COGNIFOG platform has been 

tested with dedicated unit tests, and the corresponding results have been achieved. Communication interfaces 

between the interacting components of the COGNIFOG platform have been established, and corresponding 

integration tests and their results are described in this deliverable. A list of all the integrating components with 

their protocol and policies for communication is captured. A template approach for readability is incorporated 

in this report, where each unit test and integration test are defined and executed, and their results are described 

accordingly.  

This report is the initial version of lab testing at M18. Although the majority of the integration tests are 

executed, some integration tests have not yet been performed due to ongoing development. However, the 

integration test designs for such components are in place and will be executed for completeness upon 

completion of development. 

Additionally, since some use cases (trials) have incorporated the COGNIFOG platform, this report also 

describes the testing strategy and results emerging from the respective implementation of the use cases. To 

capture the development of COGNIFOG components and evaluate their maturity in terms of System 

Readiness, Integration Readiness and Technology Readiness levels, this document also depicts the progress 

made from M1 to M18. 
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This deliverable is an important milestone, demonstrating the outcomes 

of the COGNIFOG platform's test plan and execution and their 

incorporation into the use cases besides the individual testing of each of 

its components. This report governs the fundamental strategy and 

alignment for quality in COGNIFOG and sets a reference guideline for 

the final version of lab testing and optimisation, titled óD4.6: Lab testing 

and optimisation report final versionô  

[1] Kubernetes - https://kubernetes.io/ 

[2] Open Cluster Management - https://open-cluster-management.io/ 

[3] Thanos - https://thanos.io/ 

[4] Helm - https://helm.sh/ 

[5] sensiNact. Retrieved from https://projects.eclipse.org/projects/technology.sensinact 

[6] JDK - https://www.oracle.com/java/technologies/downloads/ 

[7] Maven - https://maven.apache.org/ 

[8] Keycloak - https://www.keycloak.org/ 

[9] in M27. 
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Annex I  

The COGNIFOG components and the first release uploaded to the project's GitHub organisation can be found 

at the following link: https://github.com/cognifog-eu. 

Table 70: The list of components and their associated git repositories 

Component Name Partner 
Part of the 

first release 
GitHub repository  

Comprehensive COGNIFOG 

Dashboard 
eBOS Yes 

https://github.com/cognifog-

eu/comprehensive-dashboard  

MQTT broker i2CAT Yes https://github.com/cognifog-eu/mqtt-broker  

ARCA Trusted OS x86 CYSEC Yes Source code managed by CYSEC due to IPR 

ARCA Trusted OS 

Embedded 
CYSEC Yes Source code managed by CYSEC due to IPR 

ARCA KMS Container(x86) 

/ Service(embedded) 
CYSEC Yes Source code managed by CYSEC due to IPR 

Continuum Orchestrator 

Scheduler 
ATOS Yes 

https://github.com/cognifog-

eu/orchestrator-scheduler   

Continuum Orchestrator 

Agent 
ATOS Yes 

https://github.com/cognifog-

eu/orchestrator-agent  

Policy Manager ATOS No -  

Policy Agent ATOS No -  

Monitoring Manager ATOS Yes 
https://github.com/cognifog-eu/monitoring-

manager   

Monitoring Agent ATOS Yes 
https://github.com/cognifog-eu/monitoring-

agent   

Slice Manager i2CAT No -  

RAN Controller i2CAT No -  

Smart allocator Siemens Yes 

https://github.com/cognifog-eu/qos-solver  

https://github.com/cognifog-eu/qos-

scheduler   

Polygraph Modelling CEA Yes Source code managed by CEA due to IPR 

Polygraph Monitoring CEA Yes 
https://github.com/cognifog-eu/cea-

polygraph-monitoring  

KENTYOU Data Hub KENTYOU Yes 
https://github.com/cognifog-eu/kentyou-

datahub  

KENTYOU Eye (AI & UI) KENTYOU Yes 
Source code managed by KENTYOU due to 

IPR 

IoT Edge Gateway I2CAT Yes https://github.com/cognifog-eu/iot-edge-gw  

UC-quickstart THALES No 
https://github.com/cognifog-eu/UC-

quickstart 

UC2-Decentralized-

Telemedicine 
TMA No 

https://github.com/cognifog-eu/UC2-

Decentralized-Telemedicine 

 

 

https://github.com/cognifog-eu
https://github.com/cognifog-eu/comprehensive-dashboard
https://github.com/cognifog-eu/comprehensive-dashboard
https://github.com/cognifog-eu/mqtt-broker
https://github.com/cognifog-eu/orchestrator-scheduler
https://github.com/cognifog-eu/orchestrator-scheduler
https://github.com/cognifog-eu/orchestrator-agent
https://github.com/cognifog-eu/orchestrator-agent
https://github.com/cognifog-eu/monitoring-manager
https://github.com/cognifog-eu/monitoring-manager
https://github.com/cognifog-eu/monitoring-agent
https://github.com/cognifog-eu/monitoring-agent
https://github.com/cognifog-eu/qos-solver
https://github.com/cognifog-eu/qos-scheduler
https://github.com/cognifog-eu/qos-scheduler
https://github.com/cognifog-eu/cea-polygraph-monitoring
https://github.com/cognifog-eu/cea-polygraph-monitoring
https://github.com/cognifog-eu/kentyou-datahub
https://github.com/cognifog-eu/kentyou-datahub
https://github.com/cognifog-eu/iot-edge-gw
https://github.com/cognifog-eu/UC-quickstart
https://github.com/cognifog-eu/UC-quickstart
https://github.com/cognifog-eu/UC2-Decentralized-Telemedicine
https://github.com/cognifog-eu/UC2-Decentralized-Telemedicine
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Annex II  

POST request to the Job Manager:  

name : hello - deployment - demo 

description: "video streaming producer and consumer"  

namespace: demo - deploy  

components:  

-  name: producer  

  type: manifest  

  manifests:  

  -  name: mjpeg  

  -  name: mjpeg - service  

  requirements:  

    memory: 64Mi  

    cpu: 250m  

  channel:  

    out:  

      -  consumer  

  chunk: raspberrych  

-  name: consumer  

  type: manifest  

  manifests:  

  -  name: video - streaming - deployment  

  -  name: video - streaming - service  

  requirements:  

    memory: 64Mi  

    cpu: 250m  

  channel:  

    in:  

      -  producer  

  chunk: kochomasterchunk  

---  

apiVersion: v1  

kind: Pod  
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metadata:  

  name: mjpeg  

  namespace: demo - deploy  

  labels:  

    app.kubernetes.io/name: mjpeg  

spec:  

  containers:  

  -  name: kceu  

    image: santojim/camera_to_ip:arm64  

    command:  

    -  /app/cam2ip  

    args:  

    -  -- bind - addr=:8080  

    ports:  

    -  contain erPort: 8080  

      name: http  

    resources:  

      limits:  

        squat.ai/video: 1  

---  

apiVersion: v1  

kind: Service  

metadata:  

  name: mjpeg - service  

  namespace: demo - deploy  

spec:  

  selector:  

    app.kubernetes.io/name: mjpeg  

  ports:  

  -  protocol: TCP  

    port: 8080  

    targetPort: 8080  

    nodePort: 30999  
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  type: NodePort  

---  

apiVersion: apps/v1  

kind: Deployment  

metadata:  

  name: video - streaming - deployment  

  namespace: demo - deploy  

  labels:  

    app.kubernetes.io/name: video - streaming  

spec:  

  replicas: 1 

  selector:  

    matchLabels:  

      app: video - streaming  

  template:  

    metadata:  

      labels:  

        app: video - streaming  

    spec:  

      restartPolicy: Always  

      containers:  

      -  name: video - streaming  

        image: santojim/video - restream  

        ports:  

        -  containerPort: 5000  

        args: [" -- url", "http://10.171.1.14:30999/jpeg"]  

        resources:  

          requests:  

            memory: 3Gi  

---  

apiVersion: v1  

kind: Service  

metadata:  
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  name: video - streaming - service  

  namespace: de mo- deploy  

spec:  

  type: NodePort  

  ports:  

  -  protocol: TCP  

    port: 5000  

    targetPort: 5000  

  selector:  

    app: video - streaming  
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Annex III  

The received response status code 201 from the request, including the application description in the body: 

{  

    "ID": "3050c005 - 30e6 - 46f2 - a939 - 7871000edaef",  

    "appName": "hello - deployment - demo",  

    "appDescription": "video streaming producer and consumer",  

    "jobs": [  

        {  

            "ID": "90a40711 - 6948 - 4134 - aab8 - e93d01b79214",  

            "uuid": "00000000 - 0000 - 0000 - 0000 - 000000000000",  

            "job_group_id": "3050c005 - 30e6 - 46f2 - a939 - 7871000edaef",  

            "job_group_name": "hello - deployment - demo",  

            "type": 5,  

            "state": 1,  

            "manifests": [  

                {  

                    "yamlString": " \ r \ napiVersion: v1 \ r \ nkind: 

Pod\ r \ nmetadata: \ r \ n  name: mjpeg \ r \ n  namespace: demo - deploy \ r \ n  

labels: \ r \ n    app.kubernetes.io/name: mjpeg \ r \ nspec: \ r \ n  containers: \ r \ n  

-  name: kceu \ r \ n    image: sant ojim/camera_to_ip:arm64 \ r \ n    command: \ r \ n    

-  /app/cam2ip \ r \ n    args: \ r \ n    -  -- bind - addr=:8080 \ r \ n    ports: \ r \ n    

-  containerPort: 8080 \ r \ n      name: http \ r \ n    resources: \ r \ n      

limits: \ r \ n        squat.ai/video: 1 \ r \ n"  

                },  

                {  

                    "yamlString": " \ r \ napiVersion: v1 \ r \ nkind: 

Service \ r \ nmetadata: \ r \ n  name: mjpeg - service \ r \ n  namespace: demo -

deploy \ r \ nspec: \ r \ n  selector: \ r \ n    app.kubernetes.io/name: mjpeg \ r \ n  

ports: \ r \ n  -  protocol: TCP \ r \ n    port : 8080 \ r \ n    targetPort: 8080 \ r \ n    

nodePort: 30999 \ r \ n  type: NodePort \ r \ n\ r \ n"  

                }  

            ],  

            "manifest": " \ r \ napiVersion: v1 \ r \ nkind: Pod \ r \ nmetadata: \ r \ n  

name: mjpeg \ r \ n  namespace: demo - deploy \ r \ n  labels: \ r \ n    

app.k ubernetes.io/name: mjpeg \ r \ nspec: \ r \ n  containers: \ r \ n  -  name: 

kceu \ r \ n    image: santojim/camera_to_ip:arm64 \ r \ n    command: \ r \ n    -  

/app/cam2ip \ r \ n    args: \ r \ n    -  -- bind - addr=:8080 \ r \ n    ports: \ r \ n    -  

containerPort: 8080 \ r \ n      name: http \ r \ n    resources: \ r \ n      

limits: \ r \ n        squat.ai/video: 1 \ r \ n",  
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            "targets": [  

                {  

                    "cluster_name": "k3s - master3",  

                    "orchestrator": "ocm"  

                }  

            ],  

            "locker": false,  

            "orchestrator": "ocm",  

            "updated_at": "2024 - 05- 09T14:13:41.924+02:00",  

            "resource": {  

                "job_id": "90a40711 - 6948 - 4134 - aab8 - e93d01b79214",  

                "resource_uuid": "00000000 - 0000 - 0000 - 0000 - 000000000000",  

                "resource_name": "producer",  

                "conditions": [  

                    {  

                        "type": "Created",  

                        "status": "True",  

                        "observedGeneration": 1,  

                        "lastTransitionTime": "2024 - 05-

09T14:13:41.921780684+02:00",  

                        "reason": "AwaitingForTarget",  

                        "message": "Waiting for the Target"  

                    },  

                    {  

                        "type": "Created",  

                        "status": "True",  

                        "observedGeneration": 1,  

                        "lastTransitionTime": "2024 - 05-

09T14:13:41.921780727+02:00" ,  

                        "reason": "AwaitingForExecution",  

                        "message": "Waiting an Orchestrator to take the 

Job"  

                    }  

                ],  
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                "updatedAt": "2024 - 05- 09T14:13:41.926+02:00"  

            },  

            "namespace": "demo - deploy"  

        },  

        {  

            "ID": "bae54b5e - 7299 - 43bf - 888d - 0f3863efceca",  

            "uuid": "00000000 - 0000 - 0000 - 0000 - 000000000000",  

            "job_group_id": "3050c005 - 30e6 - 46f2 - a939 - 7871000edaef",  

            "job_group_name": "hello - deployment - demo",  

            "type": 5,  

            "state": 1,  

            "manifests": [  

                {  

                    "yamlString": " \ r \ n\ r \ napiVersion: apps/v1 \ r \ nkind: 

Deployment \ r \ nmetadata: \ r \ n  name: vi deo - streaming - deployment \ r \ n  

namespace: demo - deploy \ r \ n  labels: \ r \ n    app.kubernetes.io/name: video -

streaming \ r \ nspec: \ r \ n  replicas: 1 \ r \ n  selector: \ r \ n    matchLabels: \ r \ n      

app: video - streaming \ r \ n  template: \ r \ n    metadata: \ r \ n      labels: \ r \ n        

app: video - streaming \ r \ n    spec: \ r \ n      restartPolicy: Always \ r \ n      

containers: \ r \ n      -  name: video - streaming \ r \ n        image: 

santojim/video - restream \ r \ n        ports: \ r \ n        -  containerPort: 

5000 \ r \ n        args: [ \ " -- url \ ", \ "http: //10.171.1.14:30999/jpeg \ "] \ r \ n        

resources: \ r \ n          requests: \ r \ n            memory: 3Gi \ r \ n"  

                },  

                {  

                    "yamlString": " \ r \ napiVersion: v1 \ r \ nkind: 

Service \ r \ nmetadata: \ r \ n  name: video - streaming - se rvice \ r \ n  namespace: 

demo- deploy \ r \ nspec: \ r \ n  type: NodePort \ r \ n  ports: \ r \ n  -  protocol: 

TCP\ r \ n    port: 5000 \ r \ n    targetPort: 5000 \ r \ n  selector: \ r \ n    app: 

video - streaming"  

                }  

            ],  

            "manifest": " \ r \ napiVersion: v1 \ r \ nkind: 

Service \ r \ nmetadata: \ r \ n  name: mjpeg - service \ r \ n  namespace: demo -

deploy \ r \ nspec: \ r \ n  selector: \ r \ n    app.kubernetes.io/name: mjpeg \ r \ n  

ports: \ r \ n  -  protocol: TCP \ r \ n    port: 8080 \ r \ n    targetPort: 8080 \ r \ n    

nodePort: 30999 \ r \ n  type: NodePort \ r \ n\ r \ n",  

            "targets": [  

                {  
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                    "cluster_name": "k3s - master3",  

                    "orchestrator": "ocm"  

                }  

            ],  

            "locker": false,  

            "orchestrator": "ocm",  

            "updated_at": "2024 - 05- 09T14:13:41.924+02:00",  

            "resource": {  

                "job_id": "bae54b5e - 7299 - 43bf - 888d - 0f3863efceca",  

                "resource_uuid": "00000000 - 0000 - 0000 - 0000 - 000000000000",  

                "resource_name": "co nsumer",  

                "conditions": [  

                    {  

                        "type": "Created",  

                        "status": "True",  

                        "observedGeneration": 1,  

                        "lastTransitionTime": "2024 - 05-

09T14:13:41.921780684+02:00",  

                        "reason": "AwaitingForTarget",  

                        "message": "Waiting for the Target"  

                    },  

                    {  

                        "type": "Created",  

                        "status": "True",  

                        "observedGeneration": 1,  

                        "lastTransitionTime": "2024 - 05-

09T14:13:41.921780727+02:00",  

                        "reason": "AwaitingForEx ecution",  

                        "message": "Waiting an Orchestrator to take the 

Job"  

                    }  

                ],  

                "updatedAt": "2024 - 05- 09T14:13:41.926+02:00"  

            },  
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            "namespace": "demo - deploy"  

        }  

    ]  

}  
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Annex IV 

The received response status code 200 from the request, including the information of the slice created: 

[  

  {  

        "name": "atos - 4054222565781778406",  

        "id": "663a1f863215f5003e5065bd",  

        "user_id": "6631054a3215f50009c10ee7",  

        "chunks": {  

            "compute_chunk": [  

                {  

                    "name": "raspberrych",  

                    "id": "6628d2f33215f50008e06a70",  

                    "description": "Rasbper ry in the lab with k3S",  

                    "compute_id": "66268dbb3215f50009232882",  

                    "user_id": "662676a83215f5000a349225",  

                    "os_project_id": null,  

                    "os_user_id": null,  

                    "osm_vi m_id": "e057404a - 51de - 44f2 - 8195 - fdfd8b2ef97d",  

                    "osm_k8s_cluster_id": "4bd559eb - a51a - 4c90 - 9357 -

375c65c03a57",  

                    "username": null,  

                    "password": null,  

                    "requirements": {  

                        "cpus": {  

                            "required": 100,  

                            "consumed": 0,  

                            "limits": 200,  

                            "units": "m"  

                        },  

                        "ram": {  

                            "required": 256,  

                            "consumed": 0,  

                            "limits": 512,  
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                            "units": "Mi"  

                        },  

                        "storage": {  

                            "required": 100,  

                            "consumed": 0,  

                            "units": "Gi"  

                        }  

                    },  

                    "auth_url": null,  

                    "available_ext_net" : false,  

                    "osm_id": "662678243215f50009232881"  

                },  

                {  

                    "name": "kochomasterchunk",  

                    "id": "663376fe3215f50009c10eed",  

                    "description": "K8s master node",  

                    "compute_id": "662fc1c13215f50009c10ee6",  

                    "user_id": "662676a83215f5000a349225",  

                    "os_project_id": null,  

                    "os_user_id": null ,  

                    "osm_vim_id": "482bea74 - 5b34 - 4582 - 8c58 - 9d1656036361",  

                    "osm_k8s_cluster_id": "2337f7a0 - 31aa - 4878 - a300 -

b1061f97aa7e",  

                    "username": null,  

                    "password": null,  

                    "r equirements": {  

                        "cpus": {  

                            "required": 100,  

                            "consumed": 0,  

                            "limits": 200,  

                            "units": "m"  

                        },  

                        "ram": {  
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                            "required": 1024,  

                            "consumed": 0,  

                            "limits": 2048,  

                            "units": "Mi"  

                        },  

                        "storage": {  

                            "required": 10,  

                            "consumed": 0,  

                            "units": "Gi"  

                        }  

                    },  

                    "auth_url": null,  

                    "available_ext_net": false,  

                    "osm_id": "662678243215f50009232881"  

                }  

            ],  

            "network_chunk": [],  

            "radio_chunk": [],  

            "cp_functions": []  

        },  

        "activa tion_status": "not - needed",  

        "services": {}  

    }  

]  


