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Executive summary

The deliverable outlines the testing stratagyplemented across the COGNIFOG platfotdmit testing of
individual COGNIFOG components constituting the COGNIFOG platimsmbined withintegration testing

for the COGNIFOG components interacting as a unifiedugrare reported. As a software engineering
practice, unit tests are executed first to evaluate the individual components followed by execution of integration
tests before the system level testn.this deliverableunit tests for each component are defined and their
results aredescribed Following the unittests,integration tests are defined and executed for the set of
interacting COGNIFOG componenté list of all the integrating components with their protocol and
communication policies is captured. This report incorporates a template approach for readakiléyeach

unit test and integration test are defimed executedind their results are described accordingly.

This report is organiseidto thefollowing four sections:

9 Unit Testing of COGNIFOG components.

91 Integration Testing fothe COGNIFOG platform.

1 Testing ofthe COGNIFOG platform as adapted by trials.

1 System, Integration and Technology Readiness Levels depicting the progress and maturity of
componers.

Most of the unit and integration tests have been successfully achigivea. this report is the initial version

of COGNIFOG lab testing at M18 as wellcige totheongoing developmeat activities there are components
among which integration testsudd not be achieved. However, communication and interacting protocols are
designedandthetest cases are defined accordingly. The Conclusgationhighlights the overall outcome of
this report and providesn outlook for the final version of lab testing intended in M27. Sections References
and Annexdepict the external sources pointecita code repositories of different COGNIFOG components.
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1 Introduction

1.1 Mapping

Projectso

XCOGNIFOG

Out put s

Tablel: Adherence to COGNIFOG GA Deliverable and Task(s) descriptions

COGNIFOG Task

Respective Justification

document

Task 4.3: Lab testing and
optimisation

During this task, the Cognitive
Fog components will b

extensively tested at laborato
environment using sem

chapter(s)
Chapter 2

This chapter focuses on verifying the functionality &

performance of individual component within t
COGNIFOG system. Specific test cases to validate
behaviour and functionality of eacbomponent are
described. Test cases should cover various i
scenarios and edge cases to ensure robustness.

automatic procedures for stabili
and efficiency. The task wil
ensure that the COGNIFO|
components achieve the expec]
Technology Readiness Ley
(TRL) upon the platform
integration by  establishin
suitable evaluation procedurg
such as the benchmark crite|
defined in Task 2.3. All testin|
will be using either syntheti
datasets or redife data from
COGNIFOG use cases and pild
trials (when available), though f¢
privacy issues they will be fully
anonymized during all testing ar

Chapter 3

The chapter delves into the results of integration test
conducted to evaluate the functionality and
interoperability ofcomponents based on their
communication interfaces. Through rigorous testing
procedures, including scenatiased simulations and
realworld data exchange scenarios, the chapter prov
insights into the performance and reliability of each
interface.

By presenting findings, the chapter aims to offer
stakeholders a comprehensive understanding of the
communication infrastructure's strengths, limitations,
and areas for potential improvement within the
COGNIFOGplatform. Overall, this chapter serves as
valuable resource for assessing the integration readi
of the platform and informing future optimization
efforts.

validation process. The resul
will be facilitated to produce th
final CognitiveFog platform,
explore senarios for the
development and validation ¢
KPIs in an iterative manne
allowing developers to test ar
improve concepts early before t
initiation  of  living labs
deployment and patch ar

Chapter 4

The chapter delves into the comprehensive evaluatiq
the platform's functionality conducted by each partne
organization.

Eachsubchapter covers test activities performed by
providers tailored to their expertise and objectives ar
in collaboration with technical providers and th
contributions to ensuring the platform's robustness a
effectiveness in reatorld

scenarios

identified vulnerability points tc
cyberattacks. The outcome ¢
this Task will be reported withil
this deliverable.

Chapter 5

The chapter provides a systematic methodology for
assessing the readiness of @@GNIFOGsystem. It
includes evaluations at various levels, starting from
individual component readiness to integration
evaluation, ultimately culminating isn assessment of
the system's overall readiness for deployment. Throy
this structured approach, stakeholders gain insights
the system's maturity and identify areas requiring fur
development or refinement to achieve deployment
readiness.

Chapte 6

This chapter summarises findings and analysis
performed in the deliverable and gives the outlook or
the work to be performed in the future and contributig
required for the deliverable 4.6.
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2 Unit Testing of the COGNIFOG Integrated Systems

In this section unit testing of each of the technical components that constiate OGNIFOG platform are
described. Each unit testing is reported following a testing template that captures the test steps with input data,
pre-conditions if any followed with expéed outcome. Negative and destructive test cases with invalid inputs

and unexpected behaviours besides the positive test cases are also considered. Thus, this section highlights the
functional quality and maturity of each COGNIFOG component individually.

2.1 Comprehensive COGNIFOG Dashboard

The Comprehensive COGNIFOG Dashboard is a feorat application designed to provide functionalities
related to managing and monitoring cognitive fog across various applications. The dashboard serves as a
platform for gatlering, analysing, and visualizing data related to cognitive performance metrics. One of the
key components tested during its development was the creation of application descriptions. This was validated
through unit testing to ensure reliability and accyliaccapturing and storing essential details provided by the
enduser through the dashboard about each application's functionality and purpose. The main objective behind
this functionality is to enable tracking and documentation of application characseriatilitating clearer

insights into how each application contributes to or interacts within the larger system of cognitive performance
management. This ensures that-esdrs can effectively manage, view and edit cognitive resources of their
applicatims based on informed data and insights provided by the dashboard.

Table?2: List of test cases fAaCOGNIFOGDashboard

COGNIFOG Dashboard: Test Cases

Test Case ID Description Result
TC-COGNIFOGDashboard | Create applicatiordescription Achieved
01

Table3: Test case T@COGNIFOGDashboard1

Test Case ID TC- Component COGNIFOG Dashboard
COGNIFOGDashboar@l

Description Implement Application Description HTTP POST API Method

Tested by eBOS

Pre-condition(s) | Application description form should be filled out

Test steps

1 Fetched application description data from the Ul 8adalize the data in the JSON Format

2 Saved the data into the database tables.

3 Verify successful HTTP responstatus code and response body including isSucceede

message

Input data POST HTTP method with Requirements and a list of application manifests
parameters in forrdata format

Result Bty Cones Festes ) Tt TS ————

Pretty  Raw  Previe size BSON v S

ed”: true,

Test Case Result| Achieved
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2.2 Orchestrator Scheduler

The Orchestrator Scheduler is in charge of the distribution of applications on the COGNIFOG platform by
receiving and managing application descriptions and deployment requirements from the Dashboard. It operates
through a set of APl endpoints, guaranteeiniciefit management, and monitoring of these processes. The
Orchestrator Scheduler supports seamless orchestration across multiple clusters by storing application
deployment details in its database and providingtiead health checks. In this way, it enlbas resource
utilization and service reliability within the COGNIFOG continuum.

Table4: List of test cases for Orchestrator Scheduler

Orchestrator Scheduler: Test Cases

Test Case ID Description Result
TC-OrchestratorSchedulérl Create application deployment Achieved
TC-OrchestratorSchedul€r2 Get application deployment Achieved

Table5: Test casd C-OrchestratorSchedukérl

Test Case ID TC-OrchestratorSchedul®l  Component Orchestrator Scheduler
Description Create application deployment

Tested by ATOS

Pre- - Available upstream Kubernetd4] cluster with Open Cluster Managemdi®]

condition(s) deployed as HUB Cluster
- Orchestrator Scheduler deployed on HUB Cluster

Test steps
1 Call the POST {{jobmanager}}/jobs/create/:app_name HTTP API endpoint wipplication
parameters

2 Verify successful HTTP response status code and response body including application 10
description, and list of input jobs data.

Input data POST HTTP method witapp_namgarameter and a list of application manifestshan
body in YAML format
Result Body Cookies Headers (4) Test Results @ status: 201 Created Time: 26 ms Size: 45KB  [3) Save as example
Pretty Raw Preview Visualize JSON + = D
104
2 "ID": "16e202d9-6846-4fad-ab22-10025aedc148" ,
3 "appName": "hello-world-multipart”
4 "appDescription”: ""
5 "jobs": [
6 i
7 "ID": "1ea3bBd2-e871-4437-800a-aacs58832cf2",
3 "uuid’: "00EE0EEE-0000-0000-PEE0-B0EER0EEERER" ,

"job_group_id": "16€202d9-6846-4fad-ab22-10025aedc148"

labels:\1\n app: hello-cloud\r\nspec:\r\n replicas: 1\r\n selector:\r\n matchLabels:\1\n app: hello-cloud\r\n
template:\r\n metadata:\r\n name: hello-cloud\r\n labels:\r\n app: hello-cloud\r\n spec:\r\n
containers:\rin - name: hello-cloud-one\r\n image: busybox\r\n command: [ 'sleep' J\r\n

9' J\r\n Tesources:\r\n Tequests:\I\n cpu: 500m\r\n memory:

14

Test Case| Achieved
Result
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Table6: Test casd C-OrchestratorSchedul®?2

Test Case ID TC-OrchestratorScheduler Component Orchestrator Scheduler
02

Description Get application deployment

Tested by ATOS

Pre-condition(s) | - Available upstream Kubernetes cluster with Open Cluster Management deplg
HUB Cluster

- Orchestrator Scheduler deployed on HUB Cluster
- Application deployed on the Orchestrator Scheduler

Test steps
1 Call theGET {{jobmanager}}/jobs/group/:uuid HTTP API endpoint with application identifig
2 Verify successful HTTP response status code and response body including application IO

description, and list of jobs data.
Input data GET HTTP method witlapplicationuuid parameter

Body Cookies Headers (4) Test Results @ Status: 200 0K Time: 9ms Size: 4.2 KB Save as example  eoe
Result g 8 B p

Pretty Raw Preview Visualize JSON v S B Q

11
"ID": "168202d9-6846-4fad-ah22-10025aedc148",
3 "appName": "hello-world-multipart",
4 “appDescription”: ",
"jobs": [
i
"ID": "lea3b@d2-e871-4437-800a-aac858832¢f2",

8 "yuid": " -0000 .

9 "Job_group_id": "16€202d9-6846-4fad-ab22-10025aedc148",

10 "job_group_name": "hello-world-multipart",

1 "type": 5,

12 "state": 1,

13 "manifest”: "\1r\napiversion: apps/vi\r\nkind: Deployment\r\nmetadata:\r\n name: hello-cloud\r\n namespace: demo\r\n
labels:\1\n app: hello-cloud\r\nspec:\r\n replicas: 1\r\n selector:\r\n matchLabels:\r\n app: hello-cloud\r\n
template:\z\n metadata:\r\n name: hello-cloud\r\n labels:\1t\n app: hello-cloud\r\n spec:\r\n

Test Case Result| Achieved

2.3 Orchestrator Agent

The Orchestrator Agent manages mualtister workloads with the help of Open Cluster Management, an open
source tool where a central Hub Cluster oversees Mar@gesters that are part of the platform. The agent
deploys Kubernetes resources across platform clusters following the ManifestWork model, guaranteeing
consistent deployment of manifest files and configurations across the infrastructure. The Open Cluster
Management klusterlet agent is running on each of the Managed Clusters, handling cluster registration and
resource deployments based on the ManifestWork definitions received from the hub. The Orchestrator Agent
also interacts with the Orchestrator Schedidqull pending application deployments and applies them to the
Hub Cluster, optimizing resource allocation and management efficiency across the COGNIFOG continuum.

Table7: List of test cases for Orchestrator Agent

Orchestrator Agent: Test Cases

Test Case ID Description Result

TC-OrchestratorAger®1 | Verify correct deployment of Orchestrator Age Achieved
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Table8: Test casd C-OrchestratorAgerdl

Test Case ID TC-OrchestratorAgeat Component Orchestrator Agent
01
Description Verify correct deployment of Orchestrator Agent
Tested by ATOS
Pre- - Available upstream and downstream Kubernetes clusters with Open (

condition(s) Management deployed as HUB Cluster and Managed Chesieectively
- Orchestrator Agent deployed on HUB Cluster

Test steps
1 Call theGET {{deploymanager}yhealthz HTTP API endpoint

2 Verify successful HTTP response status code and response body including the text "OCN
working properly!"

Input data None
Result Body Cookies Headers (4) Test Results @ Status:2000K Time:79ms Size: 1628 [Z) Save as example
Pretty ~ Raw  Preview  Visualize Text v O Q
1 "0CM Driver working properly!"
2
Test Case| Achieved
Result

2.4 Monitoring Manager

Built on the opersource Thano$3] server, the Monitoring Manager retrieves and stores infrastructure
telemetry data from the Monitoring Agent component, using a highly availabletdomg Prometheus
compatible format. Metrics apushed to the Thanos Receiver endpoint and stored in the Thanos Object Store
module, compatible with major cloud storage vendors. An Aggregator microservice, which also takes part into
the Monitoring Manager component, queries the Thanos Querier modetadwe and remodel these metrics,
forwarding them to other COGNIFOG components following the COGNIFOG Infrastructure Data Model.This
ensures seamless data collection, storage, and accessibility for efficient infrastructure management within the
COGNIFOGsystem.

Table9: List of test cases for Monitoring Manager

Monitoring Manager: Test Cases

Test Case ID Description Result

TC-MonitoringManagef01 | Deployment of Monitoring Manager via he[d] Achieved
chart

TC-MonitoringManagei02 | Performance check via web Graphical U Achieved
Interface

TC-MonitoringManaget03 | Aggregator monitoring data modeller Achieved

Table10: Test casd C-MonitoringManageiO1

Test Case ID TC-MonitoringManagei01 Component Monitoring Manager
Description Deployment of Monitoring Manager via helm chart

Tested by ATOS

Pre-condition(s) | Available Kubernetes cluster witubectlandhelmcommands access
Test steps

1 ‘ Clone and access Monitoring Manager git repository:
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git clonehttps://github.com/cognifegu/monitoringmanager
cd monitoringmanager/
git switch develop
2 Run deployment command from Monitoring Manager README documentation:
helm upgradei monitoringmanager monitoringnanagerA values.yamin cognifog
3 Verify successful deployment on command result:
STATUS: deployed
4 Verify successful deployment on Kubernetes running pods:
kubectl get podsn cognifog
Input data Monitoring Manager helm chart with configured valugeml in YAML format
Result dev ~/d/monitoring-manager (develop)> helm upgrade -i monitoring-manager monitoring-manager/ -f values.yaml -n cognifog

Release "monitoring-manager” does not exist. Installing it now.
NAME : monitoring-manager

LAST DEPLOYED: Thu Mar 21 09:43:27 2824

MNAMESPACE: cognifog

STATUS: deployed

REVISION: 1

TEST SUITE: Hone

dev ~/d/monitoring-manager (develop):> kubectl get pods -n cognifog

MAME READY  STATUS RESTARTS  AGE
monitoring-manager-thanos-query-55c686bcfe-6lgmz 1/1 Running @ Tmi2s
monitoring-manager-thanos-query-frontend-8bb4efdbe-k7zqj 1/1 Running @ Tml2s
monitoring-manager-thanos-receive-8 1/1 Running @ Tml2s

TestCase Result | Achieved

Tablel1: Test cas@ C-MonitoringManagei02

Test Case ID TC-Component  Component Monitoring Manager
02
Description Performance check via web Graphical User Interface
Tested by ATOS
Pre- - The Kubernetes cluster is availallgh kubectlandhelmcommands access.
condition(s) - Successful deployment of Monitoring Manager witlstomisedngress hostnam
on helm chart values.

Test steps

1 Verify successful deployment of Monitoring Managerkarbernetes ingress:
kubectl get ingressh cognifog
2 Access web Graphical User Interface on web browserWigmosquery ingress URL

3 Type thel+1 query on the Thanos search field and click execute
4 Verify that the Thanos server is working by checking that the re<ilt is

Input data none
R I dev ~/d/monitoring-manager (develop)> kubectl get ingress -n cognifog
esu t NAME CLASS HOSTS ADDRESS PORTS  AG
monitoring-manager-thanos-query traefik  thanos-query.192.168.137.209.nip. 10 182.168.137.200,192.168,137.201,192.168.137.262 88 161
monitoring-manager-thanos-receive  traefik  thanos-receive,192.168.137.208.nip.io  192.168.137.206,192.168.137.291,192.168.137.282 88 161
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InPrivate [im] T Thanos | Highly available Prome: % -

A Notsecure | thanos-query.192.168.137.200.nip...

— Thanos - Query

Use local time Enable query history Enable Store Filtering

Enable autocomplete Enable highlighting Enable linter

Use Deduplication Use Partial Response Engine  Prometheus v Explain
Load time: 121ms  Resolution: 145 Result series: 1
Table Graph
Evaluation time
scalar 2

Remove Panel

Test Case| Achieved
Result

Table1l2: Test cas@ C-MonitoringManagei03

Test Case ID TC-Componert  Component Monitoring Manager
03
Description Aggregator monitoring data modeller
Tested by ATOS
Pre- Successful deployment of Monitoring Manager vdtistomisedngress hostname g
condition(s) helm chart values.
Test steps

1 Verify successful deployment of Monitoriddanager on Kubernetes ingress:

kubectl get ingress cognifog

2 Clone and access Monitoring Aggregator git repository:

git clonehttps://github.com/cognifegu/monitoringaggregator

cd monitoringaggregator/

git switch develop

3 Set the environment variabROMETHEUS_ADDRESS to the Monitoring Manager ingr
hostname given by the command in step 1.

4 Set the environment variable GRPC_PORT to 8080

5 Start the Aggregator server with the command:

go run main.go

6 Test the Aggregator server with the command:

go run test/protobuf/cognifog/server_client.go

7 Verify that the Aggregator server is working by checking the current datetime in the resull
Input data none

Result
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dev ~/d/monitoring-aggregator (develop)> go run main.go ® dev ~/d/monitoring-aggregator (develop)> go run test/protobuf/cognifog/server client.gd
Starting gRPC server... 2824/84/23 14:26:22
2024/04/23 14:26:15 server listening at [::]:8838 dev ~/d/monitoring-aggregator (develop)> I
PromQL Query Result length is zero: node_uname_info
PromQL Query Result length is zero: node_memory MemTotal_bytes
PromQL Query Result length is zero: node memory MemAvailable bytes
Test Case| Achieved
Result

2.5 Monitoring Agent

The Monitoring Agent collects telemetry data on static resources, dynamic performance, and energy
consumption of edge nodes in the COGNIFOG platform. It gathers information on processor, memory, storage,
network capabilities, and performance levels, digtishing between green energy and carbmission

related energy consumption. This data is then sent to the Monitoring Manager, which stores and forwards it to
various COGNIFOG components for-pbwered workload distribution decisions. Data flow betweamtsg

and manager uses REST API calls, with agents deployssh&sinerisecpplications.

Tablel13: List of test cases for Monitoring Agent

Monitoring Agent: Test Cases

Test Case ID Description Result
TC-MonitoringAgent01 | Deployment of Monitoring Agent via helm chart Achieved
TC-MonitoringAgent02 | Performance check via Monitoring Manager Achieved

Tablel4: Test cas@ C-MonitoringAgent01

Test Case ID TC-MonitoringAgent | Component Monitoring Agent
01
Description Deployment of Monitoring Agent via helm chart
Tested by ATOS
Pre- - Available downstream Kubernetes cluster vidttbectlandhelmcommands acces
condition(s)
Test steps

1 Clone and access Monitoring Agent git repository:

git clonehttps://github.com/cognifegu/monitoringagent

cd monitoringagent/

git switch develop

2 Run deployment command from MonitoriAgent README documentation:

helm upgradei monitoringagent monitoringagent/-f values.yamin cognifog

3 Verify successful deployment on command result:

STATUS: deployed

4 Verify successful deployment on Kubernetes running pods:

kubectl get podsn cognifog

Input data Monitoring Agent helm chart with configured valugaml in YAML format
dev ~/d/monitoring-agent (develop)> helm upgrade -i monitoring-agent monitoring-agent/ -f values.yaml -n cognifo
Release "monitoring-agent"” does not exist. Installing it now.
MAME: monitoring-agent

LAST DEPLOYED: Fri Mar 22 18:15:15 2024

MNAMESPACE: cognifog

STATUS: deployed

REVISION: 1
TEST SUITE: None

Result
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dev ~/d/monitoring-agent (develop)» kubectl get pods -n cognifog
NAME READY  STATUS RESTARTS  AGE
monitoring-agent-kube-state-metrics-5c8bd7799C -vbmus 1/1 Running @ 895
monitoring-agent-kube-prom-operator-868bdb7c57-586mp 1/1 Running @ 80s
monitoring-agent-node-exporter-vidhl 1/1 Running @ 205
prometheus-monitoring-agent-kube-prom-prometheus-8 2/2 Running @ 875
monitoring-agent-kube-prom-blackbox-exporter-3697c866bf-cmsps 171 Running B 285
Test Case| Achieved
Result

Tablel5: Test cas@ C-MonitoringAgent02

Test Case ID TC-MonitoringAgent = Component Monitoring Agent
(074
Description Performance check via Monitoring Manager
Tested by ATOS
Pre- - Successful deployment of Monitoring Manager in upstream Kubernetes clusit
condition(s) - Successful deployment of Monitoring Agent in upstream Kubermgister

- Connectivity between upstream and downstream Kubernetes clusters

Test steps
1 Verify successful deployment on Kubernetes ingresghefupstream cluster (Monitorin
Manager):

kubectl get ingress cognifog
2 Access web Graphical User Interface on web browserWgmosquery ingress URL

3 Type thenode_uname_infquery on the Thanos search field and click execute

4 Verify that the Monitoring Agent is working by checking the downstream metrics listin
available nodes

Input data none

Result dev ~/d/monitoring-agent (develop)» kubectl get pods -n cognifog
NAME READY  STATUS RESTARTS  AGE
monitoring-agent-kube-state-metrics-5c8bd7790¢-vbmis 1/1 Running @ 80s
monitoring-agent-kube-prom-operator-868b4b7c57-586mp 1/1 Running @ 20s
monitoring-agent-node-exporter-viudhl 1/1 Running 8 28s
prometheus-monitoring-agent-kube-prom-prometheus-8 2/2 Running @ g7s
monitoring-agent-kube-prom-blackbox-exporter-5607c866bf-cmsps 1/1 Running @ 895
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" InPrivate ™ T Thanos | Highly available Promet x
<~ O € Notsecure | https;//thanos-query.192.168.137....

i ARl @ EDGE @ HHRR il Leaming @l COGNIFOG [l ICOS il GIT i@ TOOLS jill TESTLAB

= Thanos - Query

Use local time Enable query history Enable Store Filtering

Enable autocomplete Enable highlighting Enable linter

Q. node_uname_info Execute

Use Deduplication Use Partial Response Engine  Prometheus v Explain
Load time: 243ms  Resolution: 145 Result series: 2
Table Graph
Evaluation time
node_uname_info{cluster="cluster1”, container="node-exporter’, domainname="(none)", endpoint="metrics", 1

instance="192.168.137.176:9100", job="node-exporter”, machine="x86_64", namespace="cognifog", node="k3s-
worker1", nodename="k3s-worker1", pod="monitoring-agent-node-exporter-vwdhl”,
prometheus="cognifog/monitoring-agent-kube-prom-prometheus”, prometheus_replica="prometheus-monitoring-
agent-kube-prom-prometheus-0”, receive="true", release="3.10.0-1160.90.1.2I7.x86_64", service="monitoring-agent-
node-exporter”, sysname="Linux", tenant_id="default-tenant”, version="#1 SMP Thu May 4 15:21:22 UTC 2023"}

node_uname_info {cluster="cluster1”, container="node-exporter’, domainname="(none)", endpoint="metrics", 1
instance="192.168.137.177:9100", job="node-exporter”, machine="x86_64", namespace="cognifog", node="k3s-

node1”, nodename="k3s-node1", pad="monitoring-agent-node-exporter-xzk34", prometheus="cognifog/manitoring-
agent-kube-prom-prometheus”, prometheus_replica="prometheus-monitoring-agent-kube-prom-prometheus-0",
receive="true", release="3.10.0-1160.92.1.217.x86_64", service="monitoring-agent-node-exporter”, sysname="Linux",
tenant_id="default-tenant”, version="#1 SMP Tue Jun 20 11:48:01 UTC 2023"}

Test Case| Achieved
Result

2.6 Polygraph Modelling

The Polygraph Modelling system is connectethineBOS Dashboard to receive its description. A translation

to the Polygraph language is made locally to anadyskverify the system's timing properties. If errors are
detected, iterations must be made on the system regarding frequencies and connections with components. The
Polygraph Modelling and Analysis reports validate the system's nonfunctional properties

Talle 16: List of test cases for Polygraph Modelling

Polygraph Modelling: Test Cases

Test Case ID Description Result
TC-PolyGraphModelling | Verify the timing constraints of a system model Achieved
01

Tablel7: Test cas@ C-PolyGraphModelling01

Test Case ID TC-PolyGraphModelling | Component PolyGraph Modelling
01

Description Verify the timing constraints of a model

Tested by CEA

Pre- Connection to internet

condition(s)

Test steps
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1 Start the Docker and verify the communication with the CEA infrastructure for the analysg
Input data System model for eBOS

Result The system model is sent to the CEA infrastructure through git.

Once the model is receiveall the analyses are ram CEA servers.

Results are sent back to the local docker

Test Case| Validated athe CEA site

Result

Remark: Tests must be performed between Polygraph modellingha&sBOS Dashboard

2.7 Polygraph Monitoring

The Polygraph Monitoring building bloadhecks the MQTT communications. By verifying the match between
the model and the actual execution, we can assess whether a problem is occurring during the execution. Once
a failure is detected, it is reported throughM@TT message.

Tablel8: List of test cases for Polygraph Monitoring

Polygraph Monitoring: Test Cases

Test Case ID Description Result

TC-PolyGraphMonitoringd1 | Properly start the monitoring of the system Achieved

Tablel9: Test cas@ C-PolyGraphMonitoring01

Test Case ID TC- Component PolyGraph Monitoring
PolyGraphMonitoringd1
Description Properly start the monitoring of the system
Tested by CEA
Pre- - Validate the system with Polygraph analyses
condition(s) - Correct deploymenaf an MQTT broker
- Communication between all applications and the MQTT broker
Test steps
1 \ Copy the file containing the model of the system next to the monitor and execute the bing
Input data MQTT messages
Result The messages from the applications are sent to the MQTT broker. The mor
catches those messages and chitsthe timing constraints are maintained.
If not, MQTT messages are sent to alert peapleut the deviation.
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Topic Period(r
Name s) Min
o-input 95
o-output

Elapsed time: 9074ms

Test Case| Achievedwith Thales infrastructure
Result

2.8 KENTYOU Data Hub

The KENTYOU Data Hub aims to create a unified environment where diverse devices can exchange
information and interact within the loT ecosystem. To meet the needs of COGNIFOG, three main
functionalities of the IENTYOU Data Hub were tested. First, its southbound MQTT connector was evaluated,
which enables the Data Hub to receive data from an external MQTT Broker and transform it into its internal
data model. Second, the Ddtlub's containerisation capabilitin Docker, including support for ARM64
images, was tested during Trial 1. Third, the KENTYOU Data Hub Docker image was tested within a
Kubernetes orchestrating environment.

Table20: List of test cases for KENTYOU Data Hub

KENTYOU Data Hub: Test Cases

Test Case ID Description Result

TC-Datahub01 Proper reception of incoming MQTdased message Achieved
and their transformation inta sensiNac{5] data model

TC-Datahub02 Creation of docker images, including ARM64 (ARM Achieved
images, and testing them with Trial 1

TC-Datahub03 Orchestrating the docker image of KENTYOU Didtdo Achieved
within the Kubernetes environment

Table21: Test casd C-Datahub01

Test Case ID TC-Datahub01 Component KENTYOU Data Hub
Description Proper reception of incoming MQTdased messages and their transformation
a sensiNact data model

Tested by KENTYOU
Pre- - Correct deployment of KENTYOU Data Humcluding the Northboung
condition(s) MQTT feature

- At least one MQTbased end device or virtual sensor sending data t

Data Hub

Test steps
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1 Properconfiguration of the Northbound MQTi§ doneusing a dedicated configuration file. T
configuration file allows:
- Configuration of the MQTT connection
- Mapping of incoming data to sensiNact data model
2 Start a simple MQT3based device or the sensiNact temperature simutasenddata
3 Once the KENTYOU Data Hub is deployed, the MQTT bridge automatically subscribes
configured broker for incoming MQTT messages
Input data MQTT messages receigddrom MQTT-based devices
Result Realttime incoming MQTT messagestime sensiNact data model.
To list all registered sensiNact providers:
curl http://localhost:8080/sensinact/providers
2-167DEC", "healthmonit
,"healthmonitor-5429570
ealthmonitor-85 ; ea itor-255 25960396", "lunberjack", "heal
, "healthmonitor-656U76203207040"
To get the value of an existidQTT device
curl http://localhos®8080/sensinact/providers/healthmonitor
805873100761272/services/heartrate/resources/data/GET
{"type":"GET_RESPONSE", "uri":"/healthmonitor-8658731808761272/heartrate/data", "statusCode": 200, "response",
{"name":"data", "timestamp":1717655559707, "type" : "java.lang.Float", "value":72.8}}
Test Case| Achieved
Result

Table22: Test casd C-Datahub02

Test Case ID TC-Datahub02 Component KENTYOU Data Hub

Description Creation of docker images, including ARM64 (ARMv8) images, and testing the
Trial 1

Tested by KENTYOU

Pre- - Having available an Eclipse sensiNact version

condition(s)

Test steps

1 Build the image for an Eclipse sensiNact distribution on an ARM&adhine:

docker buildt "sensinact:3VERSION*-build-arg "version=$VERSION" .

Or use the Docker mulplatform build command:

docker build --platform linux/arm64 -t "sensinact:3VERSION" --build-arg
"version=$VERSION" .

2 Prepare a sensiNact environment:
1 Setup features (for exampla the extfeatures folder)
1 Setup a repository (for example, erpository)
1 Setup the configuration file (configuration.json), which must at least:
o Contain the "cordeature" item in sensinact.launcher/features
0 Contain the features" item in sensinact.launcher/featureDir
o Contain the "repository" item in sensinact.launcher/repository
3 Run the docker container, mounting the prepared environment in step 2:

docker rund --name sensinatt
-v ${PWD}/configuration.json:/opt/sensinact/configuration/configuration.json
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-v ${PWD}/ext-features:/opt/sensinact/efgatures
-v ${PWD}/ext-repository:/opt/sensinact/ertpositoryj\
sensinact:$VERSION

Input data Docker image oEclipse sensiNact

Result Creation of docker image for KENTYOU Data Hub
Test Case| Achieved

Result

Table23: Test casd C-Datahub03

Test Case ID TC-Datahub03 Component KENTYOU Data Hub

Description Orchestrating the dockeimage of KENTYOU Data Hub within the Kuberne
environment

Tested by KENTYOU

Pre- - Having available a docker image of Eclipse sensiNact

condition(s)

Test steps

1 Build the image for an Eclipse sensiNact
IMAGE=customrepository:5000/sensinatAG=0.0.2SNAPSHOTF COGNIFOG ./build.sh

image:

2 Override the Helm Chart default values by creating a values.yaml file:

repository: dockeregistry:5000/sensinact
tag: "0.0.2SNAPSHOTFCOGNIFOG "

mqtt_host:
mqtt_topic: cognifog/#

cognifognqtt-broker

3 Start the Helm Chart:
helm install sensinact ./sensind@im--values ./values.yaml

Input data Docker image of KENTYOU Data Hub

Result Docker image of KENTYOU Data Hub orchestrated by Kubernetes
Test Case| Achieved

Result

2.9 KENTYOU Eye

The primary role of the KENTYOU Eye is to serve as the operations and administration interface for
KENTYOU Data Hub instances. To address the needs of COGNIFOG, the KENTYOU Eye&apos REST API
was tested. This REST API facilitates access to data from variousespuncluding the Data Hubs, the

KENTYOU database, and the KENTYOU Al. For the test, a KENTYOU Data Hub Docker image was initiated

to generate redlme data for the KENTYOU Eye, ensuring seamless integration and functionality.

Table24: List of test cases for KENTYOU Eye

Test Case ID

KENTYOU Eye: Test Cases

Description Result
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TC-Eye01

Testing the REST API of KENTYOU Eye Achieved

Table25: Test cas@ C-Eye01

Test Case ID TC-Eye01 Component KENTYOU Eye

Description Testing the REST API of KENTYOU Eye

Tested by KENTYOU

Pre- - Appropriate environmental setup, including development (IDE, JBIK

condition(s)

Maven[7]), OSGI (framework and bundles) and Maven (for dependel
and plugins) tools.

- Eclipse sensiNact instance must be available. Rather than faking one
the test a sensiNact Container image isrs¢d automatically in the pré
integrationtest phase and stopped in the potggrationtest phase.

Test steps

1 Setup the appropriate environment for the tests

2 Run the tests related to the #ewyel REST services of KENTYOU Eye

3 Ensure thaall tests pass successfully

Input data Data from Eclipse sensiNact container

Result The unit tests of KENTYOU Eye are proprietary code of KENTYOU. Their
primarypurpose is 1) to ensure that the REST API is functioning correctly, 2)
detect bugs early, and 3)faxilitate maintainability and continuous integration.
These tests have been used and improved during the COGNIFOG integration
activities with other partners.

Test Case| Achieved

Result

2.10KENTYOU UI

The KENTYOU Ul is a clienside user interface running in the browser, designed to provide an ergonomic
and useffriendly visualisationof data available in the KENTYOU Ey&wo specific tests were conducted to
meet the needs of COGNIFOGirst, we implemeted credential creation to ensure access is restricted to
authorisedusers utilising Keycloak'd 8] opensource identity and access management soluBenond, we
verified the proper configuration of the Ul to accurately display relevant data on its dashboard and map,

ensuring comprehensive and intuitive data representation.

Table26: List of test cases for KENTYOUI

KENTYOU UI: Test Cases

Test CasdD Description Result
TC-UI-01 KENTYOU Ul credentials for a COGNIFOG user Achieved
TC-UI-02 KENTYOU Ul configuration tosisualise COGNIFOG
data
Table27: Test casd C-Ul-01

TestCase ID  TC-UI-01 Component KENTYOU Ul
Description KENTYOU UI credentials for a COGNIFOG user
Tested by KENTYOU
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Pre- - Arunning Keycloak server
condition(s)
Test steps
1 Set up credentials (username/password) for a COGNIFOG user using Keycloak
2 Deploy KENTYOU Ul and Keycloak
3 TestCOGNIFOG credentials
Input data Appropriate credentials
Result The test verifies that the Keycloak instancedafigured correcthand restricts
KENTYOU Ul access tauthorisedusers only.
Sign in to your account
Username or email
cognifog
Password
New user? Register
Test Case| Achieved
Result

Table28: Test casd C-UI-02

Test Case ID TC-UI-02 Component KENTYOU UI

Description KENTYOU Ul configuration teisualiseCOGNIFOG data

Tested by KENTYOU

Pre- - Running instance of Kentyou Data Hub, providing loT data
condition(s)

Test steps

1 Configurethe dashboard of KENTYOU Ul to display reaahe data of interest. The configurati

{

"title":

}

parameters are given below:

"sensinactld": "cognifog",

"konceptld": "healthmonite286521202221381",
"kapabilityld": "heartrate~data",

"unit™:
"icon": "male",
"colour": "#F59E0B",

beats",

"Heart rate"

Configure the dashboard of KENTYOU Ul to display historical data of interest. The configy
parameters are given below:
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"sensinactld": "cognifog",
"konceptld": "healthmonite86521202221381",
"kapabilityld": "steps~data”,
"icon"; "cloud",
"colour"; "#F59E0B",
"lineColour": "#F59E0B",
"interval": "HOURS",
"secandsBefore";: 864000,
"secondsAfter": 432000,
"title": "Number of steps”,
e {

"unit": "steps"
}

}

2 Login to KENTYOU Ul
3 Check thevisualisationsn the dashboard

Input data Data from KENTYOU Data Hub
Result The test ensures the KENTYOU Ul is configured appropriately to meet
COGNI FOG'" s requirement s.
Hello TMA
ﬁ Explore what is going on in your metropolis
o
B 1410598 93 69 75
@
=
&=
69T17:21:19 0T0O0:00:03 ‘]3 Vbat power on reset
Statistics
1408042.01
a
Test Case| Achieved
Result

2.11ARCA KMS Container

The ARCA KMS container is a docker container that provides the basic cryptographic primitives. The
container listens to gRPC communication. This container aims to provide easy and secure access to the
cryptographic functions of the COGNIFOG stack. Writkertirely in Rust, it takes advantage of the numerous
security measures guaranteed by the language, such as memory protection, concurrency handling, strong
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typing,... To test our application, we used the unit testing functionalities proposed by Rustwiamythive can
test all the implemented functions and their correct behaviour in different scenarios..

Table29: List of test cases for ARCA KMS Container

Key management system: Test Cases

Test Case ID Description Result
TC-KeyManagementSystefl | Check that the key management syster Achieved
working properly

Table30: Test case T&KeyManagementSyste@il

Test Case ID

Description

TC-KeyManagementSyste®l Component
The KMS is responsiblfor all cryptographic operations performed on Arca OS.

Tested by

CYSEC

Precondition(s)

The source code must be on the host running the texisyou must havimstalled
Rust and Protobuff

Test steps

1 | Run the cargo commands: cargo test

Inputdata

Automated unit tests

Result

We can see that each test was successful
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Funning

ed; 0 filtered out; finished in @

@ filtered out; finished in

Test Case Resu| Achieved

2.12 Network Slice Manager

A Slice Manager is a crucial component in network slicing, particularly within 5G networks, where it manages
the creation, allocation, and lifecycle of network slices. Each network slicarisi@ised independent end

to-end network tailored for speaifiuse cases or services, such as IoT, enhanced mobile broadband; or ultra
reliable lowlatency communications. The Slice Manager orchestrates resources, ensuring each slice meets its
required performance, security, and isolation parameters. It dynanacilists resources based on demand

and policy, enabling efficient and flexible use of the network infrastructure while maintaining service quality
and compliance witlserviceLevel Agreements (SLAS).

The initial testaims to deploy a new dockerised SlManager entityand grant access to its API list of calls.
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Table31: List of Network Slice Manageest cases

Network Slice Manager: Test Cases

Test Case ID Description Result
TC-Slice Managef1 Slice Manager basic configuratitest Achieved

Table32: Test casd C-Slice Manage1

Test Case TC-Slice Managefl Component Slice Manager

ID
Description | Slice Manager basic configuration test

Tested by I2CAT

Pre- T vCPU:1
condition(s)

1T RAM:1GB
1 Disk: 10GB
)l

NIC: 1 interface (with Internet access)

Test steps

1 The Slice Managezanrun inside a docker contain@ocker is required to build the dock
image and
create a containeAn installation guide for various systemspsovidedon the official
Docker Website.

MongoDB and Slice Manager images must be creatednatehtiated as containei§ach
container performs a bind mounrt) with therequired files

2 After deploying,MongoDB should be listening on its podand the Slice Manager AR
should be accessible at http://localhost:8989.

Input data | bash ./deploy.sku docker
ReSUIt wbuntugco S s;éo-do;ke. TR A

CONTAINER ID  IMAGE N CREATED STATUS PORTS
23658bleddb6  hello-world /hello S weeks ago Exited (8) S weeks ago

efaf3c991760  slice-manager  "bash bin/run.sh*® 3 months ago Up 6 days 0.0.0.0:8989->8989/t¢p, ->8989/tcp slice-manager
7dad9bs8d3e4  mongo:4.6.8 docker -entrypoint.s 3 months ago Up 6 days 0.0.0.0:27018->27617/tcp 018->27017/tcp  mongodb

Slice Manager AP| 9%

This API provides interaction between the N-NaaS platform and the Slice Manager.

Servers

fapinld v

User v

fuser Get users information
fuser Register a new user
fuser/{user_id} Get individual user information

m fuser/{user_id} Delete an user

Test Case| Achieved
Result
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2.1310T Edge Gateway

The 10T Edge Gateway is designed to facilitate heterogeneous networking in t#heégedioud continuum.
It is an intermediate element connecting {oapable devices at the far edge with the rest of the fog/cloud
infrastructure.

The unit tests presentedreedemonstrate the loT Edge Gateway's capability to operate on two different
operating systems (Debian 12 and ARCA OS Embedded), its components' easy deployment via K3s, and its
effectiveness as an intermediary that forwards messages from MATOFBRQTT-based end devices to an
external MQTT broker.

Table33: Test Case list of the IoT Edge GW

IoT edge GW: Test Cases

Test Case ID Description Result
TC-loTedgeGWO01 | Raspberry Pi basic configuration (Debian 12) Achieved
TC-loTedgeGWO02 | Raspberry Pi basic configuration (ARCA OS Embed( Achieved
TC-loTedgeGWO03 | Deployment of the components of the 10T edge GV Achieved
.yaml manifests
TC-loTedgeGWO04 | Proper configuration of Home Assistant Achieved
TC-loTedgeGWO5 | Properconfiguration of the Matter controller aeoh Achieved
TC-loTedgeGWO06 | Essentialoperation of the MQTT bridge Achieved
TC-loTedgeGWO7 | Proper translation of incoming MATTEBased Achieved
messages to MQTT and forwarding to the MQTT bre¢
TC-loTedgeGWO08 | Proper filtering of incoming MQT-based messages a Achieved
forwarding to the MQTT broker

Table34: Test cas@ C-loTedgeGWO01

Test Case ID TC-loTedgeGW Component loT edge GW
01

Description Raspberry Pi basiconfiguration (Debian 12)

Tested by I2CAT

Pre- - Availability of a Raspberry Pi 4B (4GB RAM and 32GB SD card)

condition(s)

Test steps

1 (Optional) Establish &Vi-Fi permanent connection
https://github.com/cognifegu/iotedgegw/?tab=readmev-file#al-optionatwifi -permanent
comection

2 (Optional) Configure the Raspberry Pi a&/aFi AP at 2.4 GHz
https://github.com/cognifogu/iotedgegw/?tab=readmev-file#a2-optionatconfiguringa-
raspberrypi-asa-wifi -accesgointat24-ghz

Input data Configuration commands

Result Once configured asWi-Fi AP, the nara of the interfacevlanOof the Raspberry H
s houl Mo tbsedhstcan be observed by executing the commandli con
show
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UuIiD

From that moment on, aWi-Fi-capable device should be able to connect th\the
Fi network generated by the Raspberry §ing the corresponding credentials (i
SSID and password).

Test Case

Result

Achieved

Table35: Test cas@ C-loTedgeGWO02

Test Case ID TC-loTedgeGW Component loT edge GW
02
Description Raspberry Pi basic configuratigdhRCA OS Embedded)
Tested by I2CAT
Pre- Availability of a Raspberry Pi 4B (4GB RAM and 32GB SD card)
condition(s)
Test steps
1 (Optional) Configure the Raspberry Pi a#&/aFi AP at 2.4 GHz
https://github.com/cognifegu/iotedgegw/blob/main/ARCA_OS.md#aonfiguringa-
raspberrypi-asa-wifi -accesgpoint-at-24-ghz
2 Solve issues wittheHome Assistant
https://github.com/cognifegu/iotedgegw/blob/main/ARCA_OS.md#solvingissueswith-
homeassistanpermaneninethod
Input data Configuration commands
Result Once configured as\Wi-Fi AP, the mode of the interfagdan0of the Raspberry H
shoutl kae Bhis can be observed within tivectl environment by executing th
device listcommand.
From that moment on, aWi-Fi-capable device should be able to connect td\the
Fi network generated by the Raspberry Pi using the corresponding credentia
SSID and password).
Test Cas¢g Achieved
Result
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Table36: Test cas@ C-loTedgeGWO03

Test Case ID TC-loTedgeGW Component loT edge GW
03
Description Deployment of the components of the lIoT edge GW via .yaml manifests
Tested by I2CAT
Pre- - K3S properly installed andinningin the Raspberry Pi
condition(s) - Correct deployment of singlenodeKubernetes cluster
- Correct application of th®aspberry Pi basic configuration (whether o
Debian 12 or ARCA OS Embedded)
Test steps

1 Copy the .yaml manifests of the different components from the correspdaitlihgh repository
to a folder of the Raspberry Pi:
- Home Assistanthttps://github.com/cognifegu/iotedgegw/tree/main/manifests/homg
assistant
- Matter controller:https://github.com/cognifegu/iotedge
gw/tree/main/manifests/matteontroller

- MQTT bridge:https://github.com/cognifogu/mgttbroker/tree/main/manifests/bridge

that folder

2 Inside each resulting folder of the Raspberry Pi, apply the configuration from all .yaml f

kubectl applyf .

3 Verify the correct deployment of the different camnents
kubectl get podsA

Input data Set of .yaml manifest files corresponding to the configuration of Home Assista
Matter controller adebn, and the MQTT bridge

Result After executing théubectl get podsA command, it can be seen highlighted in bl
orange, and yellow that Home Assistant, the Matter controllenoaddnd the MQTT|
bridge component, respectively, have been properly deployed.

Test Case| Achieved

Result

Table37: Test cas@ C-loTedgeGW04

Test Case ID TC-loTedgeGW Component loT edge GW
04

Description Proper configuration of Home Assistant

Tested by I2CAT

Pre- - Caorrect deployment of the Home Assistant component

condition(s)

Test steps

la | To apply a new basic Home Assistant configuration, cophahenfig<version>.rar file from
https//github.com/cognifogeu/iotedgegw/tree/main/haconfig/v2.0 into the Raspberry P
unzip it, and paste it inttlhome/cognifog/ieedgegw/haconfig, replacing all previously existin
files.
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1b | Alternatively,only the basic information of the 10T Edg&\Gcan be sedccording to the templat
provided in the fileconfiguration.yaml of Home Assistant fronittps://github.com/cognifog
eu/iotedgegw/tree/main/haonfig/v2.0 and replace the one existing inhet folder
/home/cognifog/ieedgegw/haconfigof the Raspberry Pi

2 After a successful installation (even if neither test step 1a nor 1b was applied), Home A
should be running at the IP address of the Raspberry Pi and port 8123:

http://[IP_ ADDRESS]:8123

* A complete configuration guide of Home Assistant can be found at:
https://github.com/cognifeguiot-edgegw/tree/main/haonfig

Input data Accessing the Home Assistant dashboard via a web browser

Result If no configuration was previously applied, the Home Assistant configuration

should be displayed after entering the specified URL (whéttwerthe Raspberry H
itself or from a laptop connected to the same network)

Once Home Assistant @ppropriatelyconfigured,reaccessing the same URill
bring up its main dashboard on the screen.

Home Assistant edge-gw-4

Test Case| Achieved
Result

Table38: Test casd C-loTedgeGWO05

Test Case ID TC-loTedgeGW Component loT edge GW
05
Description Proper configuration of the Matter controller aduh
Tested by I2CAT
Pre- - Correct deployment of the Home Assistant component
condition(s) - Correctdeployment of the Matter controller component
Test steps
1 Configuring the Matter Server agh inside Home Assistant may be needtad do it, follow

these steps:
- Go to Settings> Devices & services
- Click Add Integration
- Type 'Matter' into the fieltSearch for a brand name'
- Click 'Matter (BETA)'
- Check that the URL* field contains ws://localhost:5580/ws
- Click “Submit?’
* A complete configuration guide of the Matter Server-adatan be found at:
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https://github.com/cognifogu/iotedgegw/treemain?tab=readmev-file#d2-mattercontroller

addon-for-homeassistant

Input data Configuration commands

Result If properly linked to Home Assistant, the Matter controller -addconfiguration
should displaythene s sage “SuccessMaltltyerr e admr

Integration entries
Matter (BETA) (2]

Once configured, the Matter Server amt automatically listens on port 5580 f
incoming MATTER messages

Test Case| Achieved

Result

Table39: Test casd C-loTedgeGWO06

Test Case ID TC-loTedgeGW Component loT edge GW
06
Description Basic operation of the MQTT bridge
Tested by I2CAT
Pre- - Correct deployment of the MQTT bridge component
condition(s) - At least one MQT7based end device sending data to the IoT edge GW,
Test steps
1 Once deployedthe MQTT bridge automatically listens on port 1883 for incoming M(
messages
2 Go inside the pod of the MQTT bridge
sudo kubectl exed mqttbrokerc5b6d875ff8gz-n mqtt-- sh
3 Subscribe to all incoming MQTT messages
/ # mosquitto_subku i2cat-P <PASSWORD:st "#"
Input data MQTT messages received from MQ-Based loT end devices
Result After executing thamosquitto_sultommand, all retained and regahe incoming

MQTT messages will appear on the screen:
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The opensource MQTT explorer software

[1] Kubernetes https://kubernetes.io/

[2] Open Cluster Managemenittps://operclustermanagement.io/
[3] Thanes - https://thanos.io/

[4] Helm - https://helm.sh/

[5] sensiNact. Retrieved from
https://projects.eclipse.org/projects/technology.sensinact

[6] JDK - https://www.oracle.com/java/technologies/downloads/
[7] Maven- https://maven.apache.org/

[8] Keycloak- https://www.keycloak.org/

[9] can provide a more organized view of the different incoming MQTT messa

@

Edit  View

Applicatios

|
= MQTTExplorer Q@ Seaich . (1] DISCONNECT & .

¥ 192.168.40.60

»tasmota (4 |

Topic @ W A
cata oz
'Jf.’iif.a 10" d 1bd8-1bd6-adlc: 19" type""heartrate"," vae @ "
s oy @
Test Case| Achieved
Result
Table40: Test cas@ C-loTedgeGWO07
Test Case ID TC-loTedgeGW Component loT edge GW
07
Description Proper translation of incoming MATTEBased messages to MQTT and forward
to the MQTT broker
Tested by I2CAT
Pre- - Correct configuration of the Honfessistant component
condition(s) - Caorrect configuration of the Matter controller aolal
- Correct deployment of an MQTT broker in an external VM
- Communication between the loT edge GW and the MQTT broker
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- Authentication of the 10T edge GW according to the credential®ditQTT
broker
- Atleast one MATTERbased end device sending data to the 10T edge (

Test steps

1 Copy the file automations.yaml of Home Assistant from the reposito
https://github.com/cognifegu/iotedgegw/tree/main/haconfig/v2.0 and replace the on

existing in he folder/home/cognifog/ieedgegw/haconfigof the Raspberry Pi.

* A complete configuration guide of Home Assistant can be found at:
https://github.com/cognifegu/iotedgegw/tree/main/haonfig

Input data

MATTER messages received from MAER-based 10T end devices

Result

The messages from the MATTHF&sed loT end devices are correctly receive(
the loT edge GW. According to the established automation scripts, these mg
are automatically translated into MQTT (according to the J®@¥d CloudEvent
specification) and forwarded to the MQTT broker of the external VM.

The following screenshot includes the example of a message received by the

broker (hosted in an external VM) which was originally generated by a MATT
based device.

DISCONNECT & .

v 84.88.36.141
» edge-gw-1
> edge-gw-2 (4 lopics. 42 messages)
» edge-gw-3
¥ edge-gw-4

¥ esp32s2

» temp-ext
» hum
status = { “specversion™: "1.0%, "id
» attributes
»SSYS

QoS: 0
25/04/2024 13:24:31

RETAINED X

Message received by the MQTT broker originally _
generated by a MATTER-based device

Furthermore, thédutomation page of Home Assistant provides a GUI metho
creating and managing automatiol also shows the last time an automation
triggered.

1BPM

Home Assistant

Overview
= Filters

Map
A+ Name

Energy

$  AUT_HA off ce

AUT_HA_on_ce

AUT_temp_ext_av_ce Apr 23, 5:45 PM

Notifications:

) AUT_temp_ext_ce Apr23,§
2cat + CREATE AUTOMATION

Test Case
Result

Achieved
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Table41: Test cas@ C-loTedgeGWO08

Test Case ID TC-loTedgeGW Component loT edge GW
08

Description Proper filtering of incoming MQT-based messages and forwarding to the M(
broker

Tested by I2CAT

Pre- - Correct configuration of the MQTT bridge

condition(s) - Correctdeployment of an MQTT broker in an external VM

- Communication between the loT edge GW and the MQTT broker
- Authentication of the 10T edge GW according to the credentials of the M

broker
- At least one MQTIbased end device sending data to the IoT edge GW

Test steps

1 Once the MQTT bridge has been deployed, it is necessary to checlosiggitto.consection
locatedin the mosquittecm.yamlfile. To turn the MQTT broker into an MQTT bridge, so
configuration lines were added referring to the filtering and forwarding policies:
https://github.com/cognifegu/mqttbroker?tab=readmev-file#d-specificconfigurationfor-
the-matt-bridge

2 These default filterig and forwarding policies can be modified to support the specific unde
application if neededOtherwise, the default setup will be applied.

Input data MQTT messages received from MQ-Based loT end devices

Result The loT edge GW correctlyeceives messages from the MQbased IoT eng

devices According to the established filtering and forwarding policies, ti
messages are automatically forwarded to the MQTT broker of the external VM

The following screenshot includes the example of asagesreceived by the MQT|
broker; initially generatedy an MQT Fbased device. Note the format of the recei
MQTT message, which follows the JSéidsed CloudEvents specification.

DISCONNECT & .
» edge-gw-1

T - Topic & ~
¥ edge-gw-2 opic B W

¥ 84.88.36.141

¥ espi2
¥ 167DEC

ame" *Tasmata” “FriendlyNai

26-1bdl6-1bd6-ad0c-860a3c
"Tasmata”"FriendlyNam a “as
¥ edge-gw-4 value 1§

QoS: 0
08/05/2024 12:40.24

Publish ~

Not all MQTT messages received by the loT edge GW (see the screehshet
MQTT explorer from TGComponerf06) were forwarded to the MQTT broker, I
only those belonging to some selected topics. This demonstrates the fi
capabilities of the MQTT bridge.

Lastly,the TGComponerd7 and TEGComponen8 test cases prove the suitabil
of the 10T edge GW as an intermediate device for forwarding messages from-N
and MATTERbased end devicés the same network environment.
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Test Case
Result

Achieved

2.14MQTT Brok er

The MQTT broker is a server that manages the transmission of messages between different devices using the
MQTT protocol. It acts as a middleman, allowing clients to subscribe to specific topics and publish messages

forwarded to interested subscribers.

The unit tests presented here demonstrate the easy deployment of the MQTT broker via K3s and the correct

reception of authenticated messages from the 10T Edge GW.

Table42: Testcaseslist of the MQTT broker

MQTT broker: Test Cases

Test Case ID Description Result
TC-MQTTbroker01 Deployment of the MQTT broker via .yaml manifes Achieved
TC-MQTTbroker02 Proper reception of MQTT messages Achieved

Table43: Test casd C-MQTThroker01

Test Case ID TC-MQTTbroker01 Component MQTT broker

Description Deployment of the MQTT broker via .yaml manifests

Tested by I2CAT

Pre- - K3S properly installed andinningin an Ubuntdbased Virtual Machine
condition(s) - Deployment of asinglenodeKubernetes cluster

Test steps

1 Copy the .yaml manifests from the correspondgigiub repository to a folder of the VM
https://github.com/cognifegu/maqttbroker/tree/main/manifests/broker

2 Inside the resulting folder of the VM, apply the configuration from all .yaml files of that folg
kubectl applyf .

3 Verify the correct deployment of the MQTT broker
kubectl get podsA

Input data

Set of .yaml manifest files corresponding to the configuration of the MQTT brg

Result

After executing thé&ubectl get podsA commandthe MQTT broker component hg
been properly depl oy e dighlghted v gellawt s st
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Test Case| Achieved
Result

Table44: Test cas@ C-MQTTbroker02

Test Case ID TC-MQTTbroker  Component MQTT broker
02
Description Proper reception of MQTT messages
Tested by I2CAT
Pre- - Successful deployment of the MQTT broker into the Kubernetes clustg
condition(s) - Communication between the loT edge GW and the MQTT broker

- Authentication of the loT edge GW according to the credentials of the M
broker
- MQTT explorer tool installed in a laptop Wiaccess to the VM

Test steps

mesSsages

1 Once deployed, the MQTT broker automatically listens on port 1883 for incoming M

2 Go inside the pod of the MQTT broker
sudo kubectl exed@ mqttbroker75b45676b7#H4lg2-n mqtt-- sh

3 Subscribe to alincoming MQTT messages
/ # mosquitto_suku i2cat-P <PASSWORD:t "#"

Input data

MQTT messages received from the lIoT edge GW

Result

After executing themosquitto_sultommand, all retained and reahe incoming
MQTT messages will appear on the screen:

A moreorganisedview of the different incoming MQTT messages can be obtag
by using the opesource MQTT explorer softwarét{ps://mgttexplorer.cony:

DISCONNECT & .

Topic B W ~

) £ O

¥ 84.88.36.141
» edge-gw-1

{"specversion”"1.0","id" "3832¢329-1bdb-1bd6-ad0c-B68a3c366618" "typs" "heartrate™"
aviceName":"Tasmota". FriendlyName™["Tasmota’]. Topic'

32¢329-1bd6-1bd6-ad0c-869a3c:
me":"Tasmota","FriendliyNam

QoS: 0
08/05/2024 12:40.24
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Test Case| Achieved
Result

2.15Smart Allocator

Smart Allocator functionally resolves to find a workload placement strategy on the existing infrastructure
based on the feasibility of required resources and availafilifig. component is tested for its completeness
while including false positives in tHellowing test cases

Table45: List of Smart Allocator tests cases

Smart Allocator: Test Cases

Test Case ID Description Result

TestNoNodesForWorkload The parseAndSolve function is tesiea | Achieved
scenario where there are not enou
resources on the node to satisfy |
workload requirements. It checks whett
the function correctly returns an error i
this case.

TestSolve Here we test the parseAndSolve functi| Achieved
with a scenariavith enough resources ¢
the nodes to satisfy the worklog
requirements. It checks if the functi
correctly assigns workloads to nodes &
channels to paths.

TestSolve_ MAppsNw The TestSolve MAppsNw  test Achieved
designed to test the solve function wath
model that has multiple applications &
networks.
TestExportedSolve_errorYieldsEmptyAssignme This testchecks the Solve function wit Achieved
two models that cause errors. It te
whetherthe function correctly handles th
error and returns an empty assignment
TestStateNodesForWorkloads_happyCase_co{ The test is designed to test th Achieved
nodesForWorkloads function in scenar
where nodes and workloads have co
associated with gm

Table46: Test case TestNoNodesForWorkload

Test Case ID TestNoNodesForWorkload ~ Component Smart Allocator

Description The parseAndSolve function is testadh scenario where there are not enough resot
on thenode to satisfy the workload requirements. It checks wh#thdunction correctly
returns an error in this case.

Tested by Siemens

Pre The smart allocator is deployed, the application requirements are speeifié
condition(s) infrastructure resources are available.

Test steps

1 Specify the model name
2 Specify an application with one workload that needs 2000 CPU and 16000 RAM
3 Specify a node that only provides 1000 CPU and 8000 RAM
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4

Expect an output: an erroressage saying "no node for workload A1.W1".

Input data

string,thedomainspecificlanguage defined iye smart allocator

Result

SuccessAs expectepwe had received an expected error message ‘no node for wo
A1LWL®

Test
Result

Cass

Achieved

Table47: Test case TestSolve

Test Case ID \ TestSolve

Component  Smart Allocator

Description | This functionteststhe parseAndSolve function with a scenawith enough resources ¢
the nodes to satisfy the workload requirements. It checks if the function correctly g
workloads to nodes and channels to paths.

Tested by Siemens

Pre- The smart allocator is deployed, the application requirements are spedcifid

condition(s) | infrastructure resources are available.

Test steps

1 Specify the model name

2 Specify an application with three workloa@sach withrb00 CPU and 4000 RAM

3 Specifyrequired channels for the workloads to communicate:
‘“channel
where each has not more than 5ms latency and at least 100mb/s bandwidth.

Wl -W2, W2 -W3, W3 -W1 needs | at:5 bw

3 Specify three nodes where egrbvides1000 CPU and 8000 RAM, and three avaiafétwork links
where each has 3ms latency and 200rohfscity
‘“net wor Kk

net |link Cl1+C2,Cl1loC3,C2oC3 with

4 Specify the expected output.
A string representation of the assignment of workloads to nodes and channels to paths:
"(assignment
(workloads A1.W1:C1 A1.W2:C2 A1.W3:C3)
(channel s Al. W1l1_-Al. W2:
net: Cl1-C2 Al. W2 _-A1. W3:
net : C2 -C3 Al1. W3 -A1. Wl:
nettC3 -C1) ) "
Input data string,thedomainspecificlanguage defined by smart allocator implementation
Result SuccessWe had received an expected assignment plan
Test Case| Achieved
Result

Table48: Test case TestSolve_ MAppsNw

Test Case ID  TestSolve_ MAppsNw \ Component \ Smart Allocator
Description The TestSolve_MAppsNw test is designed to testsolve function with a model th
has multiple applications and networks.
Tested by Siemens
Pre- The smart allocator is deployed, the application requirements are specifig
condition(s) infrastructure resources are available.
Test steps
1 Specify the model name
2 Specifythe required channels for an applicatiomultiple appsasgmt file:
application Appl
workload W1 needs cpu:1000 ram:8000 labels:(~DB)
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workload W2 needs cpu:1000 ram:8000 labels:(~DB)
channel Wi-W2 needs lat;10 bw:5,2

application App2
workload W3 needs cpu:1000 ram:8000 labels:(DB)

application App3

workload W4 needs cpu:1000 ram:8000 labels:(GPU)
workload W5 needs cpu:1000 ram:8000 labels:(GPU)
workload W6 needs cpu:1000 ram:8000

channel W4-WS5 needs lat;10 bw:7,1
channel W5-W6 needs lat:10 bw:7,1

application App4

workload W7 needs cpu:1000 ram:8000
workload W8 needs cpu:1000 ram:8000
workload W9 needs cpu:1000 ram:8000

channel W#W8 needs lat:10 bw:2
channel W#W9 needs lat:10 bw:2,1

application App5

workload W10 needs cpu:1000 ram:8000 labels:(Sens)
workload W11 needs cpu:1000 ram:8000 labels:(GPU)
workload W12 needs cpu:1000 ram:8000 labels:(GPU)

channel W16-W11 needs lat:10 bw:5,1
channel W16-W12 needs lat;:10 bw:10,2
channel W11-W12 needs lat:10 bw:3,1

3 Specify 7 nodes:
node C1,C2 provides cpu:26800 ram:16004.000
node C3 provides cpu:2000 ram:16000
node C4 provides cpu:1500 ram:16000 labels:(DB GPU)
node C5 provides cpu:1000 ram:8000 labels:(Sens)
node C6,C7 provides cpu:1000 ram:8000 labels:(GPU)
Andthe available network:
network eth
node N1,N2,N3
link Cl1 N1, C2oN1 -800th [ at:1 bw: 1000
l' ink C3oN1,C4 N2 with T at:1 bw: 1000
l ink C6 «N3, C7 N3, C5 N3 with |l at:3 bw: 100
' ink N1oN2, N2oN3 with [at:5 bw: 10
3 Populate the paths between nodes to make déirglcit for the solve function:
find paths (

Cl«C2 Cl1+C3 CleC4 CleC5 CleCbBb C1eC7
C2+«C3 C2+C4 C2+Ch5 C2+¢C6 C2-+CT7
C3+C4 C3+C5 C3«C6 C3-C7
C4+CH5 C4+C6 C4-C7
C5+«C6 Cb5eC7
C6e+C7

)
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4 Specify the expected output:

"(assignment "+

"(workloads App2.W3:CApp3.W4:C6 App3.W5:C7 Appl.W1:C3"+

" Appl.W2:C1 App3.W6:C5) "+

"(channels App3. W4 _App3. W5: et h:C6 -C7 App
" Appl. W1 Appl. W2:eth:C3-5C1l Appl. W2 - Appl
" App3. W5 App3. W6: et h: C7 -C5 App3. W6 -App3
Input | string,thedomainspecificlanguage defined by smart allocator implementation

data

Result SuccessWe had received an expected assignment plan
Test Case| Achieved
Result

Table49: Test case TestExportedSolve_errorYieldsEmptyAssignment

Test Case ID TestExportedSolve_errorYieIdsEmptyAssignme\ Component Smart Allocator

Description | This testchecks the Solve function witivo models that cause errors. It tests whethel
function correctly handles the error and returns an empty assignment.
Tested by Siemens

Pre- The smart allocator is deployed, the application requirements are specified witlared
condition(s) | infrastructure resources are available.
Teststeps

1 Specify the model name

2 The testuses a model where a chantredsto connect to a neaxistent workload. The model
defined as follows:
model := parse(’

workload assignment v1

model errorYieldsEmptyAssignment

application Al

workload W1,W2 needs cpu:500 ram:2000

channel W1 _-Wx needs |l at:5 bw: 100

node N1 provides cpu:1000 ram:8000

net work net I ink N1-N1 with lat:2 bw: 10(
I'n this model, the channel W1 -Matdoasaotdxighthe
application Al. This is expected to cause an error.
3 We specifythat the expected output for the abeypecifiedmodel would be an error messa
containing the string "unknown workload: A1.Wx" and a nil assignment.

3 Next, we specify anothemodel where there is no possible assignment that satisfie
requirements of the workloads. The model is defined as follows:
model = parse(’

workload assignment v1

model noSolution

application Al

workload W1,W2 needs cpu:500 ram:5000

node Nlprovides cpu:1000 ram:8000

net work net | ink N1-5N1 with | at:2 bw: 10(
In this model, each workload requires 500 units of CPU and 5000 units of RAM, but node N
provides 1000 units of CPU and 8000 units of RAM. Therefore, it is not possibkesign both
workloads to the node.
4 The expected output for this part of the test is an error message containing the string "no as
found" and a nil assignment.
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Input | string,thedomainspecificlanguage defined by smart allocator implementation
data

Result SuccessWe received an expected erroessage
Test Case| Achieved
Result

Table50: Test case TestStateNodesForWorkloads

Test Case ID TestStateNodesForWorkloads_happyCase_cos Component Smart Allocator

Description | The TestStateNodesForWorkloads_happyCase_costs test is designed to t
nodesForWorkloads function in scenarios whewsts areassociated with the nodes a
workloads.

Tested by Siemens

Pre- The smart allocator is deployed, the application requirements are specified witlaeair

condition(s) | infrastructure resources are available.

Test steps

1 Specify the model name

2 The input for this test is a modégfined in the newStateFromText function. The model incly

an application Al with two workload®vl and W2, and four nodes, N1, N2, N3, and N4,
different CPU and RAM capacitiesd costs associated with the nodes and workldddee's
a brief overiew of the model:

Workload W1 needs 5 units of CPU and 10 units of RAM.

Workload W2 needs 100 units of CPU and 1000 units of RAM.

Nodes N1 and N2 provide 50 units of CPU and 100 units of RAM.

Nodes N3 and N4 provide 500 units of CPU and 2000 units of RAM

Costs for nodes are defined as N1:100 and N2:200.

Wor kl oad AleWl has node priorities def
Wor kl oad Ale W2 has node priorities def
3 We specify the expected output of this téise nodesForWorkloads function should corred
assign nodes to the workloads based on their requirements and the defined costs and
The function should also correctly calculate the priorities for each workload based
defined costs and prities. The test checks the priorities of the workloads after
nodesFor Wor kl oads function is <called.
N1: 625, N2: 750, and N3:875. For wor ki
N3:875, N4:750, and RO.

Input string,the domairspecificlanguage defined by smart allocator implementation
data
Result Success, We had received correctly assigned workloads to nodes and correctly cg

the priorities based on the defined costs and priorities.

Test Case| Achieved
Result
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3 Cognitive-Fog Platform Lab Testing

Integration tests are vital part of ensuring quality of a software where components of the software are gradually
integrated and tested as a unified group. Since the individual componemisciimnally tested via unit tests,

any compatibility defects due to subsystem/library versions, data type conflicts, inconsistent communication
protocols between software modules are regulated in integration tests. Generally, an integration test occurs
after unit test and before a system level test.

In this section, each integration testing is reported following an integration test template that captures test
purpose, configuratigrand preconditions if any, followed with distinct steps to execute irdaggn test and
concluding with the outcome of test.

3.1

The following table describes the identified COGNIF@gBnmunicatiorninterfaces with their communication
protocol between interacting components. Each interaction highlightidds table is identified with an 1D
wherein an integration test report for that ID is described in detail as an individuséaign. As this

Integration Testing Results

deliverable is an initial report, it reflects the current state of integration tests that have been aShieeed.
COGNIFOGplatformintegration is not complete and is in progress, not all the identified interactions have a
corresponding integration test report. Integration tests have been achieved for the following ID of the table:

COGNIFOG_INT_01,
COGNIFOG_INT_09,
COGNIFOG_INT_20,
COGNIFOG_INT_27,
COGNIFOG_INT_44,

Table51: List of COGNIFOGCommunication Interfaces

COGNIFOG_INT_03,

COGNIFOG_INT_10,

COGNIFOG_INT_21

COGNIFOG_INT_28,

COGNIFOG_INT_49

COGNIFOG_INT_04,

COGNIFOG_INT_18,
COGNIFOG_INT_25,

COGNIFOG_INT_29,

COGNIFOG_INT_08,
COGNIFOG_INT_19,

COGNIFOG_INT_26,
COGNIFOG_INT_43,

ID Sender Receiver Technology
COGNIFOG_INT_01 | Comprehensive Continuum Orchestrator | REST API
COGNIFOGDashboard Scheduler (ATOS)
(EBOS)
COGNIFOG_INT_02 | Continuum Orchestrator | Comprehensive REST API
Scheduler (ATOS) COGNIFOGDashboard
(EBOS)
COGNIFOG_INT_03 | Comprehensive Polygraph Modelling WebSocket
COGNIFOGDashboard (CEA)
(EBOS)
COGNIFOG_INT_04 | Polygraph Modelling Comprehensive REST API
(CEA) COGNIFOGDashboard
(EBOS)
COGNIFOG_INT_05 | KENTYOU Eye (KENT) | Comprehensive REST API
COGNIFOGDashboard
(EBOS)
COGNIFOG_INT_06 | Monitoring Aggregator Comprehensive gRPC
(ATOS) COGNIFOGDashboard
(EBOS)
COGNIFOG_INT_07 | Polygraph Monitoring Comprehensive Not yet defined
(CEA) COGNIFOGDashboard
(EBOS)
COGNIFOG_INT_08 | Continuum Orchestrator | Continuum Orchestrator | REST API
Scheduler (ATOS) Agent (ATOS)
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COGNIFOG_INT_09 | Continuum Orchestrator | Continuum Orchestrator | RESTAPI
Agent (ATOS) Scheduler (ATOS)
COGNIFOG_INT_10 | Continuum Orchestrator | Network Slice Manager REST API
Scheduler (ATOS) (I2CAT)
COGNIFOG_INT_11 | Network Slice Manager Continuum Orchestrator | REST API
(I2CAT) Scheduler (ATOS)
COGNIFOG_INT_12 | Continuum Orchestrator | Smart Allocator gRPC
Scheduler (ATOS) (SIEMENS)
COGNIFOG_INT_13 | Smart Allocator Continuum Orchestrator | gRPC
(SIEMENS) Scheduler (ATOS)
COGNIFOG_INT_14 | Policy Manager (ATOS) | Policy Agent (ATOS) Not yet defined
COGNIFOG_INT_15 | Policy Agent (ATOS) Policy Manager (ATOS) | Not yet defined
COGNIFOG_INT_16 | Polygraph Modelling Polygraph Monitoring File 10
(CEA) (CEA)
COGNIFOG_INT_17 | Polygraph Modelling KENTYOU Data Hub MQTT
(CEA) (includes sensiNact
platform) (KENT)
COGNIFOG_INT_18 | KENTYOU Data Hub KENTYOU Eye (KENT) REST API
(includes sensiNact
platform) (KENT)
COGNIFOG_INT_19 | KENTYOU Eye (KENT) KENTYOU Data Hub REST API
(includes sensiNact
platform) (KENT)
COGNIFOG_INT_20 | loT Edge GateWay KENTYOU Data Hub MQTT
(I2CAT) (includes sensiNact
platform) (KENT)
COGNIFOG_INT_21 | MQTT Broker (I2CAT) KENTYOU Data Hub MQTT
(includes sensiNact
platform) (KENT)
COGNIFOG_INT_22 | KENTYOU Data Hub Polygraph Monitoring MQTT
(includes sensiNact (CEA)
platform) (KENT)
COGNIFOG_INT_23 | KENTYOU Al (KENT) KENTYOU Eye (KENT) RESTAPI
COGNIFOG_INT_24 | KENTYOU Eye (KENT) | KENTYOU Al (KENT) REST API
COGNIFOG_INT_25 | KENTYOU Eye (KENT) KENTYOU Ul (KENT) REST API
COGNIFOG_INT_26 | KENTYOU Ul (KENT) KENTYOU Eye (KENT) REST API
COGNIFOG_INT_27 | Monitoring Aggregator Monitoring Manager REST API
(ATOS) (ATOS)
COGNIFOG_INT_28 | Monitoring Aggregator Smart Allocator gRPC
(ATOS) (SIEMENS)
COGNIFOG_INT_29 | Monitoring Agents Monitoring Manager gRPC
(Perfor manc e|(ATOS)
(ATOS)
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(CEA)

(includes sensiNact
platform) (KENT)

COGNIFOG_INT_30 | Monitoring Agents Monitoring Aggregator gRPC
(Performance, (ATOS)
Gr e e ATDS)
COGNIFOG_INT_31 | ARCA KMS Container Comprehensive gRPC
(CYSECQC) COGNIFOGDashboard
(EBOS)
COGNIFOG_INT_32 | Comprehensive ARCA KMS Container gRPC
COGNIFOGDashboard (CYSEC)
(EBOS)
COGNIFOG_INT_33 | ARCA KMS Container Policy Manager (ATOS) | gRPC
(CYSEC)
COGNIFOG_INT_34 | Policy Manager (ATOS) | ARCA KMS Container gRPC
(CYSEC)
COGNIFOG_INT_35 | ARCA KMS Container Network Slice Manager gRPC
(CYSEC) (12CAT)
COGNIFOG_INT_36 | Network Slice Manager ARCA KMS Container gRPC
(I2CAT) (CYSEC)
COGNIFOG_INT_37 | ARCA KMS Container loT Gateway (I2CAT) gRPC
(CYSECQC)
COGNIFOG_INT_38 | loT Gateway (I2CAT) ARCA KMS Container gRPC
(CYSEC)
COGNIFOG_INT_39 | ARCA KMS Container MQTT Broker (I12CAT) gRPC
(CYSEC)
COGNIFOG_INT_40 | MQTT Broker (I2CAT) ARCA KMS Container gRPC
(CYSECQC)
COGNIFOG_INT_41 | Network Slice Manager Network RAN Controller | REST API
(I2CAT) (I2CAT)
COGNIFOG_INT_42 | Network RAN Controller | Network Slice Manager REST API
(I2CAT) (I2CAT)
COGNIFOG_INT_43 | Network Slice Manager loT Edge Gateway REST API
(I2CAT) (I2CAT)
COGNIFOG_INT_44 | IoT Edge Gateway Network Slice Manager REST API
(I2CAT) (I2CAT)
COGNIFOG_INT_45 | Network RAN Controller | IoT Edge Gateway REST API
(I2CAT) (I2CAT)
COGNIFOG_INT_46 | loT Edge Gateway Network RAN Controller | REST API
(I2CAT) (I2CAT)
COGNIFOG_INT_47 | loT Edge Gateway Policy Agent (ATOS) Not yet defined
(I2CAT)
COGNIFOG_INT_48 | IoT Edge Gateway Monitoring Agents Not yet defined
(I2CAT) (Performance
(ATOS)
COGNIFOG_INT_49 | loT Edge Gateway MQTT broker (I2CAT) MQTT
(I2CAT)
COGNIFOG_INT_50 | Polygraph Modelling Polygraph Monitoring File 10
(CEA) (CEA)
COGNIFOG_INT_51 | Polygraph Monitoring KENTYOU Data Hub MQTT
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COGNIFOG_INT_52 | Polygraph Monitoring MQTT broker (I2CAT) MQTT
(CEA)
COGNIFOG_INT_53 | MQTT broker (I2CAT) Polygraph Monitoring MQTT
(CEA)

3.1.1 loT Edge Gateway, MQTT Broker & KENTYOU Data Hub

Table52: Integration Testingf loT EdgeGateway, MQTT Broker & KENTYOU Data Hub

Test Description

Identifier COGNIFOG_INT_20, COGNIFOG_INT_21, COGNIFOG_INT_49
Component(s) | loT Edge GW, MQTT broker/bridge, Kentyou Datahub

Tester(s) I2CAT, KENTYOU

Assignee I2CAT

Test Purpose

ValidateloT sensing data floirom far-edgedevices to the cloud

Configuration

The loT data flow test required the use of 4 different entities:
1 loT far edge devices
1 HW: Two different options:
1 A)ESP32
1 B) ESP32S2 + DHT22 sensor (temperature &
humidity)
1 OS: Tasmai 13.3.0
1 SW: Two different options according to the underlying
communication protocol employed:
1  A) MQTT client
1 B) MATTER client
7 loT Edge GW
1 HW: Raspberry Pi 4B (4GB RAM and 32GB SD card)
1 OS: Debian GNU/Linux 11 (bullseye)
1 SW: K3S + Home Assistant 2024.2-IMATTER Controller
5.5.3 + Mosquitto MQTT broker
1 Edge Server
1 HW: VM with 2 GB RAM and 50 GB of storage
1 OS: Ubuntu 22.04
1 SW: K3S + Mosquitto MQTT broker
1 Kentyou Datahub
1 HW: 1GHzdualcoreGPU, 1GB RAM, 100GB of storage
1 OS: GNU/Linux (tested on Ubunf2.04basedDocker image)
1 SW:Java 17+

The network configuration of the entire integration test can be obsertéglire
1. Four networks are defined:

1 Far-edge network: The IoT Edge GW acts as a WiFi hotspot and
creates the network 192.168.6.0/24. Fardge devices are associate
with and provided with an IP address via DHCP.

1 Edge network: This is based on the i2CAT internal network and allg
the connetivity between the loT Edge GW and the Edge Server.

1 Edgecloud network: This is based otheInternet and allows the
KENTYOU Datahub to retrieve data from the Edge Server.

1 Remote access networkThis network does not directly participate if
the I0T data fbw. Its primary purpose is to enable remote control ov
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varioustestbed componentscluding faredge devices, the loT Edge
GW, and the Edge Servehrough a VPN connected to the internal
network of i2CAT.

To run the testbed, sompartsof thedifferent entities must remain open:
91 loT far edge devices
1 A) MQTT-based devices
1 Port 1883: MQTT
1 Port 80: Tasmota WebUI
1 B) MATTER-based devices
1 Port 5580: MATTER
1 Port 80: Tasmota WebUI
1 loT Edge GW
1 Port22: SSH

Port 6443 & 6444: K3S
Port 1883: MQTT
Port5580: MATTER

Port 8123: Home Assistant
Port 9000: Portainer (optional)
Port 5201: iPerf3 (optional)
1 Edge Server

1 Port22: SSH

1 Port 6443 & 6444: K3S
1 Port 1883: MQTT

=a-—a-a -4 -4 -

1 Kentyou Datahub
1 Port 8080: HTTP REST access (configurable)

The Data model employatepend®n the network section and the underlying
communication protocol:
1 Far edge network:
1 MQTT-based devices: Fadge devices running MQTT follow
the Data Model defined by Tasmota to send status data
[10]. As for the 0T data, they follow the message type #4
defined in the COGNIFOG MQTT Syntax (without including
the<edge _gw_id>and adding thedata> prefix instead]11].
1 MATTER-based devices: All MATTE®ased devicestrictly
follow the welldefined MATTER data model to send
information from their attached DHT22 temperature &
humidity sensoErreur ! Source du renvoi introuvable.
1 Edge network: Whether the IoT Edge GW has received IoT data fr¢
MQTT-based faredge devices or MATTERased failedge devices, it
rearranges this data according to the predefined COGNIFOG MQT
Syntax[11].
1 Edge-cloud network: The data model is the same as in the Edge
network.

The data flow diagram, where 0T data generated bgdge devices go through the
different elements of the testbed (first the loT Edge GW and then the Edge servel
reaching the KENTYOQU Datahub can also be observé&iguare 1
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Switch

Remote Access
to the testbed

Edge server IoT Edge
Private IP {ens3) Private IP (eth0) gateway
MQTT broker 192.168.124.77 192.188.10.173
MQTT bridge

0. Raspberry Pi 4B
4. K35 + Home Assistant +
Matter controller

Ethernet

i2CAT
Public IP el - network

84.88.36.141 olin
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loT data flow

Internet Private IP (wlan0)

AN 192.168.6.1
WiFL
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v
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D D private IP *> P> @ cspaz 192.168.6.0124
Allocated via DHCP
— from the subnetwork ESP32 MQTT-based devices
192.168.6.0124 MATTER-based dsvices

loT far edge

KENTYOU

device
2feaD loT far edge
MQTT client device MQTT client

The architecturef the integration test

Pretest The preconditions that need to be met by the different entities are described in the
conditions following lines:
1 loT far edge devices

1 A) MQTT-based devices

1 The DHT22 temperature and humidity sensor noeast
correctly connected to the pins of the ESIS22
device.

1 Some elements need to be configured by using the
Tasmota WebUI generated by the device itself and
accessible via a browserlitip://<IP_address:

1 Device type and device ID

1 WiFi SSID and password

1 1P address of the MQTT broker/bridge
1 MQTT credentials (if needed)

1 Theymustbe programmed with a Tasmota script to
periodically send (simulated) dat& preprogrammed
configuration file andan example of this script are
available lere[13)].

1 B) MATTER-based devices

1 Some elements need to be configunsthg the
Tasmota WebUI generated by the devdaod
accessible via a browserliitp://<IP_address.

1 Device type and device ID
1 WiFi SSID and password

1 The MATTERbased device needs to be
commissioned by the MATTER controller of the I0T|
Edge GW. To do that, it is necessary to read a QR
code from the Tasmota WebUI by means of the Ho
Assistant mobile apfl4].

1 loT Edge GW:

1 MQTT bridge: A Mosquitto MQTT broker (with bridging
capabilities) must be operative.

91 1P address of the final MQTT broker

1 MQTT credentials (if needed)

1 A) MQTT-based devices:

1 The MQTT bridge must be o@igured to forward 10T
data from the MQTIbased devices to the final MQT
broker in the Edge Server.

1 Remapping of MQTT topics by the MQTT bridge (if
needed).
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1 B) MATTER-based devices:

1 To interact with this type adevice a Home Assistant
instance with théMATTER controller plugin must be
installed and running.

1 A set ofautomatiormust be programmed in Home
Assistant to automatically translate data from the
MATTER communication protocol to the MQTT ong

1 Edge Server
1 MQTT broker: A Mosquitto MQTT broker must be operative
1 The Edge Server configures a public IP address to facilitat
external MQTT clients' retrieval of MQTT data
1 Kentyou Datahub
1 MQTT Broker: an MQTT broker must be accessible to rece
sensor data

TestSequence Step Type Description Result

1 Functional The physicatonnection | Successful
of the DHT22
temperature and humidity
sensor
2 Network MATTER commissioning| Successful
process of MATTER
based far edge devices b
the MATTER controller
of the loT Edge GW

3 Functional IoT data publication from| Successful
MATTER-based devices
on the Home Assistant
dashboard

4 Functional IoT data publication from| Successful
both MQTT-based and
MATTER-based devices
on the MQTT broker of
the Edge Server

5 Functional loT data retrieve by the | Successful
KENTYOU Datahub
from the MQTT broker of
the Edge Server

Test Verdict This test validates the eftd-end I0T data flow between fadge
devices and the cloud the context of the COGNIFOG project
since all services have been deployed into the different entities
the edge/fog/cloudsing K3S (a lightweight version of
Kubernetes).

Two communication protocols have besrccessfully employed ir
a wireless faedge environment: MQTT and MATTER.

Once the 10T data reaches the IoT Edge GW ribrsnalised
according to damiliar MQTT frame syntax.
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3.1.2 KENTYOU Data Hub & KENTYOU Eye

Table53: Integration Testingf KENTYOU Eye & KENTYOU Data Hub

Test Description

Identifier COGNIFOG_INT_18, COGNIFOG_INT_19
Component(s) | KENTYOU Data Hub, KENTYOU Eye
Tester(s) KENTYOU

Assignee KENTYOU

Test Purpose | Validate the proper flow of data from KENTYOU Data Hub to KENTYOU Eye

Configuration | The loT data flow test required the use of 4 different entities:

1 KENTYOU Data Hub
0 HW: 1GHz dual core GPU, 1GB RAM, 4GB of storage
0 OS: GNU/Linux (tested on Ubuntu 22.04 based Docker image)
0 SW: Java 17+, Eclipse sensiNact

1 KENTYOU Eye
0 HW: 1GHzdual core GPU, 8GB RAM, 4GB of storage
0 OS: GNU/Linux (tested on Ubuntu 22.04 based Docker image)
0 SW:Javal7+

The network configuration for the integration test:
1 Edge network: This is based on the KENTYOU internal network and allows
the connectivity between the Data Hub and the Eye.
To run the testbed, somartsof the different entities must remain open:
1 KENTYOU Data Hub
0 Port 8080: HTTP REST access (configurable)
The Data mdel employed is provided by Eclipse sensiNact and incoming data

Erreur ! Source du renvoi introuvable.illustrates the interactions between KENTY(
Eye and KENTYOU Data Hub&nly one data hub has been deployed for our integri

test
Auth
Provider

REST/JS Ul

Kentyou Eye T

Kentyou Eye Ul

Kentyou Data Hub | Kentyou Data Hub

Kentyou Data Hub
Architecture of the Integration Test

Grant Agreement: 101092968 -56-



D4.5: Lab testing and optimisation report initial version

XCOGNIFOG

Pretest
conditions

The preconditions that need to be met by the different entities are described
following lines:
1 KENTYOU Data Hub
o MQTT Broker: an MQTT broker must be accessible to receive sen
data
1 KENTYOU Eye
o KENTYOU Eye must be properly configured in order to retrieve da
from KENTYOU Data Hub

Test Se Ste|Type Description Resul

1 Functional Start a simple MQT¥based device or the Eclipj Successful
sensiNact temperature simulator §nding data

2 Functional | Configure a KENTYOU Data Hub to include & Successful
the necessary features (e.g., MQTT bridge)

3 Network Configure the MQTT bridge of the KENTYOl Successful
Data Hub to listen to the MQTFhased devices

4 Funct i|Properly configure and deploy the KENTY( Successful
Eye

5 Functional Check if data areshared adequatelgmong theg Successful
KENTYOU Data Hub and the KENTYOU Eye

Test Ve

This test validates the data flow between the KENTYOU Data Hub an
KENTYOU Eye.

To access the data of KENTYOU Eye received by KENTYOU Data |
https://kentyotdemo.eye.local/eye/rest/natification/koncepts/

event: KapabilityValue
data: {"sensinactId":"cognifog","konceptId": "healthmonitor-715384394598110", "kapabilityId": "steps~specversion”, "timestamp" : "2024-05-30708:35:32.1152" , "value":
{"id":"steps~specversion”, "name":null,"value":"1.8", "type":null, "timestamp": 1717858132115, "target" :null}}

event: KapabilityValue
data: {"sensinactld":"cognifog","konceptId":"healthmonitor-715384394598110", "kapabilityId":"steps~type","timestamp":"2024-05-30708:35:32.1152", "value"™:
{"id":"steps~type", "name" :null, "value" : "steps", "type” :null, "timestamp": 1717058132115, “target":null}}

3.1.3 KENTYOU Eye & KENTYOU UI

Table54: Integration Testingf KENTYOU Eye& KENTYOU Ul

Test Description

Identifier COGNIFOG_INT_25, COGNIFOG_INT_26
Component(s)) KENTYOU Eye, KENTYOU UI

Tester(s) KENTYOU

Assignee KENTYOU

Test Purpose

Validate the proper flow of data from KENTYOU Eye to KENTYOU. Ul

Configuration

The loT data flow test required the use of 4 different entities:
1 KENTYOU Eye / KENTYOU UI
0 HW: 1GHz dual core GPU, 8GB RAM, 4GB of storage
0 OS: GNU/Linux (tested on Ubuntu 22.04 based Docker image)
o0 SW:Javal7+
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Pretest The preconditions thatneed to be met by the different entities are described i
conditions following lines:
1 KENTYOU Eye
o KENTYOU Eye must beonfigured correctlyo retrieve data either
from a real or virtual KENTYOU Data Hub
1 KENTYOU UI
o KENTYOU Ul must beappropriatelyconfigured tadisplay data on the
dashboard and on the map

Test SeSt e
e

Type Description Resul

Functional Properly configure and deploy the KENTYOU E| Successfu

Functional Properly configure the KENTYOU UlI, including] Successfu
Dashboard configuration to display re
time and historical data

- Map configuration to display reéime,
geotagged data
Creation of user credentials

3 Functional Logln to KENTYOU UI Successfu

Test Ve This test validates theata flow between the KENTYOU Eye and f{
KENTYOU Ul andthe successfulisualisationof reattime, historical and
geotagged data.

Hello TMA
Explore what is going on in your metropolis
~
i}
B 1410598 i+ 93 69 & 75
Number of steps Oxymets Heart rate Battery Level
®
-
L
& GOTIT2119 & (0T00:00:03 a 13 & Vour poweron reses
System Uptime (UTC) /iFi Downtime Number of reboots Reason of last restart
Statistics
Number of steps
1408042.01

Figure. KENTOU Ul Dashboard for Redlme and Historical Data

Grant Agreement: 101092968 -58



D4.5: Lab testing and optimisation report initial version $COGNIFOG

‘ o B !
@@ -
o T ® o
. v °
& e *% hoalthmeniter-254091133TH00ES
v
J v %
)
EEs. -
@ Thursday, way 30, 2024 (@) Live tap locai - - < ._= - . o~
Figure. KENTYOU Ul-Map for Realtime GeetaggedData

3.1.4 ARCA Embedded, IoT Edge Gateway, Orchestrator Agent & Orchestrator
Scheduler

Table55: Integration Testingf ARCA Embedded, 1oT Edge GW, Orchestrator Agent, Orchestrator Scheduler

Test Description

Identifier Not applicable

Component(s) | ARCA Embedded, loT Edge GW, Orchestrator Agent, Orchestrator Scheduler
Tester(s) CYSEC, I2CAT, ATOS

Assignee CYSEC

Test Purpose | Validate the usage of ARCA Embedded as OS for the loT Edge GW.
Validate in this contexhediscovery of resources and the distribution of containers
using Orchestrator Scheduler and Orchestrator Agent.
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Configuration | The current integration test requires the use of 3 different entities:
1 ARCA Embedded
1 ARCA Embedded is the distribution of ARCAusted OS
designed for ARM architecture. The distribution is based or|
same security principle and includes K3S, a lightweight ver,
of Kubernetes.
1 ARCA Embedded offers a minimalist and fortified Linb&sed
OS thats an ideal container hosting gtarm.
7 loT Edge GW
1 HW: Raspberry Pi 4B (4GB RAM and 32GB SD card)
1 SW: K3S + Home Assistant 2024.2.1 + MATTER Controlle
5.5.3 + Mosquitto MQTT broker
1 Orchestrator
1 Orchestrator Scheduler manages the containers and workl
distribution to the underlyinglusters
1 Orchestrator Agent enables resource discovery and Kuberr
scheduling through Open Cluster Management (OCM)
Pretest The preconditions that need to be met by the different entities are described in the
conditions following lines:

1 Installation of ARCA Embedded
1 The installation of ARCAembedded into the Raspberry Pi
hosting the IoT Edge GW is based on an image that must I
stored in the SD card amdll be later used in the Raspberry R
1 An external drive connected to the Raspbermnststoreall
the container images running over K3S.
1 Booting and setup of ARCA Embedded into the IoT Edge GW
1 The booting process is a weléfined set of steps described i
the ARCA Trusted OS on ARIMK3Sguide provided by
CYSEC. It covers the following topics:

1 Password(s) and key(s) generation

1 Partition definition

1 K3S setup via an external drive

1 KS3S service installation

1 Network configuration of the loT Edge GW
1 Theiwd network service on the Raspberry Pi can be set up
one of two ways:

1 A) The Raspberry Pi connecto an existing external
Wi-Fi network.

1 B) With the Raspberry Pi connected to the Internet
its Ethernet interface, it also acts as aRhotspot,
creating its own WFi network. See
https://github.com/cognifegu/iotedge
gw/blob/main/ARCA_OS.md

1 External machine running clustered
71 Clustered cannot be installed on ARCA Embedded. Theref
this tool should be installed on an external Lirhased
machineconnected to the RaspberryrBnning the loT Edge
GW.
1 Kubernetes Management Cluster
1 Upstream cluster with OCM installed in Hub mqd®anager)

Test SeSte Type Description

1 Functional | Installation and initial setup of ARCA Embedded ¢ Successful

a Raspberry Pi 4
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2

Functional

K3S service setup and activation

Successful

3

Functional

Localdeployment of the 10T Edge GW containers
via K3S. Namely; Home Assistant 2024.2.1 +
MATTER Controller 5.5.3 + Mosquitto MQTT
broker

Successful

Network

Validation of the connectivity between the 10T Edg
GW and the Edge Server, and also betweeifhe
Edge GW and faedge devices

Successful

Functional

Use of the 10T Edge GW as data concentrator fro

MATTER-/MQTT-based devices

(*) It is successful if the firewall configured in ARCA Embedd
is disabled (sebttps://github.com/cognifeguiot-edge
gw/blob/main/ARCA_OS.md#olvingissueswith-home
assistan), which is not recommended. This solution does not
survive a reboot and needs to be applied every time the
Raspberry Pi is restarted.

(**) A permanent method to clear all active ruliesm thetables
and use effectively the IoT Edge GWaakata concentrator is
proposed irhttps://github.com/cognifegu/iotedge
gw/blob/main/ARCA_OS.md#olvingissueswith-home
assistanipermanenimethod

Successful

Functional

Use of the 10T Edge GW as data forwarder to the
Edge Server

Successful

Network

Validation of theconnectivity between the loT Edg
GW and the external machine runnitigsteradm

Successful

Functional

Make the loT Edge GW join the OCM Hub throug
the onboardclusteradm joircommand that includeg
the authentication token and the Hub address.

Successful

Functional

Remote deployment of the Mosquitto MQTT
broker+bridge container from the Orchestrator
Scheduler to the 10T Edge GW

Successful

10

Functional

The Mosquitto MQTT broker+bridge service
deployed in the loT Edge GW has a forwagli
capability MQTT Data from an IoT end device
received by the loT Edge GW is properly forwardg
to the Edge server.

vvvvvv
v ACHDE
heartbeat = [specersion™ |, s B3G9 1548 bl adflc BESATCHBEETAT, "ype”s hiaaribeal, ourca’ i1

Successful

Test

Ve

This test validates the main services required to run the 10T Edge G

over the ARCA Embedded OS (whetlharally or remotely deployed),
thus also taking advantagéits enhanced security capabilitiéfowever,
to run Home Assistant, some firewall rules need to be disabled, which
represents a vulnerability.
Running the clusteradm accept command on OCM Hubatak a
successful cluster onboarding on the Orchestraditionally, the remotg
management of containers through the Orchestrator, including their
deployment and removal, has been successfully validated.
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3.1.5 Monitoring Manager & Monitoring Agent

Table56: Integration Testing of Monitoring Manager, Monitoring Agent

Test Description

Identifier

COGNIFOG_INT 29

Component(s)

Monitoring ManagerMonitoring Agent

Tester(s)

ATOS

Assignee

ATOS

Test Purpose

Verify the correcforwarding of telemetry datiom the Monitoring Agent installed in
working cluster to the Monitoring Manager installed in the management cluster.

Configuration

The monitoringManager helm chart is configured as follows:

1 Following Thanos components disabled: bucketweb, compactor, storegateway

1 Thanos receive component enabled with ingress hostname: thanos
receive.192.168.137.200.nip.io

1 Thanos query component enabled with ingress hostname: thanos
query.192.168.137.200.nip.io

The monitoringAgent helm chart is configured as follows:

1 Prometheus remote write configured to push telemetry dati#ptd'thanos
receive.192.168.137.200.nip.io:80/api/vl/recaiith the following relabel
configuration:
writeRelabelConfigs:

- sourcelLabels: [ __name__]
regex: (.¥)
targetLabel: cluster
# Cluster identikr
replacement: "clusterl"

Pretest
conditions

1 The Monitoring Manager helm chartdenfigured and deployed in the manageme
cluster.

1 The Monitoring Agent helm chart nfigured and deployed in the working clust

1 Connectivity betweemanagement and working clusters to reach the Thanos re
ingress.

Test Se Step |[Type Description Resul

1 Functional Access web Graphical User Interface on | Successfu
web browser with thaneguery ingress
URL

2 Functional Type the up query on the Thanos search | Successfu
field and click execute

3 Functional Verify that the ManageAgent integration | Succeskil
is working by checking the results table,
where theup metric must be present with
thecl uster =lakel uster 1l
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Test Ve & O ANotsecwre | thanos-query.192168.137200m.. A 7 B B @ - Passed

Thanos - Query

Use local time || Enable query history || Enable Store Filtering

Enable autocomplete @ Enable highlighting (@ Enable linter

Use Deduplication | Use Partial Response Engine  Prometheus v Explain
Load time: 89ms  Resolution: 145 Result series: 11

Table ~ Graph

Evaluation time

up{cluster="cluster1", container="coredns', endpoint="http-metrics", instance="1042.0.105:9153", 1

joh="monitoring-agent-kube-prom-coredns’, namespace="kube-system", pod="coredns-77ccd57875-2%12q",
prometheus="cognifog/monitoring-agent-kube-prom-prometheus", prometheus_replica="prometheus-
monitoring-agent-kube-prom-prometheus-0', receive="true", service="monitoring-agent-kube-prom-
coredns’, tenant_id="default-tenant}

up{cluster="cluster1", container="kube-state-metrics', endpoint="http", instance="1042.0.103:3080", 1
job="monitering-agent-kube-state-metrics", namespace="cognifog", pod="monitoring-agent-kube-state-
metrics-Thbf948767-2rmtm’, prometheus="cognifog/monitoring-agent-kube-prom-prometheus”,

prometheus _replica="prometheus-monitoring-agent-kube-prom-prometheus-0", receive="true",
service="menitoring-agent-kube-state-metrics’, tenant_id="default-tenant"}

3.1.6 Monitoring Manager & Monitoring Aggregator

Table57: Integration Testing of Monitoring Manager, Monitoring Aggregator

Test Description

Identifie | COGNIFOG_INT_27
r
Compon| Monitoring ManagerMonitoring Aggregator
ent(s)
Tester(s| ATOS
)
Assigne | ATOS
e
Test Verify the correcforwarding and transformation aftelemetry data structuisto topology
Purpose| data from the Monitoring Manager to the Monitoring Aggregator.
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Configu | The monitoringManager helm chart is configured as follows:
ration 1 Following Thanos components disabled: bucketweb, compactor, storegat
ruler.

1 Thanos receive component enabled with ingress hostname: thanos
receive.192.168.137.200.nip.io

1 Thanos query componeanabled with ingress hostname: thanos
query.192.168.137.200.nip.io

The monitoringAgent helm chart is configured as follows:

1 Prometheus remote write configured to push telemetry déti@pté'thanos
receive.192.168.137.200.nip.i0:80/api/vl/recaiith the following relabel
configuration:

writeRelabelConfigs:

- sourceLabels: [ _name_ ]
regex: (.*)
targetLabel: cluster
# Cluster identifier
replacement: "clusterl"
The monitoringAggregator helm chart is configured as follows:

1 Aggregator component configured with the prometheus address as
"http:/thanosquery.192.168.137.200.nip.io"

Pretest 1 The Monitoring Manager helm chartaenfigured and deployed in the

conditio management cluster.

ns 1 The Monitoring Agent helm chart onfigured and deployed in the working
cluster.

1 Connectivity betwen management and working clusters to reach the Thar
receive ingress.

1 The monitoring aggregator helm chart@nfigured and deployed in the
management cluster.

Test
guence

St Typ
ep

Description

available re

sources : {memoryInBytes: 1506328576}

1 | Funct| Expose the Monitoring Aggregatgrpc port locally with this command| Succ
ional | in the management cluster: essful
kubectl portforward service/aggregator 8080:8080
2 Funct | Set the GRPC_PORT environment variable to 8080 with the commg Succ
ional | export GRPC_PAT=8080 essful
3 | Funct| Run the protobuf client test in the Monitoring Aggregator git repositq Succ
ional | with the command: essful
go run test/protobuf/cognifog/server_client.go
4 | Funct | Verify that the ManageAggregator integration iworking by checking | Succ
ional | the JSON result of the above command, where the Agent nodes argq essful
with some of its information:
nodes:{id:"k3s
nodel" cpu_architecture:"x86_64'tesources:{memoryInBytes:39727
7744} available resources:{memoryInBytes:1506328576}}
Test ® dev ~/d/monitoring-aggregator (cognifog/develop)> go run test/protobuf/cognifog/server client.go Pass
Verd 2024/06/10 11:35:01 nodes:{id:"k3s-nodel" cpu architecture:"x86 64" resources:{memoryInBytes:3972767744} ed
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3.1.7 Orchestrator Scheduler & Orchestrator Agent

Table58: Integration Testing of Orchestrator Scheduler, Orchestrator Agent

Test Description

Identifier COGNIFOG_INT_08, COGNIFOG_INT_09
Component(s) | Orchestrator ScheduleDrchestrator Agent
Tester(s) ATOS
Assignee ATOS
Test Purpose | Verify the correct deployment of workloads from the Orchestrator Scheduler API s
to the Orchestrator Agent OCM working cluster.
Configuration | Orchestrator Schedul&lySQL helm chart is configured with a custom root passwor
a MySQL-secretresourcewhichis specified in the jobmanager helm chart.
Orchestrator Scheduler jobmanager helm chart is configured
withmoc k Tar g et 6Mou skteherdairie lof3he working cluster where the
workload will be deployed.
The Orchestrator Agent helm chart is configurediefault.
Pretest 71 Available upstream and downstream Kubernetes clusters with Ope
conditions Cluster Management deployed as HORister and Managed Cluster
respectively
1 Orchestrator Scheduler deployed on HUB Cluster (management cl
1 Orchestrator Agent (deploymanager) deployed on HUB Cluster
(management cluster)
Test SeSteType Description Resul
1 Functiona| Exposethejobmanager port with the following Successfu
I command: I
kubectl porfforward service/jobmanager 8082:8082
2 Functiona| Exposethedeploymanager port with the following | Successfu
I command: I
kubectl portforward service/ocruescriptor
8083:8083
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3 Functiona| Deploy a workload by making a GET request to thg Successfu
I http://localhost:8082/jobmanageije/create/:app_na| |
meendpoint with the YAML body in Appendix A
4 Functiona| Download the workload to the OCM Agent by maki| Successfu
I a GET request to the http://localhost:8083/deploy | |
manager/execute endpaint
5 Functiona| Create the demwmamespace in the working cluster | Successfu
I with the following command: I
kubectl create ns derueploy
6 Functiona| Verify the successful deployment of the workloads | Successfu
I the working cluster with the following command: I
kubectl get alkn demedeploy
Test Ve dev~/d/ocm-description-service (cognifog/develop)» kubectl get all -n demo-deploy Passed
NAME READY ~ STATUS  RESTARTS  AGE
pod/ server-deployment-85996f8dbd-22jj6  1/1 Running @ 12m
pod/ server-deployment-85896f8dbd-nsmmg /1 Running @ 12m
pod/client-deployment-fcccOcfdd-danty 1/1 Running 8 1im
NAME TYPE CLUSTER-IP EXTERMAL-IP  PORT(S)  AGE
service/server-service ClusterIP  16.43.121.44  <none» BB/TCP 1Im
NAME READY  UP-TO-DATE  AVAILABLE  AGE
deployment.apps/client-deployment  1/1 1 1 11m
deployment. apps/server-deployment  2/2 2 2 12m
NAME DESIRED  CURRENT  READY  AGE
replicaset.apps/server-deployment-85906fadbd 2 2 2 12m
replicaset,apps/client-deployment-foccQcfds 1 1 1 1m

3.1.8 Orchestrator Scheduler & Network Slice Manager

Table59: Integration Testing o€ontinuum Orchestrator Scheduler, Network Slice Manager

Test Description

Identifier COGNIFOG_INT_10
Component(s) | Continuum Orchestrator Schedylsietwork Slice Manager
Tester(s) ATOS
I2CAT
Assignee ATOS

Test Purpose
will be part of it.

Verify that the Orchestrator Schedulsan createslicesgiven thecompute chunkthat

Configuration

Slice Manager:

Orchestrator Scheduler:
T Helm Chart for the Kubernetes deployment of Orchestrator Scheduler

T Exposed port in the Job Manager container

i Data format sent to Job Manager: REST request including the application
description data model in YAML format in the body.

T The data model followhe COGNIFOG application descriptiomodel with an
additionalchunkfield for each of the defined components.
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— Slice Manager running ascantaineriseentity in a lab testing server
— Infrastructure to be used is handled by an internal OpenStack MANO (OSM
— Information is being exchanged using APl REST calls.

Pretest i The Job Manager componentdisployed in the Kubernetes cluster with its

conditions MySQL database imance attached, following its Helm Chart configuration.

T Job Manager port 8082 must be op@nincoming REST API requests.

T A REST request to the Job Manager in YAML format, including the applica
description model defined in the configuration section

T Connectivity between the Slice Manager and the infrastructure to be used.

T Admin privileges over said infrastructure

Description

Functional Send POST request to the Job Mang Successfu
/jobs/createendpoint with the body iAnnex Il.
2 Functional Receive response status code 201 from | Successfu
previous request including the applicatior
description in the bodyAhnex I11)

3 Functional Check slice creation by sending a GET requeg Successfu
the Slice Managéslic3 endpoint
4 Functional Receive response status code 200 from | Successfu

previous requestncluding the information of th¢
slice createdAnnex IV)
Test Verdict By receiving a successful code 200 from the Slice Manager tq¢ Passed
Orchestrator, we tested the interconnection between the two entitie
bidirectional way. The Orchestrator can send APl REST indications t
Slice Manager in the correct formandthe Slice Manager can receive tl
information and process it accordingly. It is a bidirectional test becausé
entities can produce and consume informatiom the other

3.1.9 Network Slice Manager & loT Edge Gateway

Table60: Integration Testing oflice Manager and IoT Device

Identifier COGNIFOG_INT_43, COGNIFOG_INT_44
Component(s) | Slice Manager

Tester(s) I2CAT

Assignee I2CAT

Test Purpose | Validate theuse of the SLICE MANAGER and iteteraction capacities with 10T devices
using K3S, a lightweight version of Kubernetes. This current test would like to check the
Manager's compatibilityith different versions of Kubernetes for the first time.
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Configuration | The current integradin test requires the use of 2 different entities:
7 Slice Manager
19 The Slice Manager is deployed
premises and will be deployed using a traditional Kubernetes
architecture.
1 The virtual machine has 32GB RAM, 2VCPUs and 80GB HDD.
1 1oT Device
1 HW: Raspberry Pi 4B (4GB RAM and 32GB SD card)
1 SW: K3S + Home Assistant 2024.2.1

Pretest The preconditions that need to be met by the different entities are describedatidiréng
conditions lines:
1 Installation of Slice Manager
19 The Slice Manager is installe
premises.

1 Afixed IP is set to the Slice Manager and the loT Raspberry
facilitate communication between them
1 Network configuration of the loT Edge GW
1 The Raspberry Pi has an Ubuntu OS that allows the installation g
configuration of K3S, a lightweight version of Kubernetes.
1 The Raspberry Pi is physically connected to the internal network
ethernet ports.

Test SeSteType Description

Functional | Installation and initial setup of Slice Manager in a | Successful

virtualisedenvironment

2 Functional | Installation and initial setup of the Raspberry Pi, w| Successful
Ubuntu OS in a local deployment.

3 Functional | Installation and configuration of Kubernetes Contr¢ Successful
Plane node by the Slice Manager

4 Functional | Installation and configuration of Worker node Successful
modules in the Raspberry Pi by the Slice Manager

5 Function#& | Infrastructure description of the Raspberry Pi to th{ Successful
Slice Manager

6 Functional | Chunk creation of the Slice Manager into the Successful
Raspberry Pi

7 Network | Slice Creation in the Raspberry Pi using the Slice | On-tests
Manager

TestV e r d i | This test aims to validaigsing a lightweighKubernetes, K3S, in a
Raspberry Pi loT device. This is the first tithe Slice Manager will be
tested working withthedei ght wei ght ver si ons.

3.1.10 Monitoring Aggregator & Smart Allocator

Table61: Integration Testing oMonitoring Aggregatorand Smart Allocator

Test Description
Identifier COGNIFOG_INT_28

Component(s) | Monitoring Aggregator,
Smart Allocator
Tester(s) ATOS, Siemens AG

Assignee Siemens AG
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Test Purpose

Verify thereceiving of the topology data frothe Monitoring Aggregator to the Sma
Allocator

Configuration

The Smart Allocator (QoS Scheduler and QoS Solver) and Monitoring Aggregat
both deployed and running in the same workingir. Both components hav&&PC
port enabled and a protocol buffer defined for exchanging topology dstailsas dist
of nodes and their computational and storage resources.

Pretest
conditions

A Monitoring Aggregator running in the workirofuster.
A Smart Allocator running in the same working cluster.

Description

Functional Not

executed

Run the protocol buffer file from the Sma
Allocator to connect to the Monitoring Aggregat
which shares the topology information.

The details of this integration test are still abstractIn it, compatibility
between components is evaluated to be possible and existing via gr
However, interface definition, implementation, and validation are still
work in progress.

3.1.11 ARCA Embedded & Smart Allocator

Table62: Integration Testing oArca Embedded. SWM QoS Scheduler

Test
Identifier

Description

Not applicable

Component(s

)

Arca Embedded, SWM QoS Scheduler

Tester(s)

CYSEC, SIEMENS

Assignee

CYSEC

Test Purpose|

Validate theuse of ARCA Embedded as the OS for the SWM QoS Schedulethar
correct integration of the Scheduler

Configuratio
n

The currentriequéegeatibe uset of 3 diff
T ARCA Embedded
ARCA Embedded is the distribut
ARM architecture. The distribu
principle and includes K3S, a
ARCEmbedded offers a miibiamaldi O
is an ideal container hosting
T SWM QoS Schedul er
The SWM QoS scheduler is an ex
that 1 mplements an extended mo

requirements and infrastructur

Computing @omnaoeenphtyanclehnreent s beyq
schedul er are:
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Type

1 Functional I nstall ati on AaRCA iEmnmbte Successful
on a Raspberry Pi 4
Functional Execution of the kind cluster creation script Successful
Funct i ¢ Deployment of thénfrastructureonto the cluster | Successful
4 Funct i ¢ Show the networkresourceand podhealth to| Failed
determine if the deployment is successful
Test V| One container tends to crash and come back quickly. This does not s
affect theapplication's operation, but we are still investigating
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3.1.12 ARCA Trusted OS Integration Testing Results

After installing ArcaOs Embedded on a Raspberry Pi, you can check that the system works as expected. Firstly,
you need to be able to use the Linux system like any other Linux system (minus some security restrictions).

T First, ensurethe irstallation was successful and that you are running ArcaGtsanother Linux
distribution.

Figurel: Console output with info on what kind and which release version of OS is used

i Use the "ip a" command to check that you haaezived an IP address.
T Check that you do not have write access to the file system.

Figure2: Access rights for the file system

T Use the "Isblk" command to check that the disk has been correctly encrypted. You should get a similar
output.

Figure3: Output after Isblk command
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I Finally, you can check that docker is installed and running

cognifog] ~ docker version

Figure4: Output of docker version command

These simple tests will allow you to check thataperating system has been successfully installedsand
appropriately integrated inthe Raspberry Pi.

3.1.13 Comprehensive Dashboard & Polygraph

Table63: Integration Testing o€omprehensiv€ OGNIFOG Dashboartb Polygraph Modelling

Test Description

Identifier COGNIFOG_INT_03

Component(s) | COGNIFOG DashboardPolygraph Modelling

Tester(s) eBOS Technologies Ltd

Assignee eBOS Technologies Ltd

Test Purpose | Verify successful HTTP response status code and responsgitddgling isSucceede
and message as JSON
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Configuration | Implement HTTP POST Method /api/Polygraph/SendApplication with rawTex
string in the request bodwhich triggers the WebSocket to publish data to Polygr
Modelling (CEA)
Pretest Application description form should be filled out. This is the Application Descriy
conditions page from the Ul Dashboard.
Test Se Ste Type Description Resul
1 Funct i {Fetched the application description data from| Successfu
Ul and Serialize the data in the JSON Format
2 Funct i (Savedthe data into the database tables. Successfu
3 Funct i ({Verify successful HTTP response status code| Successfu
response body including isSucceeded ar
message
Test Ve| Thistestvalidates the communication between CompreheB€GNIFOG
Dashboard (EBOS) to Polygraph Modelling (CEA)

3.1.14 Polygraph & Comprehensive Dashboard

Table64: Integration Testing oPolygraphModelling to Comprehensiv€ OGNIFOG Dashboard

Test
Identifier

Description

COGNIFOG_INT_04

Component(s)

Polygraph ModellingCOGNIFOGDashboard

Tester(s)

eBOS Technologies Ltd

Assignee

eBOS Technologies Ltd

Test Purpose

Verify successful HTTRPesponse status code and response,bodyding isSucceede
and message as JSON

Configuration

Implementation of HTTP POST API Method with foutata asa parameter. This dat
includes the information related to the analysis repalformedon the apptation
description that the Polygraph Modelling (CEA) performs.

Pretest
conditions

Application description shoulexist because Polygraph Modelling (CEA) is also sen
the application description 1Bs part of other data.

1 Funct i | Polygraph Modelling (CEAronsumeshe HTTP| Successfu
POST APl Method by providing the requirg
information.
2 Funct i (Savedthe data into the database tables. Successfu
Funct i ({Verify successful HTTP response status code| Successfu
response body including isSucceeded ar
message
Test Vel This test validates the communication betwdtalygraph Modelling
(CEA) to Comprehensiv€ OGNIFOGDashboard (EBOS)
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3.1.15 Comprehensive Dashboard & Orchestrator

Table65: Integration Testing o€omprehensiv€ OGNIFOGDashboard & Orchestrator

Test Description

Identifier COGNIFOG_INT_01

Component(s) | Consuming the Orchestrator Scheduler HTTP P@BTMethod
Tester(s) eBOS Technologies Ltd

Assignee eBOS Technologies Ltd

Test Purpose | Verify the successful HTTP response status code and response ibcidging
application ID, name, description, and list of input jobs data.

Configuration | Consuming the HTTP POST API Method via the ASP.NET Core Web API .Net 7.
Endpoint URL: ({{iobmanager}}/jobs/create/:app_name?job_group_description=h
world-description

job_group_description is a query parameter
app_name is a path variable

Theapplication description is added in the body of this endpoint in the form of raw

(text).
RestSharp library frothe NuGet package manager is requite@gxchang&EST API
Data.
Pretest Application description form should be filled out. Thésthe Application Descriptiol
conditions page from the Ul Dashboard.

Test Se Ste|Type Description
Funct i (Fetched the application description data from| Successfu
Ul and Serialize the data in the JSON Format
2 Funct i (Savedthe datainto the database tables. Successfu
Funct i (Verify successful HTTP response status code| Successfu
response body including isSucceeded ar
message

Test Ve|This test validates the communication betwedne Comprehensive
COGNIFOG Dashboard (EBOS)}he Continuum Orchestrator Schedu
(ATOS)

3.2 Quick-start project

A Quickstart Guide has been developed to facilitate the adoption and deployment @DGBNIFOG
framework This guide is designed to provide users with a streamlinedhgtefep process to set up and begin
using theCOGNIFOGplatform efficiently. Whether you are a developer, a system architectbev@ps
engineerThe Quickstart Guide ensuresathyou can quickly get up to speed with the foundational aspects of
the COGNIFOGframework.The quickstart will also serve as an entry point for the various piots.can
have a joint base and avoid duplicating work by starting from a common base

3.2.1 Objectives
1 Enable rapid and straightforward setup Process Provide clear and concise instructions for
installing and configuring th€OGNIFOGframework, reducing the initial learning curve. Users in
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rapidly deploying aprimary instance of theCOGNIFOG platform, ensuring they can start
experimenting and integrating it with their systems

1 Provide Practical Examples Include practical examples and use cases to demonstrate how the
framework can be applied to reabrld scenarios, highlighting its versatility apdtential benefits.

1 Foster Understanding: Offer detailed explanations fitical concepts and components within the
COGNIFOGframework, helping users grasp the underlying principles and functionalities.

1 It will also serve as aentry point for the various pilots. You can have a joint base and avoid
duplicating work by starting from a common base

3.2.2 Content

9 Prerequisites Outlines thehardware, software, and network requirements before the setup process
begins

1 Installation: Provides stefby-step instructions for downloading and installing B®GNIFOG
framework on various platformeither in a local environment with virtual machines or on specific
equipment~oster Understanding: Offer detailed explanationsritical conepts and components
within the COGNIFOGframework, helping users grasp the underlying principles and functionalities.

I Basic Usage This section introducefundamental operations within thHeOGNIFOG platform,
allowing users to execute simple tasks and wstded the basic workflow.

9 Additional Resources The quickstart also serves as an entry doindlocumenting the components,
their roles and theioperation.

In the diagram below, you can see the quickstart guide with the various components thatelhayebalken

tested. Additional components will be added progressively throughout the integration process to achieve a
complete instantiation of the framewoburing the time ofwriting this report, the quickstart installation was
conducted athalesin thdr infrastructure as well as adapted by another trial partner TMlAeiorespective

use case.
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The quickstart installationsesvariousInfrastructuresas Code (laC) tools. One such tooMagrant [, an
opensource software product for building anthintainingvirtualiseddevelopment environments. Vagrant
provides a simple and consistent workflow to create and configure lightweight, reproducible, and portable
virtual environments. This enables developers to manage virtual machines using a simpéneiome
interface, ensuring their development environment mimotgalinfrastructure.

Next, to deploy the various opaource components on whi€@OGNIFOGrelies, such as Kubernetes or
KubeEdge[16] , we use the tooAnsible [17] . It is an opersource automation tool that simplifies
configuration management, applicen deployment, and task automation. It uses a simple, hueaaiable
language (YAML) to describe automation jobs, which can be executed on multiple servers simultaneously
without needingagent installation on the target machines. These deployment sceptempatible with real
hardware youonly need to adjust the configuration to make them work.

Then,we use Helm to deplo€OGNIFOG building blocks It is a package manager for Kubernetes that
streamlines the installation and management of Kubernppdieaions. It allows you to define, install, and
upgrade even the most complex Kubernetes applications. Helm packages, known as charts, make it easy to
deploy preconfigured applications and manage their lifecycles.

More than just a user guide for inditad) the platform, it will enable the rapid setup of a platform to test and
validate the various functionalities of the framework.
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4 Testing in Trials

4.1 Trial 1: Thales - Critical Collaborative Missions

4.1.1 Test Description
Smart allocator deployment and basic wrkflow setup with KubeEdge Thebrilliant orchestrator has been
designed to deploy Kubernetes workflows on a traditional cluster. In thiskilobeEdge is used to consider
potential network interruptiong hereforethe smart allocator must lsapable bworking with KubeEdge.

Test steps:

1 Configure and deploy the smart allocator and check that all podstae‘irRunni ng st ate” .
1 Define the network topology as a smart allocator resource of the test infrastructure.
1 Check if the networkpath resources basn generated.

1 Deploy a sample workflow with simulated 10T devices.

1 Check if the applicationunson a set of nodesatisfying theequirements.

Kentyou data-hub integration with IMU, Water level and drone telemetry data: In this pilot, we use
different ypes of sensors. It Bsssentiato validate that the sensiNact hcdn workwith the sensors used in
the use case.

Test steps:

1 Configurethekentyoudata hubwith sensoiconfiguration.

1 Deploythekentyoudata hulon Kubernetes.

1 Send simulated data to tfer edge nodes.

1 Sendan HTTPrequest tahekentyou hub and check if the valumatchthe simulated data.

Kentyou eye sensors visualisatiorKentyou Eye shoulthe ableto visualisethe different drones and sensors
on a map. Thisisualisatiornfeature shoul allowusto visualisethese devices ireal time

Test steps:

1 Setup Kentyoulata hukas inthe previous test

I Send simulated data to tfeg-edgenodes

1 Connect to the kentyeglye web interface and click to the Map preview
1 Check if the sensors are visilda the map

Monitoring stack deployment with KubeEdge Monitoring should be deployed on Kubernetes with
KubeEdge and monitoringlata should be sent to the monitoring manager.

Test steps:

1 Deploy monitoring agent using helm chart.

1 Deploy monitoring managem theedge node.

1 Connect tahe monitoring manager web interface.

1 Check the available metrics using prometheus requests syntax.

Polygraph water level sensors and IMU processing applicatiomodelling/development and monitoring
deployment: This test verifies Polygraph's functionality from the modellingphase through to monitoring.

Tests steps:

1 Model the data flow witlan EMFRbasedpolygraph tool.
1 Generate the code structure using polygraph.

1 Implements the functional code of the application.

1 Deploy the apptiation in Kubernetes.
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Send data usingsimulator.

Start the polygraph monitoring tool.

Check that all monitoreservicesare in|OK] status.

Disconnecthe node which is running the application from tieéwork.
Check that the monitored service iJHRROR] state.

= =4 -4 -8 -

4.1.2 Evaluation
4.1.2.1 Smart allocator deployment and basic workflow setup withbe edge result
The smart allocatdnas two main components: the solver, which is responsibfafting the best placement
for the specified noffunctional requirements.

STATUS RESTARTS

Running 3 (3h17m ago)

Running 6 (3h17m ago)

Figure6: Smart allocator deployment, console output

As shownin the screenshot above, all the components of the smart allocatdye®aveuccessfully deployed.

4.1.2.2 Kentyou datahub integration with IMU, Water level and drone telestry data

Hello cognifog

~ asphalt_plane
LINKS

link
» typhoon_haso
» Lights

T 2.761 P 15

Statistics

Il Real Time Factor:

Figure8: Kentyou eyesensowisualisation result
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4.1.2.3 Monitoring stack deploymen

R

t witiKubeEdge

Figure9: Console output once monitoring stack deployed KitiheEdge

Q. broker bytes received m

Use Deduplication Use Partial Response Force Tracing Engine = Prometheus Analyze

Table Graph

a-8 e Bl o Y owewen

nce="mosquitto-edge1", app_Kubernetes io_name="mosquitio", Instance="192.168 57 21:9234", Job="kub pods”, “default’, pod="mosquitto-edge1-66dd7cT6d9-7kmhd', pod_template_hash="66dd7c76d9",

enant_id="defaut-

squitto-edge2”, app_kubernetes.io_name="mosquitto", instance="132.168.57.22:9234", job="kubernetes-pods', namespace="default", pod="mosquito-edge2-bfffcd4c-nbhdd", pod_template_hash="bfficd84c", receive="true", tenant id="default-tenant'}

Figure10: Monitoring dashboard

4.2 Trial 2: TMA 1 Telemedicine

4.2.1 Test Description

Trial 2, led by TMA, is designed to demonstrate the deployment and operational capabilities of the Cognitive
Fog (COGNIFOG) platform within a telemedicine framework. This trial focuses on remote user monitoring
and emergency response scenarios. The goal is tdatalthe integration and performance of various
COGNIFOG components in realorld healthcare environments.

Edge and loT Device Setup
Test steps:

1 Configure and deploy prerocessing software on edge gateways.

9 Configure and deploy loT emulator.

1 Ensurealser vi ces are in a “Running” state.
1 View results of preprocessing of messages and final messages sent.

Kentyou data-hub integration with anonymiseddata and alerts

Test steps:
1 Configurethekentyoudata hubwith sensorconfiguration.
1 Deploythekentyoudata huton Kubernetes
1 Send simulated data to tfe-edgenodes
1 Sendan HTTPrequest tahe kentyou hub and check if the valuaatchthe simulated data
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Monitoring stack deployment with KubeEdge: Monitoring should be deployed on Kubernetes with
KubeEdgeand data should be sent to the monitoring manager.

Test steps:

1 Deploy monitoring agent using helm chart.

1 Deploy monitoring manager dheedge node.

1 Connect tadhemonitoring manager web interface.

1 Check the available metrics using prometheus regegstax.

4.2.2 Evaluation

Edge and IoT Device Setup

& COGNIFOG About

A Home XCOGNIFOG TMA
M Stress

[APPLICATIONS

Broker: tma.cognifog.edgebroker s0S Button | Fall Detected

IMEI: 176675235694061
Distance: 4603355.94 m
HR: 67

Steps: 397

Cloudevent format

Figurell: Home page
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heartrate = {"specversion™:"1.0" "id":"4feb33f1-851b-4cc5-8b6d-c8ae5cfal75

oxymetry = {"specversion™"1.0"."id"."97ef6bb6-3884-452d-ab5b-04a915749 ..

batterylevel = {"specversion™"1.0","id":"3d3{75eb-c751-4fa8-a7df-9b55479e
» 516416447528962 (5 topics, 13 messages > RPR
> 398212282215446 (5 topics. 13 messages riNz0s
> 176675235694061 (5 topics. 13 messages 12:33:00 AM
» 331743477433150 (5 topics 1essages
» 867539350101377 (5 topics. 13 messages
» 072402605314905 (5 topics, 13 messages
» 299644515511684 (5t s, 13 messages
» 094635429151636 (5 topics

QosS: 0
4

» History o

Figure13: Kentyou Datahub Integration with Anonymized Data and Alerts
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+ 1410598 + 93 t
& 69T17:21:19 & 0T00:00:03 &
Statistics

Number of steps

1408042.01

KCOGNIFOG

69 & /5

Figure14: Monitoring Stack Deployment with KubeEdge

Containerisation of the telemedicine platform

All software has been packaged into containers, creating a working version of all the needed software running

ontheedge server. Til is anessentiapreparatory step for later deployment using Kubernetes.

Container list &

2 ® A& admin

& Containers Q Search... o
Name State T Filter ¥V Quick Actions Stack Image Created IP Address
keycloak m BO.JL& epokratiswork  quay.io/keycloak/keycloak:latest 2024-05-30 00:48:27 17218.0.4
epokratis m BOJ @& epokratiswork  registry.gitlab.com/hakakou/bio-streams/epokratis:1.0.0  2024-05-30 00:48:27 17218.0.5
influxdb [ running } BOu > &  epokratiswork influxdb:2 2024-05-30 00:48:24 17218.0.3
mysql [ running } BO > @&  epokratiswork mysqllatest 2024-05-30 00:48:24 17218.0.2
portainer_edge_agent m BOwW»& - portainer/agent:2.19.5 2024-05-3000:23:02  17217.0.2

Figurel5: Containers for Telemedicine Platform
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Initial deployment of COGNIFOG quickstart

Virtual Machines

Name State CPU Usage Assigned Memory |
B UCquickstattma_edge2_1718732500864_1226 Running 0% 2048 MB (
E UC-quickstarttma_edge1_1718732342578_95647 Running 0% 2048 MB (
B UC-quickstattma_cloud_1718732166706_74674 Running 0% 2048 MB (
B WindowsXP x86 - Delphi Off

B Windows 11 Off

B UC-quickstart_edge2_1715605071766_41160 Off

B UC-quickstart_edge1_1715604839833_72244 Off

B UC-quickstart_cloud_1715604653443_22287 Off

Figure16: Initial deployment of COGNIFOG quickstart

4.3 Trial 3: LMS - Smart Manufacturing

4.3.1 Test Description
Trial 3 focuses omn intelligentmanufacturing case, including mobile robotsdesembly and transportation
operations, as described in teliverables of WP2 and WPSince the initial setup was about one real robot,
the first step was to enhance the case with more robots and applitatwosgide a testbed for COGNIFOG,
capable otighlighting itsactualcapabilities. Thus, during this phase of the project, the tests mainly
focused on the validation of the use case baseline setup since all the currerdhsmilgbbecontainerised
Moreover, during this phase of the project, the K8s deployment éstigated and in the next weeks, it is
considered that the first COGNIFOG instance will be deployed. Moreover, standalone tests with other
COGNIFOG components, such as monitoring, databtd,will be completed.

Smart manufacturing case dockerization

1 Robot simulation (Unity) dockerization

1 ROS application dockerization

i Emulated loT devices validation
K8s setup

1 Setup example K8s clusters

1 Validate example ROS application on K8s deployment
COGNIFOG quickstart

1 Currently under study

4.3.2 Evaluation
Validation ofthe use case with the use of docker was a prerequaistart working on the COGNIFOG assets
and K8s deployment heuse case has been evaluated and the dockerization has been completed. Moreover,
the COGNIFOG quickstart is currently investigated ane kmowledge from other partners successful
deployment will be considered to accelerate the activities. Lastly, the COGNIFOG assets, such as monitoring
tool, dashboard, datahub etc. will be lab tested in the next period.

Grant Agreement: 101092968 -83



D4.5: Lab testing and optimisation report initial version $COGNIFOG

5 Readiness Levels

The COGNIFOG projet follows a metriebased approach to evaluating the development of the different
components of the architecture and the progress in their integritiermethodology presented below will
enable ugo follow progress and evaluate the readiness of the @oemps and the system.

5.1 System Readiness Level Methodology

The methodology used by the COGNIFOG projdluates the readiness of components individually and
how they interact with each other. Different metrics will be used for these assessments.

5.1.1 Individu al Component Evaluation
The COGNIFOG project will follow the Technology Readiness Level (TRL) approach to evaluate the
readiness of eadrchitecture component

The project uses the TRL scale defined by Horizon Europe in the general annexes.

Table66: Technology Readiness Levels

TRL Definition

1 Basic principles observed

2 Technology concept formulated

3 Experimental proof of concept

4 Technology validated in a lab

5 Technology validated in a relevant environment (industrialgvant environment in the cas
of key enabling technologies)

6 Technology demonstrated in a relevant environment (industrially relevant environment i
case of key enabling technologies)

7 System prototype demonstration in an operatiomalvironment

8 System complete and qualified

9 Actual systenis provenin an operational environment (competitive manufacturing in the ¢
of criticalenabling technologies or space)

To evaluate theomponents' TRL, the main responsible partner wiblvigle a seHassessmeniThis self
assessment wi || be done f ol | ocansisneggs stmeent g uiodd|”i ndee
BRIDGE2HE projec{19].

The project partners will collectively proceed to a peer review of the TRiass#fssment to ensuitee
coherence of the differeself-assessmentscross the partners and project activities.

5.1.2 Integration Evaluation
Despite the utility and value of the TRL as a metric for determining technology maturity before transitioning
into a system, TRLs were not intended to address systems integration nor to indicate that the technology will
result inthe successful developmentf a system. Thus, to evaluate how these different components are
integratednto the COGNIFOG project, we used the Integration Readiness Level (IRL) and System Readiness
Level (SRL) approach. While TRIlindicates component maturity, IR[20] suggests the maturity of
interactions between components, and SRL indicates mh&turity of the whole system.
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SRL

IRL

TRL

Figurel?. Relation between TRL, IR&nd SRL

The following table presents the scale of the Integration Readiness Levels used to measliiatdygrdtion
of eachplatform component

Table67: Integration Readiness Levels

Integration Readiness Levels

0 Identificaion No integration needed

1 An interface (i.e., physical connection) between technologies has
identified with sufficient detail t@wharacteriseéhe relationship

2 Specification There is some level of specificity ¢cbaracterisethe interaction(i.e., ability
to influence) between technologies through their interface

3 There iscompatibility (i.e., common language) between technologies
integrate and interact in an orderly and efficient way

4 There is sufficient detail in the quality anaissurance oftechnology
integration.

5 Technical There is sufficient control between technologies necessary to estal

Integration and | manage, and terminate the integration.

6 prototypes The integrating technologies can accept, translate, stnacture information
for its intended application

7 The integration of technologies has been verified and validated
sufficient detail to be actionable.

8 Operational Actual integrationwas completed, and the mission was qualifitdough

Validation testingand demonstration in the system environment.
9 Integration is Mission Proven through successful mission operations.

Thelntegration Readiness Levels between the different components will be evdluategh a coordinated
self-assessment process. Eadmponent's owner will provide a sel§sessment of its component integration
level relative to the othelementof the architecture. Differences in evaluations of integration levels between
two elemerts will be reconcilecandhomogenisethrough a concertation process led by the project Innovation
Manager.

This evaluation will be done regularly throughout the project to evaluate progress in integration.
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5.1.3 System Readiness Assessment
To evaluate the ovall readiness of the integrated system, COGNIFOG will use the SRL metric.
SRL is calculated from TRL and IRL. The steps are the following:
TRL and IRL matrix normalisation (all values are divided by 9)
Matrix product of the IRL matrix by the TRL vector
Division of each value of each vector value by the link number of the component plus one (it is
considered that the component has a link with itself).
Sum of the values of the resulting vector
Division of the resulting value by the number of componentisarsystem.

Assessment of the SRL level by comparing the value obtained at the limit of each level.

As such, SRL caalso bepresented through the following formula:

an_component Egb‘”nk IRL X TRL
0 leunk +1
nb_component

Equationl. SRL calculation formula

The following tablepresentshe SRL scale.

Table68: System Readiness Levels

Definition
1 Concept Refinethe initial concept. Develop system/technology| 0,1 0,39
Refinement development strategy
2 Technology Reduce technology risk and determitie appropriate 0,4 0,59
Development | set of technologies to integrate intm completesystem
3 System Develop a system or increment of capability; reduc{ 0,6 0,79

Development and integration and manufacturing risk; ensusperational
Demonstration supportability; reduce logistics footprint; implement
human systems integration; design for producibility

ensure affordability and protection of critical progran
information; and demonstrate system integration,

interoperability, safety, and dlity

4 Production and Achieve operational capability that satisfies missiof 0,8 0,89
Development needs
5 Operations and Execute a support program that meets operational 0,9 1
Support support performance requirements and sustains thg
system in the most costffectivemannerover its life
cycle

5.2 Initial Assessment of Readiness

As part of COGNIFOG's integration work, we conduct regular assessments of the readiness of the platform's
different components. These assessments provide a view of the COGNIFOG platform's TRL, IRL, and SRL
atmonths 1, 12, anti8.
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5.2.1 Technology Readiness Levels
The following tablepresentshe evolution of the TRL of the different components of the COGNIFOG platform
and their status at Month 18.

Table69: TRL evolution from M1 to M18

Partners Asset Initial TRL Target TRL TRL M12\ TRL M18
I2CAT Network Edge Gateway 2 4 3 4
I2CAT MQTT Broker 9 9 9 9
I2CAT Network Slice Manager 4 5 4 4
I2CAT Network RAN Controler 4 5 4 4
CYSEC ARCA Trusted OS x86 9 9 9 9
CYSEC ARCA Trusted OS Embedded 5 7 5 7
CYSEC ARCA KMS Container 5 7 5 7
ATOS Monitoring Manager 4 5 4 5
ATOS Monitoring Agents (Performance, Green 3 4 3 5
ATOS Continuum Orchestrator Scheduler 3 5 3 4
ATOS Continuum Orchestrator Agent 3 5 3 4
ATOS Policy Manager 3 5 3 3
ATOS Policy Agent 3 4 3 3
CEA Polygraph Modelling 3 5 3 4
CEA Polygraph Monitoring 3 5 4 4
SIEMENS | Smart Allocator 1 5 3 3
KENT Kentyou Data Hub 4 6 5 5
KENT Kentyou Eye 3 5 4 4
EBOS Comprehensiv€OGNIFOBashboard 4 5 4 4
KENT Kentyou Al 3 5 4 4
KENT Kentyou Ul 3 5 4 5

5.2.2 Integration and SystemReadiness Levels
The following matrixes present the evolutions of the Between the components of COGNIFOG at months
1, 12, and 18Comparing the different matrixes allows one to measure the praggmslingintegration
between the components.
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Figurel8: Integration Readiness at Month 1
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Figurel9: Integration Readiness at Month 12
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Figure20: Integration Readiness at month 18

5.2.3 System Readiness Levels
The evaluation fothe TRL and IRL of th&€ OGNIFOG platform componengdlows for an assessment of the
platform's overall readiness as a complete, integrated system. This can be presented by ctileufsistgm
Readiness Level.

At month 18 the SRL of the COGNIFOG platform can be evaluated at 0.29, a significant progress from the
initial value of 0.15 (at Month 1) and 0.20 at month 12. This shows that the integration between the different
componentss progressing significantly, with someroponents already reaching a high level of integration.
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Figure21: Progress mapped over the SRL scale
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Overall, the system remaiast the “concept refinement” SRL | evel,
of some of the amponents (which reflect the project's research nature). The project's foreseen activities in the
upcoming months, integrating technologies (through WP4pdaddeploymentwill further help the project

increase thelatform's integration

The followingpictures present another perspective on the progress of the integratioreachikcomponent

is represented by a point (with its TRL indicated), and each integration relationship is represented by a link
between componen(with the width of the segmengpresenting the IRL between the components). It allows

for a rapidvisualisationof the mainprogresof the integration work of the project (in the M18 pictures, the
links in green are links where the integration has progressed between M1 and M18, shewiodk of the
project).

1RL . Infrastructure Management M1

2 Security

3 —

4 —

5 Monitoring

*CO G N | FOG SIEMENS 3_ Application Toolbox
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Figure22: Integration status at M1
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6 Conclusion

The efforts undertaken in T4L3b testing and optimisation have successfulptweaed the quality and testing
efficiency ofthe COGNIFOG platform. Eachonstituting component of the COGNIFOG platform has been
tested with dedicated unit tesésd the corresponding results have been achieved. Communication interfaces
between the inteccting components dhe COGNIFOG platform have been establisteed] corresponding
integration tests and their results are described in this deliverable. A list of all the integrating components with
their protocol and policies for communicatisrcaptured. A template approach for readability is incorporated

in this reportwhere each unit test and integration test are defindexecutedind their results are described
accordingly.

This report is the initial version of lab testing at M¥though the majority of the integration tests are
executed, some integration tebi@mve not yet beeperformed due to ongoing development. However, the
integration test designs for such components are in place and will be executed for completeness upon
completon of development.

Additionally, since some use cases (trials) have incorpothte COGNIFOG platform, this report also
describes the testing strategy and results emefgingthe respective implementation of the use cases. To
capture the development &@OGNIFOG components and evaluate their maturity in terms of System
Readiness, Integration Readiness and Technology Readiness levels, this document also depicts the progress
made from M1 to M18.
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This deliverable is an important milestone, demonstrating the outcomes

of the COGNIFOG platform's test plan and execution and their
incorporation into the use cases besides the individual testing of each of

its components. This report governs the fundameni strategy and
alignment for quality in COGNIFOG and sets a reference guideline for

the final version of lab testing and optimisationt i t | ed 0 D4 . 6:
and optimisation report final wvers

[1] Kubernetes https://kubernetes.io/

[2] Open Cluster Managemeniittps://operclustermanagement.io/

[3] Thangs - https://thanos.io/

[4] Helm - https://helm.sh/

[5] sensiNact. Retrieved frohttps://projects.eclipse.org/projects/technology.sensinact
[6] JDK - https://www.oracle.com/java/technologies/downloads/

[7] Maven- https://maven.apache.org/

[8] Keycloak- https:/iwww.keycloak.org/

[9] in M27.
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Annex |

The COGNIFOG components and the first release uploaded to the project's GitHub organisation can be found

at the following link:https://github.com/cognifegu

XCOGNIFOG

Table70: The list of components and their associated git repositories

Component Name

Partner

Part of the
first release

GitHub repository

Comprehensiv€ OGNIFOG

https://github.com/cognifeg

Telemedicine

Dashboard eBOsS Yes eu/comprehensivdashboard
MQTT broker i2CAT Yes https://github.com/cognifegu/maqttbroker
ARCA Trusted OS x86 CYSEC Yes Source code managed by CYSEC due to
ARCA Trusted OS
Embedded CYSEC Yes Source code managed by CYSEC due to
ARCA KMS Container(x86)
/ Service(embedded) CYSEC Yes Source code managed by CYSEC due to
Continuum Orchestrator ATOS Yes https://github.com/cognifeg
Scheduler eu/orchestratescheduler
Continuum Orchestrator https://github.com/cognifeg
Agent ATOS ves eu/orchestrateagent
Policy Manager ATOS No -
Policy Agent ATOS No -
Monitoring Manager ATOS Yes https://github.com/cognifegu/monitoring
manager
Monitoring Agent ATOS Yes https://github.com/cognifegu/monitoring
agent
Slice Manager i2CAT No -
RAN Controller i2CAT No -
https://github.com/cognifegu/qossolver
Smart allocator Siemens Yes https://github.com/cognifegu/qos
scheduler
Polygraph Modelling CEA Yes Source code managed by CEA due to IP
Polygraph Monitoring CEA Yes https://qnhub.c_om/coqnlfaeu/cea
polygraphmonitoring
KENTYOU Data Hub KENTYOU Yes https://github.com/cognifegu/kentyod
datahub
KENTYOU Eye (Al & Ul) | KENTYOU Yes ﬁ:)olgrce code managed by KENTYOU due
IoT Edge Gateway I2CAT Yes https://github.com/cognifegu/iotedgegw
UC-quickstart THALES No https://github.com/cognifogu/UG
quickstart
UC2-Decentralized TMA No https://github.com/cognifegu/UC2

Decentralizedl elemedicine
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Annex Il

POST request to the Job Manager
name : hello - deployment -demo
description: "video streaming producer and consumer"
namespace: demo - deploy
components:
- name: producer
type: manifest
manifests:
- name: mjpeg
- name: mjpeg - service
requirements:
memory: 64Mi
cpu: 250m
channel:
out:
- consumer
chunk: raspberrych
- name: consumer
type: manifest
manifests:
- name: video - streaming - deployment
- name: video - streaming - service
requirements:
memory: 64Mi
cpu: 250m
channel:
in:
- producer
chunk: kochomasterchunk
apiVersion: vl

kind: Pod
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metadata:
name: mjpeg
namespace: demo - deploy
labels:
app.kubernetes.io/name: mjpeg
spec:
containers:
- name: kceu
image: santojim/camera_to_ip:arm64
command:
- lapp/cam2ip
args:
- -- bind - addr=:8080
ports:
- contain erPort: 8080
name: http
resources:
limits:
squat.ai/video: 1
apiVersion: vl
kind: Service
metadata:
name: mjpeg - service
namespace: demo - deploy
spec:
selector:
app.kubernetes.io/name: mjpeg
ports:
- protocol: TCP
port: 8080
targetPort: 8080
nodePort: 30999

XCOGNIFOG
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type: NodePort
apiVersion: apps/vl
kind: Deployment
metadata:
name: video - streaming - deployment

namespace: demo - deploy

labels:
app.kubernetes.io/name: video - streaming
spec:
replicas: 1
selector:

matchLabels:
app: video - streaming
template:
metadata:
labels:
app: video - streaming
spec:
restartPolicy: Always
containers:
- name: video - streaming
image: santojim/video - restream
ports:

- containerPort; 5000

args: [*  -- url", "http://10.171.1.14:30999/jpeg"]
resources:
requests:
memory: 3Gi

apiVersion: vl
kind: Service

metadata:

XCOGNIFOG
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name: video - streaming - service
namespace: de mao deploy
spec:
type: NodePort
ports:
- protocol: TCP
port: 5000
targetPort: 5000
selector:

app: video - streaming

XCOGNIFOG
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Annex llI

The eceival response status code 201 from the request, including the application description in the body
{

"ID": "3050c005 - 30e6 - 46f2 - a939 - 7871000edaef",

"appName": "hello - deployment - demo",

"appDescription": "video streaming producer and consumer",

"jobs": [
{
"ID": "90a40711 - 6948 - 4134 - aab8 - e93d01b79214",
"uuid": "00000000 - 0000 - 0000 - 0000 - 000000000000",
"job_group_id": "3050c005 - 30e6 - 462 - a939 - 7871000edaef",
"job_group_name": "hello - deployment - dema”,
"type": 5,
"state": 1,
"manifests"; [
{
"yamlString": " \ r\ napiVersion: vl \ r\ nkind:
Pod\ r\ nmetadata: \r\n name: mjpeg \r\n namespace: demo -deploy \r\n
labels: \r\n app.kubernetes.io/name: mjpeg \r\ nspec: \r\n containers: \r\in
- name:kceu \r\n image: sant ojim/camera_to_ip:arm64 \r\n command: \r\n
- Japp/cam2ip \r\n args: \r\in - -- bind -addr=:8080 \r\n ports: \r\n
- containerPort: 8080 \r\in name: http \r\in resources: \r\in
limits:  \r\n squat.ai/video: 1 \r\in"
b
{
"yamlString™: " \ r\ napiVersion: vl \ r\ nkind:
Service \r\nmetadata: \r\n name: mjpeg -service \r\n namespace: demo -
deploy \r\nspec: \r\n selector: \r\in app.kubernetes.io/name: mjpeg \r\in
ports: \r\n - protocol: TCP \r\n port : 8080 \r\n targetPort: 8080 \r\in
nodePort: 30999 \r\n type: NodePort \r\in\r\n"
}
B
"manifest": " \ r\ napiVersion: v1 \r\nkind: Pod \r\nmetadata: \r\n
name: mjpeg \r\n namespace: demo -deploy \r\n labels: \r\n
app.k ubernetes.io/name: mjpeg \r\nspec: \r\n containers: \r\n - name:
kceu\r\n image: santojim/camera_to_ip:arm64 \r\n command: \r\n -
fapp/cam2ip \r\n args: \r\in - -- bind -addr=:8080 \r\n ports: \r\n -
containerPort: 8080 \r\n name: http \r\n resources: \r\n
limits: \r\n squat.ai/video: 1 \r\in",
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"targets™: [
{
"cluster_name": "k3s - master3",
"orchestrator": "ocm"
}
1
"locker": false,

"orchestrator": "ocm",

"updated_at": "2024 - 05- 09T14:13:41.924+02:00",

"resource™: {
"job_id": "90a40711 - 6948 - 4134 - aab8 - €93d01b79214",
"resource_uuid": "00000000 - 0000 - 0000 - 0000 - 000000000000,

"resource_name": "producer"”,
"conditions": [
{
"type": "Created",
"status": "True",
"observedGeneration™: 1,

"lastTransitionTime": "2024 - 05-
09T14:13:41.921780684+02:00",

"reason": "AwaitingForTarget",

"message": "Waiting for the Target"

"type": "Created",
"status": "True",
"observedGeneration": 1,

"lastTransitionTime": "2024 - 05-
09T14:13:41.921780727+02:00" ,

"reason": "AwaitingForExecution"”,

"message™: "Waiting an Orchestrator to take the
Job"
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"updatedAt": "2024 - 05-09T14:13:41.926+02:00"
b
"namespace"; "demo - deploy"
b
{
"ID": "bae54b5e - 7299 - 43bf - 888d - 0f3863efceca”,
"uuid™: "00000000 - 0000 - 0000 - 0000 - 000000000000",
"job_group_id": "3050c005 - 30e6 - 46f2 - a939 - 7871000edaef",
"job_group_name": "hello - deployment - dema”,
"type": 5,
"state": 1,
"manifests™: [
{
"yamlString": " \ r\ n\r\ napiVersion: apps/vl \ r\ nkind:
Deployment \r\ nmetadata: \r\n name: vi  deo- streaming - deployment \r\n
namespace: demo -deploy \r\n labels: \r\'n app.kubernetes.io/name: video -
streaming \r\nspec: \r\n replicas: 1 \ r\ n selector: \'r\'n matchLabels: \r\n
app: video -streaming \r\n template: \r\'n metadata: \r\in labels: \r\in
app: video -streaming \r\n spec: \r\in restartPolicy: Always \r\n
containers:  \r\n - name: video -streaming \r\n image:
santojim/video -restream \r\n ports: \r\n - containerPort:
5000\ r\n args: [ \"--url \", \"http: //10.171.1.14:30999/jpeg \"7\r\n
resources: \r\n requests: \r\n memory: 3Gi \r\n"
b
{
"yamlString": " \ r\ napiVersion: vl \ r\ nkind:
Service \r\nmetadata: \r\n name: video - streaming -service \r\n namespace:
demo- deploy \r\nspec: \r\n type: NodePort \r\n ports: \r\n - protocol:
TCRr\n port: 5000 \r\'n targetPort: 5000 \r\n selector: \r\n app:
video - streaming"
}
B
"manifest": " \ r\ napiVersion: v1\ r\ nkind:
Service \r\nmetadata: \r\n name: mjpeg -service \r\n namespace: demo -
deploy \r\nspec: \r\n selector: \r\in app.kubernetes.io/name: mjpeg \r\in
ports: \r\n - protocol: TCP \r\n port: 8080 \r\n targetPort: 8080 \r\in
nodePort: 30999 \r\n type: NodePort \r\ n\r\n",
"targets": [
{
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"cluster_name": "k3s - master3",

"orchestrator": "ocm

1,

"locker"; false,

"orchestrator": "ocm",

"updated_at": "2024 - 05- 09T14:13:41.924+02:00",
"resource"; {
“job_id": "bae54b5e - 7299 - 43bf - 888d - 0f3863efceca”,
“resource_uuid": "00000000 - 0000 - 0000 - 0000 - 000000000000",
"resource_name": "co nsumer",
"conditions": [
{

"type": "Created",
"status"; "True",
"observedGeneration": 1,

"lastTransitionTime"; "2024 - 05-
09T14:13:41.921780684+02:00",

"reason": "AwaitingForTarget",

"message": "Waiting for the Target"

"type": "Created",
"status": "True",

"observedGeneration": 1,

"lastTransitionTime": "2024 - 05-
09T14:13:41.921780727+02:00",
"reason": "AwaitingForEx ecution",
"message": "Waiting an Orchestrator to take the
Job"
}
1
"updatedAt": "2024 - 05- 09T14:13:41.926+02:00"
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"namespace": "demo - deploy”
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Annex IV

The eceival response status code 200 from the request, including the information of the slice created

[

{

"name": "atos - 4054222565781778406",

"id": "663a1f863215f5003e5065bd",

"user_id": "6631054a3215f50009c10ee7",

"chunks": {

"compute_chunk™: [
{
"name": "raspberrych”,
"id": "6628d2f33215f50008e06a70",
"description": "Rasbper ry in the lab with k3S",
"compute_id": "66268dbb3215f50009232882",
"user_id": "662676a83215f5000a349225",
"os_project_id": null,
"os_user_id": null,
"osm_vi m_id": "e057404a - 51de- 44f2 - 8195 - fdfd8b2efo7d",
"osm_k8s_cluster_id": "4bd559eb -abla- 4c90 - 9357 -
375c65c03a57",

"username™: null,
"password": null,
"requirements": {
"cpus™: {
"required": 100,
"consumed": 0,
"limits": 200,
"units"; "m"
3
"ram™: {
"required”: 256,
"consumed": 0,

"limits™: 512,
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b1061f97aa7e",

"units"; "Mi"
3
"storage": {
"required": 100,
"consumed": O,
"units"; "Gi"
}
3
"auth_url": null,
"available_ext net" : false,

"osm_id": "662678243215f50009232881"

"name": "kochomasterchunk",

"id": "663376fe3215f50009c10eed",
"description": "K8s master node",
"compute_id": "662fc1c13215f50009c10ee6",
"user_id": "662676a83215f5000a349225",
"os_project_id": null,
"os_user_id": null ,

"osm_vim_id": "482bea74 - 5b34 - 4582 - 8¢58 - 9d1656036361",
"osm_k8s_cluster_id": "2337f7a0 - 3laa- 4878-a300-

"username": null,
"password": null,
"r equirements": {
"cpus™: {
"required": 100,
"consumed": 0,
“limits": 200,
"units"; "m"
3

"ram™: {
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"required": 1024,

"consumed": O,

"limits"; 2048,
"units": "Mi"
h
"storage™: {
"required": 10,
"consumed": O,
"units": "Gi"
}
h
"auth_url": null,

"available_ext_net": false,

"osm_id": "662678243215f50009232881"

1,
"network_chunk™: [],
"radio_chunk™: [],
"cp_functions": []
I
"activa tion_status": "not - needed",

"services": {}

XCOGNIFOG
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