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Executive summary 

In the rapidly evolving landscape of the IoT, heterogeneous wireless communication technologies have 

emerged to facilitate seamless connectivity among diverse devices and networks. Prominent among these 

technologies are those that enable wired networks, wireless body area networks (WBAN), wireless personal 

area networks (WPAN) like Bluetooth low energy (BLE), those based on the IEEE 802.15.4 standard (e.g., 

Zigbee, Thread, and 6LoWPAN), those based on the IEEE 802.11 standard (e.g., WiFi and WiFi HaLow), 

those encompassed as low-power wide area networks (LPWAN) (e.g., LoRa and SIGFOX), and cellular-based 

solutions (e.g., NB-IoT and the upcoming 5G NR releases). 

Each of the aforementioned IoT wireless communication technologies has its specific use cases and 

advantages. However, their coexistence highlights the complex issue of interoperability. This challenge 

primarily derives from the utilization of distinct physical (PHY) and medium access control (MAC) layers, 

which impedes seamless integration of such heterogeneous technologies into a unified ecosystem. 

As IoT continues to expand its reach, achieving robust interoperability among diverse communication 

protocols remains a vital goal. Due to the inherent differences of IoT communication technologies at the 

PHY/MAC, interoperability efforts are focused on upper layers. Industry alliances, standards organizations, 

and consortia are working towards creating common standards and frameworks that enable devices using these 

protocols to communicate seamlessly with one another.  

Besides the communication technologies described above, which allow the link between the IoT devices and 

the edge (or even the fog/cloud) layer, multiple messaging protocols for the application layer are currently 

available in the IoT-edge-cloud continuum, ranging from the traditional IoT protocols (i.e., HTTP, MQTT, 

CoAP, AMQP, DDS, and XMPP) to those expected to play an important role in the future, like gRPC. 

This document begins with a review of existing IoT communication technologies and messaging protocols in 

Section 1. Then, Section 2 elaborates on the specific case of the COGNIFOG framework, highlighting its key 

features in these areas. Finally, the conclusions are presented in Section 3. 
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1 Utilizing networks for data acquisition 

It is very common for organizations and individual users to extract data from external networks to feed their 

own applications and services. Once the source network and the external network are physically connected, it 

is necessary to establish a communication model to enable data exchange between them. If this interconnection 

is made through the Internet, the communication is generally based on the TCP/IP protocol architecture. 

However, above TCP/IP, it is necessary to define the most appropriate application layer that allows access to 

the services of the other layers and defines the protocols that applications use to exchange data.  

An Application Programming Interface (API) is a formal specification on how one software module 

communicates or interacts with another. An API can be defined for a web system, an operating system, a 

database, specific hardware, or a software library. Technically, an API defines a set of commands, functions, 

and computing protocols that allow developers to create specific programs for certain systems. Thanks to APIs, 

it is possible to exchange data from other applications or websites through mechanisms that provide a higher 

degree of abstraction over the software. Web APIs are a particular type of APIs based on the HTTP application 

protocol that servers and web browsers execute. 

1.1 Data acquisition in the Internet of Things 

The Internet of Things (IoT) represents a significant evolution in how data is gathered and utilized. Central to 

IoT's functionality is the ability to acquire data from various sources through interconnected networks. This 

section explores the theoretical concepts underlying the utilization of networks for IoT data acquisition. 

• Network Types and Topologies: IoT data acquisition often involves different types of wired and 

wireless networks, including local area networks (LANs), wide area networks (WANs), and 

specialized networks such as Low Power Wide Area Networks (LPWANs). Each network type has its 

own characteristics and is suited for specific IoT applications. For instance, LPWANs like LoRaWAN 

are designed for long-range communications with low power consumption, making them ideal for 

remote sensors. 

• Data Communication Models: Data communication in IoT is typically achieved through various 

models. These models include: 

o Client-Server Model: In this model, IoT devices (clients) send data to a central server, which 

processes and stores the data. This is common in many IoT applications where a centralized system 

is required to manage data from multiple devices. 

o Publish-Subscribe Model: Used extensively in messaging protocols like MQTT, this model allows 

devices to publish data to specific topics and subscribe to topics of interest. This decouples data 

producers from consumers, facilitating efficient data distribution. 

• Protocol Architectures: In the context of IoT, protocol architectures form the backbone of 

communication between devices and networks. These architectures are essential for defining how data 

is transmitted, processed, and managed across various network layers. While IoT communication 

protocols often utilize established standards for lower layers (e.g., Ethernet and/or WiFi for the 

Physical and Data Link layers, and TCP/IP for the Transport and Network layers), they also 

incorporate specialized data messaging protocols.  

• Data Formats and Serialization: IoT data can be transmitted in various formats, including JSON, 

XML, and binary formats. Data serialization is crucial for converting data into a format that can be 

easily transmitted over networks and understood by different systems.  

• Security Considerations: Ensuring data security in IoT networks involves encryption, authentication, 

and secure communication protocols. It is essential to protect data from unauthorized access and 

tampering during transmission and storage. 

By understanding these theoretical concepts, organizations and individuals can better design and implement 

IoT systems that effectively utilize networks for data acquisition and processing. The choice of network type, 
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communication model, protocol, and data format can significantly impact the performance, reliability, and 

security of IoT applications. 

1.2 IoT communication technologies 

IoT communication technologies are crucial for enabling the interaction of a massive number of IoT devices, 

which often operate under different constraints and requirements, such as power consumption, range, data rate, 

and network topology. Below, we explore some of the most prominent IoT communication technologies that 

have become essential in the IoT ecosystem. 

1.2.1 Wired networks 

While wireless communication technologies dominate the IoT landscape due to their flexibility and ease of 

deployment, wired communication technologies continue to play a crucial role in certain IoT applications. 

Wired solutions are particularly favoured in scenarios where high data throughput, low latency, and robust 

security are paramount. Additionally, they are ideal for environments where devices are stationary and power 

consumption is less of a concern. 

The most prominent examples of wired communication technologies for IoT are Ethernet, which offers high-

speed, low-latency connections ideal for industrial settings; Powerline Communication (PLC), which uses 

existing electrical wiring to transmit data, making it a convenient option for smart grids and home automation; 

and serial communication protocols like RS-232/RS-485, which are commonly used in industrial environments 

for reliable, short-distance communication between devices. Additionally, Modbus and CAN Bus are critical 

for industrial automation and automotive systems, enabling efficient real-time data exchange in noisy 

environments. 

1.2.2 Wireless Body Area Networks (WBAN) 

Wireless Body Area Networks (WBAN) are specialized wireless networks that focus on communication 

between wearable or implanted devices on or around the human body. These networks are particularly 

important in healthcare IoT applications, enabling real-time monitoring of vital signs, glucose levels, and other 

health-related metrics. The IEEE 802.15.6 standard provides the foundation for WBANs, offering secure, low-

power communication suitable for medical and fitness devices. Its low interference and energy-efficient design 

ensure that it can operate in close proximity to the body without causing harm, making it essential for the 

development of wearable health technologies. 

IEEE 802.15.6 facilitates secure, low-power communication between devices close to the body, supporting 

various data rates and advanced security mechanisms to protect sensitive health information. Another notable 

protocol is the ISO/IEEE 11073 standard, which ensures interoperability among medical devices in personal 

networks, allowing different equipment to exchange data seamlessly in clinical environments. 

1.2.3 Wireless Personal Area Networks (WPAN) 

Wireless Personal Area Networks (WPAN) technologies are designed for short-range communication, 

typically within a range of up to 100 meters. Bluetooth Low Energy (BLE) is one of the most widely used 

WPAN technologies in IoT. BLE is optimized for low power consumption, making it ideal for battery-operated 

devices such as wearable fitness trackers, smartwatches, and other health-related sensors. BLE supports short 

bursts of data transfer, which is sufficient for most IoT applications that require intermittent communication 

rather than continuous streaming. 

1.2.4 IEEE 802.15.4-Based Technologies 

Technologies based on the IEEE 802.15.4 standard are foundational for several IoT protocols that enable 

robust, low-power, and low-data-rate communication. Zigbee is one of the most well-known protocols in this 

category, widely used in smart home devices like lights, locks, and thermostats. It operates in a mesh network 

topology, which enhances its reliability and range by allowing devices to relay messages to one another. Thread 

is another protocol based on IEEE 802.15.4, designed specifically for IoT, with a focus on secure, reliable, and 

scalable communication in home automation and other smart environments. 6LoWPAN (IPv6 over Low-
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Power Wireless Personal Area Networks) is a protocol that allows IPv6 packets to be sent and received over 

IEEE 802.15.4-based networks, enabling direct communication with internet-based services. 

1.2.5 IEEE 802.11-Based Technologies 

The IEEE 802.11 standard, commonly associated with WiFi, is another critical technology in the IoT space. 

Traditional WiFi provides high data rates and supports a broad range of applications, from smart home devices 

to industrial IoT. However, it typically consumes more power than other IoT-specific protocols. WiFi HaLow 

(IEEE 802.11ah) addresses this limitation by offering lower power consumption and longer range, making it 

suitable for IoT applications that require robust connectivity over larger areas, such as smart cities and 

agricultural monitoring. 

1.2.6 Low-Power Wide Area Networks (LPWAN) 

Low-Power Wide Area Networks (LPWAN) are designed to provide long-range communication at low power, 

making them ideal for IoT applications that need to cover vast areas while maintaining battery life over years. 

LoRa (Long Range) is a prominent LPWAN technology known for its ability to transmit small amounts of 

data over distances up to 15 kilometers in rural areas, making it suitable for use cases like environmental 

monitoring and asset tracking. SIGFOX is another LPWAN technology that offers global connectivity with a 

focus on ultra-narrowband communication, enabling devices to transmit data over very long distances at 

minimal power usage, which is ideal for applications like smart metering and remote sensing. 

1.2.7 Cellular-Based Solutions 

Cellular networks are increasingly being adapted for IoT applications, with technologies like NB-IoT 

(Narrowband IoT) and the evolving 5G NR (New Radio) releases playing significant roles. NB-IoT is designed 

for low power, wide area use cases and operates within the existing LTE spectrum. It is suitable for applications 

that require reliable communication in challenging environments, such as smart parking and smart waste 

management. The upcoming 5G technologies promise even greater advancements, offering ultra-low latency, 

high reliability, and massive connectivity for a broad range of IoT applications, from autonomous vehicles to 

industrial automation. 

1.3 IoT messaging protocols 

In general, IoT networks consist of devices with clear limitations in terms of processing, memory, energy, and 

communication capabilities. While it is true that some IoT networks are compatible with Web APIs, the 

aforementioned limitations have led to the development of alternative mechanisms with a higher level of 

simplicity for data extraction in these types of networks. 

The following subsections present key messaging protocols specifically designed for IoT applications, 

addressing the unique needs and constraints of these environments. 

1.3.1 HTTP 

Hypertext Transfer Protocol (HTTP) is a well-established protocol used for transferring hypertext via the web. 

It is a foundational protocol for web communications and is widely used due to its simplicity and compatibility 

with existing web technologies.  

HTTP operates based on the Representational State Transfer (REST) architectural style. REST consists of a 

set of rules that must be followed in the design of an API architecture for it to be considered RESTful. These 

are its main characteristics: 

• Resources: Resources (data) are identified by URLs. Clients interact with these resources through 

HTTP methods. 

• HTTP Methods: REST uses standard HTTP methods to operate with resources. These include GET 

(to retrieve data), POST (to create new data), PUT (to update existing data), and DELETE (to delete 

data). 

• Stateless: Each client request to the server must contain all the information necessary to process the 

request. The server does not store the session state between requests. 
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• Representations: Resources can be represented in various formats, such as JSON, XML, or HTML, 

and the representation is what is transferred between the client and the server. 

All in all, HTTP can be less efficient for IoT applications due to its higher overhead and connection-oriented 

nature. The protocol’s resource-intensive requirements may not be ideal for devices with limited capabilities 

and constrained environments, where lighter alternatives might be more suitable for optimizing performance 

and reducing communication overhead. 

1.3.2 WebSocket 

The WebSocket protocol was initially created to allow any kind of clients and servers to communicate in real 

time. A WebSocket connection is established by HTTP requests and includes a handshake, as it can be 

observed in Figure 1. Once the communication is established, the WebSocket protocol enables ongoing, full-

duplex, bidirectional communication between a web client and a web server over an underlying TCP 

connection. 

As a result, the WebSocket protocol is suitable for transferring huge amounts of data, as well as streaming. It 

is reliable, and communication remains open unless the handshake closes the connection between the two ends. 

IoT systems rely on WebSocket in situations where constant communication between a server and a client, 

plus audio and video support, are necessary. However, it is worth noting that it consumes a lot of power. 

 

 

Figure 1. WebSocket connection establishment.1 

1.3.3 MQTT 

Message Queuing Telemetry Transport (MQTT) is a lightweight messaging protocol optimized for low-

bandwidth, high-latency, or unreliable networks. MQTT follows a publisher/subscriber data exchange model 

(see Figure 2), which decouples message producers from consumers, allowing for efficient data distribution in 

IoT networks.  

The publish/subscribe model in MQTT consists of three primary components: publishers, subscribers, and 

brokers. Publishers are devices or applications that send messages to a specific topic without needing to know 

anything about the subscribers. Subscribers are devices or applications that receive messages from specific 

topics they are interested in and can subscribe to topics using exact names or wildcards to receive a range of 

messages. Brokers act as intermediaries that handle the distribution of messages between publishers and 

subscribers, maintaining the topic hierarchy, managing subscriptions, and ensuring message delivery according 

to the specified Quality of Service (QoS) levels. 

Typically, MQTT employs a star topology, with a central node acting as the server (or broker). The broker is 

responsible for managing the network, keeping the channel active, and transmitting messages between sources 

and destinations. MQTT’s minimal overhead and ability to handle intermittent connectivity make it well-suited 

for constrained devices and remote sensors. 

 
1 From https://www.emqx.com/en/blog/mqtt-vs-websocket  

https://www.emqx.com/en/blog/mqtt-vs-websocket
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Figure 2. Data exchange model of MQTT vs CoAP.2 

Although it typically runs over TCP, MQTT can also be run on top of WebSocket. These are the main 

differences: 

• MQTT over TCP: This is the standard way MQTT operates, providing a reliable, connection-oriented 

communication method ideal for many IoT applications. 

• MQTT over WebSockets: The WebSocket Protocol was created to allow web applications to conduct 

two-way communications with web servers, as HTTP cannot do that without awkward workarounds. 

WebSockets allow MQTT to be used within web browsers and other environments that support 

WebSocket connections, as it can be observed in Figure 3. This can be advantageous in scenarios 

where web-based clients need to communicate with an MQTT broker, enabling real-time updates over 

the web. 

 

Figure 3. MQTT over websockets architecture.3 

1.3.4 CoAP and LwM2M 

CoAP (Constrained Application Protocol) is designed specifically for constrained devices and networks, 

offering a lightweight alternative to HTTP. It implements a simplified version of the REST model of HTTP, 

supporting operations such as GET, POST, PUT, and DELETE.  

CoAP uses UDP as the transport protocol and follows a client/server data exchange model (see Figure 2). It is 

optimized for resource-constrained environments, featuring a simpler header structure and lower 

 
2 From https://academy.nordicsemi.com/courses/cellular-iot-fundamentals/lessons/lesson-5-cellular-fundamentals/topic/lesson-5-coap-protocol/  
3 From https://www.hivemq.com/blog/understanding-the-differences-between-mqtt-and-websockets-for-iot/  

https://academy.nordicsemi.com/courses/cellular-iot-fundamentals/lessons/lesson-5-cellular-fundamentals/topic/lesson-5-coap-protocol/
https://www.hivemq.com/blog/understanding-the-differences-between-mqtt-and-websockets-for-iot/
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communication overhead compared to HTTP. This makes CoAP particularly well-suited for low-power 

devices and efficient data exchange over constrained networks. 

Lightweight M2M (LwM2M) is a widely adopted protocol for managing and enabling services on IoT devices 

and systems. It offers APIs for essential functions such as bootstrapping, registration, data access, and event 

handling. Operating over CoAP, LwM2M establishes a client-server framework where a LwM2M client 

(acting as a CoAP server) registers with a LwM2M server (acting as a CoAP client) to serve as an endpoint. 

As a standardized protocol running on top of the CoAP application layer, it facilitates interoperability between 

diverse devices, ensuring a seamless integration environment. 

1.3.5 MATTER 

The MATTER protocol, formerly known as Project CHIP (Connected Home over IP), is an open-source 

universal IPv6-based communication standard designed to enable seamless connectivity and interoperability 

among smart devices in a local IoT ecosystem. It is backed by the Connectivity Standards Alliance (CSA), 

including the major industry players such as Apple, Google, Amazon, and the Zigbee Alliance.  

 

Figure 4. MATTER protocol stack. 

The MATTER protocol aims to address the challenge of fragmentation and lack of interoperability in the smart 

home industry. It provides a unified framework that allows smart devices from different manufacturers and 

technology ecosystems to seamlessly communicate and work together. This interoperability extends to devices 

such as smart lights, thermostats, locks, sensors, and more. 

Key features of the MATTER protocol include: 

• IP-Based Connectivity: MATTER is built on IP, which is the foundation of the internet. By 

leveraging IP connectivity, MATTER enables direct communication between devices, regardless of 

the underlying wireless technology (e.g., WiFi, Ethernet, Thread). In addition, Bluetooth Low Energy 

(BLE) can be also used for commissioning purposes. 

• Standardized Device Models: MATTER defines a common data model and device semantics, 

ensuring consistent behaviour and interaction across devices. This standardization simplifies the 

development, integration, and management of smart devices. 

• Security and Privacy: MATTER incorporates robust security mechanisms, including encryption, 

authentication, and secure communication protocols. It prioritizes user privacy and data protection by 

implementing privacy-by-design principles. 

• Cloud Independence: MATTER allows devices to communicate directly with each other locally, 

reducing reliance on cloud services. This local control improves responsiveness, reliability, and user 

privacy, even in situations with limited or no internet connectivity. 

• Scalability and Extensibility: The protocol is designed to scale from simple setups to complex IoT 

ecosystems. It supports a wide range of device types, enabling seamless integration of existing and 

future devices. 

The adoption of the MATTER protocol offers several benefits, including increased device compatibility, 

simplified setup and configuration, broader device selection, and a more unified and seamless smart home 

experience for users.  



IoT communication protocols in COGNIFOG  
 

 Grant Agreement: 101092968 -16- 

 

1.3.6 XMPP 

XMPP (Extensible Messaging and Presence Protocol) is a protocol to provide communication and filetransfer 

among nodes in a distributed network using XML technology. XMPP is widely recognized for its capability 

to support real-time messaging and presence information, making it suitable for a variety of applications 

beyond simple chat. XMPP's extensible nature enables the addition of new features and customization, making 

it adaptable for various applications including VoIP and IoT. 

The protocol operates on a decentralized network architecture, where each participant can act as both a client 

and a server (see Figure 5). This design enhances resilience and supports peer-to-peer communication. XMPP 

also includes security features such as encryption to protect data during transmission. Overall, XMPP is a 

flexible and robust solution for a wide range of real-time communication needs. 

 

Figure 5. XMPP architecture.4 

1.3.7 AMQP 

Advanced Message Queueing Protocol (AMQP), like MQTT, is a message queueing protocol. This means that 

the subscriber and publisher of the system communicate by sending and requesting messages from a ‘message 

queue’. This standard satisfies the need for IoT applications on asynchronous communication, ensuring that 

the system is flexible enough to enable communication across numerous ‘things’. 

The protocol offers features such as message routing, queuing, and acknowledgment, which are crucial for 

building scalable and resilient systems (see Figure 6). AMQP is widely used in enterprise environments to 

handle complex messaging scenarios, providing a reliable and interoperable framework that allows different 

systems and applications to exchange information seamlessly. 

 

Figure 6. AMQP architecture. 

 
4 From https://www.cometchat.com/blog/xmpp-extensible-messaging-presence-protocol  

https://www.cometchat.com/blog/xmpp-extensible-messaging-presence-protocol
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1.3.8 DDS 

The Data Distribution Service (DDS) is a middleware protocol and API standard created by the Object 

Management Group (OMG). Unlike typical publish-subscribe models, DDS takes a data-centric approach to 

sharing information, utilizing what is known as a global data space (see Figure 7). This approach allows DDS 

to efficiently manage high-performance and scalable data exchange across multiple devices or applications 

within a network. Its brokerless architecture makes it particularly well-suited for machine-to-machine (M2M) 

systems that demand low latency, high throughput, and high reliability, such as those found in aerospace, 

defence, industrial automation, and autonomous vehicles. 

 

Figure 7. DDS data-centric model. 

Furthermore, DDS offers robust support for QoS policies, allowing for precise control over various aspects of 

data transmission, including reliability, data ordering, and resource management. These features make DDS a 

preferred choice for mission-critical applications that require predictable performance and dependable data 

communication. 

1.3.9 gRPC 

gRPC is a high-performance, open-source framework developed by Google for remote procedure calls (RPC). 

It enables communication between client and server applications in a distributed system by allowing them to 

directly call methods on remote services as if they were local. gRPC is particularly well-suited for IoT 

applications due to its efficiency, low latency, and support for multiple languages and platforms. By using 

HTTP/2 as its transport protocol, gRPC benefits from features like multiplexing, flow control, and header 

compression, which are crucial for optimizing communication in resource-constrained IoT environments. 

In addition to its core RPC capabilities, gRPC 

supports bi-directional streaming, enabling 

continuous data exchange between IoT devices and 

central servers. This is especially valuable in 

scenarios where real-time data processing and 

updates are required.  

 

Furthermore, as it can be observed in Figure 8, gRPC 

employs Protocol Buffers (Protobuf) as its interface 

definition language (IDL) and serialization format, 

which ensures compact and efficient message 

encoding, reducing bandwidth usage—a critical 

consideration in IoT deployments. As a result, gRPC 

is increasingly becoming a preferred choice for 

implementing scalable and efficient communication 

in IoT systems. 

 
Figure 8. High-level overview of gRPC.5 

 

 
5 From https://blog.postman.com/what-is-grpc/  

https://blog.postman.com/what-is-grpc/
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1.3.10 Comparison of IoT messaging protocols 

Different messaging protocols serve various communication needs between IoT devices and networks. Each 

protocol is tailored to specific use cases based on factors such as resource constraints, network reliability, and 

data transmission requirements. Table 1 compares three of the more employed IoT messaging protocols—

HTTP, MQTT, and CoAP— and the emerging MATTER protocol, highlighting their main characteristics, 

such as high-frequency data transmission, resource-constrained devices, and reliable data exchange. 

Table 1. Comparison of the main IoT messaging protocols. 

Feature HTTP MQTT CoAP MATTER 

Data exchange model Request-response  Publish-subscribe  Request-response  Request-response  

Transport protocol TCP TCP or WebSockets UDP TCP 

Message overhead 

High overhead due to 
connection-oriented 

nature 

Minimal overhead Minimal overhead 
Higher overhead due to 
added security and 

interoperability features 

Data format JSON, XML, HTML 
String, JSON, binary 

formats (e.g., Protobuf) 

JSON, CBOR, text-based 

formats 
JSON, TLV 

Connection-oriented Yes No No Yes 

State management Stateful Stateless Stateless 
Server is stateful, but 

clients are stateless 

Efficiency 
Less efficient for high-

frequency updates 

Efficient for high-

frequency updates 

Efficient for constrained 

devices 

Designed for 

interoperability and 
security 

Real-time Support Limited, due to overhead Excellent Good Good 

Scalability 
Less scalable in high-load 

scenarios 
Highly scalable Scalable Scalable 

Web Integration Excellent, native support 
Supported via 
WebSockets 

Limited 
Good, especially with 
WebSocket support 

Security 
HTTPS supports 

encryption 
TLS/SSL support 

DTLS (Datagram 

Transport Layer Security) 
TLS/SSL support 

Use Case 
General web applications, 

RESTful APIs 

IoT devices, messaging 

with intermittent 
connectivity 

Resource-constrained IoT 

devices 

Smart home devices, 

secure communication 

 

In summary, each protocol has its strengths and is best suited for specific IoT scenarios. HTTP is ideal for 

applications requiring compatibility with existing web technologies and where higher overhead is acceptable. 

MQTT excels in low-bandwidth, high-latency environments, making it suitable for remote sensors and 

constrained devices. CoAP is optimized for resource-constrained environments, offering efficient 

communication for low-power devices. Lastly, MATTER, with its robust, connection-oriented nature, is well-

suited for smart home and automation applications, ensuring reliable data exchange between devices.  

For a comprehensive feature comparison of the messaging protocols considered in this document, we refer the 

reader to the existing scientific literature on this topic.6,7 

 

  

 
6 Al-Masri, Eyhab, et al. "Investigating messaging protocols for the Internet of Things (IoT)." IEEE Access 8 (2020): 94880-94911. 
7 Kumar, Deobrata, and Dilip Kumar. "Real-Time Application Layer Protocols to support lightweight mechanism in Internet of Things for e-Healthcare 
systems." 2024 5th International Conference on Recent Trends in Computer Science and Technology (ICRTCST). IEEE, 2024. 
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2 IoT communication in COGNIFOG 

To enable the IoT-edge-cloud continuum, the COGNIFOG framework embraces the cognitive fog concept; 

that is, to enhance fog computing systems with cognitive capabilities. This means that the distributed 

computing resources in the IoT-edge-cloud continuum are equipped with AI-based functionalities like 

learning, reasoning, and decision-making, allowing them to process data more intelligently and autonomously. 

These new cognitive capabilities are also very valuable in the monitoring and orchestration processes on the 

continuum, as they help to better allocate resources, transmit data, and detect malicious activity. 

2.1 IoT architecture 

On the IoT side, the cognitive fog ensures interoperability through the IoT edge gateway (IoT edge GW) 

module. This module facilitates seamless connection of IoT devices to the continuum, even when using 

different communication technologies and protocols, allowing them to interact with other edge-side 

components. Specifically, the IoT edge GW is a modular, multi-interface platform that acts as an intermediary, 

linking low-capability devices at the network's edge with the broader edge/fog/cloud infrastructure, as 

illustrated in Figure 9. 

 

Figure 9. IoT architecture in COGNIFOG. 

In COGNIFOG, regardless of the communication protocol used between IoT end devices and the IoT edge 

GW, all data is consistently forwarded to the broader edge/fog/cloud infrastructure using the MQTT 

communication protocol. This approach standardizes the data transmission process, ensuring seamless 

interoperability and efficient data handling across diverse IoT ecosystems. 

Beyond providing flexible and transparent interactions among diverse devices and technologies, the IoT edge 

GW can also offer additional processing capabilities, such as data filtering, managing flow priorities, and 

executing low-latency actions based on locally available information. This enhances scalability, overall 

efficiency, and responsiveness of IoT systems, enabling more effective and intelligent data handling at the 

edge of the network. 

2.2 Supported communication technologies 

The communication technologies supported by the IoT ecosystem within the COGNIFOG framework depend 

on those supported by the IoT Edge GW, the component that directly interacts with IoT devices. The de facto 

hardware platform for the IoT Edge GW is the Raspberry Pi 4B, which offers three networking interfaces: 
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Ethernet for uplink communication, and WiFi and Bluetooth/BLE for downlink communication with IoT 

devices. 

2.3 Supported messaging protocols 

The IoT Edge GW of the COGNIFOG framework natively supports two different IoT messaging protocols to 

communicate with end devices over its WiFi interface: MQTT8 and MATTER9. Figure 10 illustrates the 

internal architecture of the IoT Edge GW with the application toolkit that enables the support of MQTT and 

MATTER messaging protocols. The connections between elements are color-coded: red indicates the 

deployment and management of applications via K3s (a lightweight version of Kubernetes), green signifies 

data transmission to/from MATTER-based end devices, and blue represents data transmission to/from MQTT-

based end devices. 

 

Figure 10. Internal architecture of the IoT Edge GW with the application toolkit. 

A full description of the different elements of the IoT edge GW and their installation can be found in the 

Creating an IoT Edge Gateway with Open-Source Tools technical document published under the umbrella of 

the COGNIFOG project.10 

2.3.1 MQTT 

The element that enables the communication with MQTT-based devices in the COGNIFOG framework is 

Eclipse Mosquitto11, an open source (EPL/EDL licensed) message broker that implements the MQTT protocol 

versions 5.0, 3.1.1 and 3.1. Mosquitto is lightweight and is suitable for use on all devices from low power 

single board computers to full servers. According to its configuration, Eclipse Mosquitto can act as an MQTT 

broker or as an MQTT bridge: 

• MQTT broker: a server that manages the transmission of messages between different devices using 

the MQTT protocol. It acts as a middleman, allowing clients to subscribe to specific topics and publish 

messages that are then forwarded to interested subscribers. 

 
8 MQTT communication protocol main website: https://mqtt.org/  
9 MATTER communication protocol main website: https://csa-iot.org/all-solutions/matter/  
10 COGNIFOG publications: https://cognifog.eu/publications/  
11 Eclipse Mosquitto MQTT broker main website: https://mosquitto.org/  

https://mqtt.org/
https://csa-iot.org/all-solutions/matter/
https://cognifog.eu/publications/
https://mosquitto.org/
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• MQTT bridge: a module that facilitates the connection between two MQTT brokers, enabling them 

to share messages across systems. This is particularly useful for linking local edge MQTT brokers 

with a central or remote MQTT broker. Typically, a local edge MQTT broker will bridge only a 

selected subset of its local traffic to ensure efficient data management and network usage. This option 

is especially useful in the IoT edge GW of COGNIFOG, as it provides better scalability and security 

in the entire IoT architecture. 

Data transmission in MQTT relies on two core concepts: topics and messages. 

• MQTT topics: hierarchical strings that represent a channel through which messages are transmitted. 

They act as an addressing mechanism for messages, allowing subscribers to receive only the messages 

relevant to them. 

Topics are structured like a file path, with levels separated by slashes (/), where ach level in the 

hierarchy can represent a different aspect of the message's context.  

 

The MQTT topic tree followed in COGNIFOG is based on the following one:12 

device-category/device-id/payload-context/payload-differentiator 

 

Where: 

• device-category: e.g. “pi”, “arduino”, etc. 

• device-id: e.g. BCM serial 

• payload-context: e.g. temperature 

• payload-differentiator: e.g. front / back  

(adding a level of measurement for a given context) 

 

For example, in an e-Health based application of COGNIFOG, a potential topic could be:  

edge-gw-2/esp32/167DEC/heartrate 

 

Where: 

• edge-gw-2 refers to the ID of the corresponding IoT edge GW 

• esp32 refers to the category of the IoT device 

• 167DEC refers to the ID of the IoT device 

• heartrate refers to the type of measurement provided by the IoT device 

 

 In addition, MQTT supports two types of wildcards to simplify subscription to multiple topics: 

o + (Single Level): Matches exactly one level in the hierarchy. For example, 

home/+/temperature matches home/livingroom/temperature and home/kitchen/temperature. 

o # (Multi Level): Matches any number of levels in the hierarchy, including the current level. 

For example, home/# matches home/livingroom/temperature and home/kitchen/humidity. 

 

• MQTT messages: data packets sent by publishers to a topic. Each message contains a payload, which 

is the actual data, and can have various metadata such as QoS level, retain flag, and more. These are 

their main components: 

o Payload: The content of the message, which can be any binary data (e.g., JSON, XML, plain 

text). A full description of the payload of MQTT messages in the COGNIFOG project is 

provided in subsection 2.4. 

o QoS Level: Determines the guarantee of message delivery: 

▪ QoS 0: "At most once" delivery – The message is delivered at most once, and no 

acknowledgment is sent. Option used by default in COGNIFOG. 

 
12 MQTT Topic Trees: https://raspberry-valley.azurewebsites.net/MQTT-Topic-Trees/  

https://raspberry-valley.azurewebsites.net/MQTT-Topic-Trees/
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▪ QoS 1: "At least once" delivery – The message is delivered at least once, and an 

acknowledgment is required. 

▪ QoS 2: "Exactly once" delivery – The message is delivered exactly once by using a 

four-step handshake. 

o Retain Flag: If set to true, the message is stored by the broker and sent to new subscribers to 

the topic immediately upon subscription. COGNIFOG supports both options for the retain 

flag, allowing IoT devices to determine its use. 

o Topic: The hierarchical string to which the message is published. 

2.3.2 MATTER 

The element that enables the communication with MATTER-based devices in the COGNIFOG framework is 

Home Assistant.13 More specifically, Home Assistant is an open-source home automation platform that allows 

users to control and manage various smart devices and services. In addition, a MATTER controller add-on has 

been installed, so that the IoT Edge GW is able to manage MATTER-based end devices running over WiFi.14 

Both Home Assistant and the MATTER software development kit are distributed under Apache 2.0 license. 

The MATTER controller add-on includes all logic for storing node information, interviews and subscriptions. 

It is possible to interact with this controller by means of a small Websockets API with an RPC-like interface. 

The add-on contains a client as reference implementation which in turn is used by Home Assistant. Splitting 

the server from the client allows the scenario where multiple consumers can communicate to the same 

MATTER fabric and the MATTER fabric can keep running while the consumer (e.g., Home Assistant) is 

down. 

To start exchanging data between a MATTER controller and a MATTER-based IoT device, it is necessary to 

follow a series of procedures including commissioning, network setup, secure communication establishment, 

operational interaction, device management, and decommissioning. 

1. Commissioning Process: 

o Discovery: The controller discovers the device using BLE, WiFi, or Ethernet. 

o Authentication: The device presents a QR code or a numeric code for the controller to scan 

or input, initiating a secure connection. 

o Onboarding: The controller and device establish a secure channel using cryptographic keys. 

The device is provisioned with the necessary network credentials (e.g., WiFi SSID and 

password). 

 

2. Network Setup: 

o Network Association: The device connects to the specified network using the credentials 

provided during commissioning. 

o IP Address Assignment: The device obtains an IP address from the network’s DHCP server 

or uses a static IP address if configured. 

 

3. Secure Communication Establishment: 

o Session Establishment: The controller and device establish a secure session using the Matter 

protocol, which ensures end-to-end encryption and integrity. 

o Certificate Verification: Both the controller and the device verify each other’s certificates to 

ensure authenticity and prevent man-in-the-middle attacks. 

 

4. Operational Phase: 

o Cluster Interaction: The controller sends commands to and receives responses from the 

device using Matter-defined clusters (functional groupings of attributes and commands). 

 
13 Home Assistant main website: https://www.home-assistant.io/  
14 Home Assistant Matter controller: https://www.home-assistant.io/integrations/matter/  

https://www.home-assistant.io/
https://www.home-assistant.io/integrations/matter/
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o Attribute Reporting: The device periodically or on-demand reports its state to the controller. 

The controller can subscribe to specific attributes to receive updates. 

 

5. Device Management: 

o Firmware Updates: The controller can push firmware updates to the device to ensure it 

remains secure and functional. 

o Configuration and Control: The controller can modify device settings, control its operation, 

and receive diagnostic information. 

 

6. Decommissioning: 

o Reset to Factory Settings: The device can be reset to its factory settings, removing all 

network credentials and secure keys. 

o Removal from Network: The controller removes the device from the network, ceasing all 

secure communications and network interactions. 

These procedures ensure a secure, interoperable, and efficient communication between the controller and the 

device, leveraging the MATTER protocol’s robust framework for IoT connectivity. 

2.4 Potential extensions 

The COGNIFOG framework supports the integration of IoT devices through the IoT Edge Gateway, which is 

currently based on a Raspberry Pi 4B. The basic version of this platform includes a WiFi transceiver, used to 

communicate with IoT devices that also use this technology. Regarding messaging protocols, as previously 

mentioned in earlier sections, the COGNIFOG framework supports both MQTT and MATTER. Nonetheless, 

the range of supported communication technologies and messaging protocols can be expanded if needed. 

Communication technologies 

The Raspberry Pi 4B single-board computer also includes a Bluetooth/BLE transceiver as part of its 

communication technologies. Additionally, several market expansion boards are available globally, integrating 

other transceivers such as IEEE 802.15.4 (used in Zigbee, Z-Wave, and Thread), LoRa, and cellular 

technologies (NB-IoT, LTE, and 5G), which can be easily connected to the Raspberry Pi. It's important to note 

that most of these communication technologies are natively supported by Home Assistant (see Figure 11), a 

core component of the IoT edge GW. 

 

Figure 11. Wireless communication technologies supported by Home Assistant. 

Messaging protocols 

Apart from MQTT and MATTER, Home Assistant is compatible with several communication protocols 

whether natively or by means of plugins (also known as ‘integrations’): 

• HTTP: Home Assistant provides an HTTP-based REST API for communication, enabling devices to 

send and receive data via simple HTTP requests. 
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• WebSocket: It also supports WebSockets for real-time, bidirectional communication, useful for live 

data feeds, such as dashboards. 

• CoAP and LwM2M: CoAP is not natively supported by Home Assistant, but some smart device 

vendors, such as Shelly and Ikea, use CoAP for communication with Home Assistant. As for LwM2M, 

it can be integrated via third-party plugins, though native support is limited. 

• AMQP: It is not natively supported in Home Assistant, and its use would require an additional plugin. 

Alternatively, the necessary libraries of messaging protocols can be directly installed in the hardware platform 

running the IoT Edge GW via containers deployed by K3s, the lightweight version of Kubernetes. 

2.5 Data format 

The adopted data format specification for IoT communication in the COGNIFOG project is CloudEvents;15 

that is, a specification designed to standardize event data across various cloud-native applications and 

services.16 It provides a common way to describe and transport events, making it easier for different systems 

and services to work together seamlessly. By adhering to the CloudEvents specification, developers can ensure 

that their event data is interoperable and consistent across different systems and platforms. 

These are the key events of CloudEvents: 

• Standardized Event Format: CloudEvents defines a common format for events, including fields such 

as id, source, type, specversion, time, and data, which helps in consistently representing events across 

different systems. 

• Interoperability: By using a standard format, CloudEvents ensures that events from one system can 

be easily consumed and processed by another system, regardless of the underlying technology or 

platform. 

• Flexible Event Payloads: The specification allows for various types of event data in the data field, 

which can be serialized in formats like JSON or XML, depending on the needs of the application. 

• Compatibility with Different Protocols: CloudEvents can be carried over multiple protocols such as 

HTTP, AMQP, MQTT, Kafka, Websockets, and others, providing flexibility in how events are 

transmitted and consumed. 

• Extensibility: The specification allows for custom extensions to be added to events, enabling 

additional metadata or attributes specific to certain use cases or systems while maintaining 

compatibility with the standard format. 

• Accessibility: CloudEvents provides SDKs for Go, JavaScript, Java, C#, Ruby, PHP, PowerShell, 

Rust, and Python that can be used to build event routers, tracing systems, and other tools. 

• Usage Scenarios: CloudEvents is used in various cloud-native scenarios, such as event-driven 

architectures, serverless computing, and microservices, where events are a primary means of 

communication between components. 

An example of a CloudEvent data message in JSON format in the COGNIFOG project might look like this: 

{ 

  "specversion": "1.0", 

  "id": "7629c795-ee2d-400e-951f-387500486880", 

  "type": "location", 

  "source": "urn:tma-gr:cognifog:healthmonitor:805873100761272", 

  "time": "2024-07-22T10:02:24.7072692Z", 

  "datacontenttype": "application/json", 

  "data": { 

    "latitude": 52.092202, 

    "longitude": 12.836387 

  } 

} 

 
15 CloudEvents main website: https://cloudevents.io/  
16 CloudEvents is used in the entire COGNIFOG framework except in the link between the IoT Edge GW and the devices using MATTER, which has 

defined its own data model: https://developers.home.google.com/matter/primer/device-data-model. Nonetheless, the IoT Edge GW is able to translate 
MATTER-formated messages into the CloudEvents format. 

https://cloudevents.io/
https://developers.home.google.com/matter/primer/device-data-model
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In this example: 

• specversion indicates the version of the CloudEvents specification. 

• id is a unique identifier for the message. 

• type describes the type of message. 

• source specifies where the message was originated. 

• time is the timestamp when the event recorded by the message occurred. 

• datacontenttype specifies the media type of the message. 

• data contains the actual message payload. In this example, data refers to the real-time position of an 

IoT device, expressed as latitude and longitude in geographic coordinates. 
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3 Conclusions 

The COGNIFOG framework represents a significant advancement in the integration of IoT, edge, and cloud 

computing by introducing cognitive capabilities to the traditional fog computing model. By leveraging AI-

based functionalities such as learning, reasoning, and decision-making, COGNIFOG enhances the efficiency 

and intelligence of data processing across the IoT-edge-cloud continuum. This cognitive approach not only 

improves resource allocation and data transmission but also enhances security by enabling more effective 

detection of malicious activities. 

In terms of communication protocols, COGNIFOG supports a variety of standards, including MQTT and 

MATTER, through its IoT Edge Gateway. MQTT facilitates efficient and scalable messaging with minimal 

overhead, making it suitable for high-frequency data exchange in resource-constrained environments. On the 

other hand, MATTER offers robust interoperability and secure communication for smart home applications, 

enhancing the reliability of data exchange between devices. The dual support for these protocols ensures that 

COGNIFOG can accommodate a wide range of IoT devices and applications. 

The current version of the IoT Edge Gateway, built on a Raspberry Pi 4B, provides versatile connectivity 

options, including Ethernet, WiFi, and Bluetooth/BLE, with additional support for various communication 

technologies and messaging protocols. This flexibility enables seamless integration of diverse IoT devices and 

enhances the system’s scalability and adaptability. Future expansions could further enhance the framework’s 

capabilities by integrating additional communication technologies and protocols, such as IEEE 802.15.4, 

LoRa, and cellular networks. 

Data interoperability is reinforced through the adoption of the CloudEvents specification, which standardizes 

event data formats across different systems. This consistency ensures that event data is easily consumable and 

processable, regardless of the underlying technology. By supporting various transport protocols and allowing 

for flexible event payloads, CloudEvents enhances the framework’s ability to operate effectively in diverse 

cloud-native scenarios. 

Overall, the COGNIFOG framework offers a comprehensive and adaptive solution for modern IoT 

applications, combining advanced cognitive capabilities with flexible communication and data management 

strategies. Its approach to integrating diverse protocols and technologies positions it well to meet the evolving 

needs of intelligent and interconnected systems. 
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