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Executive summary

This deliverable is a continuation and second iteration of D2.3 (COGNIFOG Architecture Initial Design),
shifting the focus from the technical component level to a more user-centric perspective. It aims to explore
the interactions between the core components of the COGNIFOG platform and how these interactions translate
into tangible functionalities for users.

COGNIFOG?’s architecture is built on a multi-layered framework, integrating [oT, Edge, and Cloud layers
to deliver seamless and efficient fog data processing and resource management.

The platform leverages Al-driven orchestration to optimize workload distribution, ensuring that tasks are
executed at the optimal layer, cluster and infrastructure element, based on system conditions and user
requirements.

Key features of the platform include real-time data visualization, dynamic resource orchestration, and
seamless IoT device integration, which collectively enable users to efficiently manage complex distributed
environments. The system provides advanced monitoring, security, and performance management tools,
tailored to meet the needs of different user profiles such as DevOps Engineers, Platform Managers, and System
Architects.

In addition, this document highlights how users with diverse backgrounds and expertise can benefit from
COGNIFOG's capabilities, emphasizing the platform’s flexibility and accessibility. Whether managing
resources, monitoring performance, or deploying workloads, COGNIFOG offers an intuitive interface that
simplifies complex operations while maintaining robust security and performance optimization.
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1. Introduction

1.1. Background of the COGNIFOG Project

COGNIFOG is an EU-funded project under the Horizon Innovation Actions aimed at creating a cognitive
computing environment powered by the Edge-Cloud continuum. It tackles the emerging need for real-time
data analysis, Al-driven decision-making, and distributed computing environments that span edge, fog, and
cloud infrastructures. The project seeks to enable self-aware, adaptive systems that can operate effectively in
dynamic environments, such as industrial automation, telemedicine, and emergency response systems.

The project's vision is built on the premise that Al technologies can be integrated within decentralized edge-
cloud environments to provide seamless interaction between devices, applications, and services. By allowing
systems to self-optimize based on real-time data, COGNIFOG aims to improve the efficiency, scalability, and
responsiveness of systems handling vast amounts of distributed data. This architecture will support real-time
processing needs for mission-critical applications, where latency and resource management are essential.

COGNIFOG leverages multi-layered architecture, including edge computing devices, fog nodes, and cloud
infrastructure. The integration of Al services enables the platform to make intelligent decisions in real-time
while optimizing resource allocation across these layers. The overall goal is to create a distributed, intelligent
system that can evolve and respond to user needs dynamically.

1.2. Purpose and scope of this document
This deliverable is a follow-up and a second iteration of D2.3 (COGNIFOG Architecture Initial Design).

While D2.3 focuses on providing a detailed description of the components at a technical level, this document
takes a user-centric approach, emphasizing the interactions between these components and the resulting
functionalities offered to the user. We explore how the various layers and components of COGNIFOG
collaborate to deliver seamless services and how users interact with and benefit from the platform.

In addition, we highlight common user profiles and detail how users from diverse backgrounds and skill levels
can leverage COGNIFOG’s features and services, ensuring accessibility and efficiency across different roles
and expertise levels.

1.3. Mapping Projects’ Outputs

The deliverable D2.4 summarises the work undergone to date within T2.2 of WP2. More details are provided
in Table 1.

Table 1: Adherence to COGNIFOG GA Deliverable and Task(s) descriptions.

COGNIFOG Task Respective document chapter(s) Justification

T2.2: Co-Design of COGNIFOG platform | All the document D2.4 provides a detailed

and specifications description of COGNIFOG
services with a user-centric

The design OfCOGN]FOG platform will be approach, fo]lowing the

first horizontal; meaning that we will start recommendations of the

by looking into the design of each layer by technical reviewers.

combining the corresponding building

blocks and defining the horizontal

interconnections between them. Then we

11
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will consider them vertically by identifying
the required tools that would guarantee an
efficient connectivity and data flow between
the different layers.

The first design iteration will
elaborate a first version of the overall
architecture, then we will be gradually
refining the features to be developed.

12
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2. The COGNIFOG Reference Architecture

2.1. Summary of main features

The COGNIFOG architecture is structured to deliver highly scalable, modular, and intelligent services across
distributed edge and cloud environments. The system integrates multiple technologies, including Al, machine
learning, and edge computing, with a particular focus on seamless orchestration across these platforms.

Key features of the COGNIFOG architecture include:

e Al-driven orchestration: Al services at the core of the COGNIFOG architecture manage workloads
across edge, fog, and cloud layers. These services are adaptive and self-optimizing, responding in real-
time to the demands of various applications.

e Dynamic resource allocation: The system intelligently distributes workloads across available
resources. The Smart Allocator plays a critical role in ensuring that computational tasks are processed
at the optimal layer (IoT devices, edge/fog, or cloud), depending on latency and resource constraints.

* Real-time monitoring and telemetry: The architecture supports continuous monitoring of system
health, resource usage, and data flows across all layers. The monitoring system generates real-time
alerts and reports that help users, such as DevOps engineers and platform managers, to make informed
decisions.

e Seamless connectivity: COGNIFOG ensures connectivity between distributed devices through
standardized communication protocols such as MQTT and REST APIs. This feature enables the
platform to support diverse [oT devices while maintaining secure and efficient data transmission.

2.2. Platform Architecture

The COGNIFOG architecture employs a multi-layered structure that integrates edge, fog, and cloud computing
resources. The system’s design allows for the fluid movement of data and computational workloads across
these layers, providing flexibility and adaptability for different use cases.

Following the initial design of the COGNIFOG’s architecture in D2.3, here we present the consolidated and
final version, outcome of the work carried out in T2.2. The following provides an overview of the COGNIFOG
architecture layers, highlight the key interactions between its components, and describe the resulting
functionalities available to the user.

2.2.1. Architecture Diagram
The architecture of COGNIFOG can be visualized through the following layers:

e Things Layer: This layer consists of IoT devices, sensors, and other peripherals that generate and
process data close to the source. These devices can also handle latency-sensitive tasks to reduce the
delay in decision-making and improve responsiveness for real-time applications.

e Edge/Fog Layer: Sitting between the IoT and the cloud, the fog layer aggregates and processes data
locally, allowing for reduced data transmission to the cloud. This layer is critical for applications that
require quick but not immediate responses. It also provides local storage and computational
capabilities to support real-time analytics.

¢ Cloud Layer: The cloud layer performs long-term storage, data analysis, and machine learning model
training. It has the most computational power and is responsible for large-scale processing tasks. This
layer also provides high-level decision-making services by running complex Al models.

The following diagram provides an overview of the COGNIFOG stack’s architecture. For a detailed
description of this architecture, please refer to D2.3 and for more details on the components, also refer to

13
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deliverables D3.1 “Application and connectivity layer modules initial version” and D3.3 “Data management
tools and secure cloud to edge continuum orchestration initial version”.

Modelling Devops
Dashboard
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Figure 1: COGNIFOG multi-layered Architecture.

2.2.2. Interactions between components

COGNIFOG?’s architecture is designed to support complex interactions between various components
distributed across different layers. The interactions between these components are managed by the orchestrator,
which allocates tasks based on available resources and system requirements.

Below, we describe (1) the key interactions between the core COGNIFOG components and (2) interactions
with external third-party systems and applications. Note that almost all the components receive commands
and/or send telemetry to the dashboard, these user-related interactions are kept for the following
chapter.

More details can also be found in the recently published Paper "Presenting the COGNIFOG Framework:
Architecture, Building Blocks and Road toward Cognitive Connectivity"!.

2.2.2.1. Internal Interactions within COGNIFOG

a. Orchestration and Task Management

The orchestrator is the central component of the COGNIFOG architecture that manages the allocation of
tasks across the [oT, edge/fog, and cloud layers. It leverages Al-based decision-making to dynamically assign
workloads based on real-time system metrics such as latency, available compute resources, and task priorities.

! Adame, T.; Amri, E.; Antonopoulos, G.; Azaiez, S.; Berne, A.; Camargo, J.S.; Kakoulidis, H.; Kleisarchaki, S.; Llamedo,
A.; Prasinos, M.; et al. Presenting the COGNIFOG Framework: Architecture, Building Blocks and Road toward Cognitive
Connectivity. Sensors 2024, 24, 5283. https://doi.org/10.3390/s24165283
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Key interactions:

b.

The orchestrator interacts with the Smart Allocator, which determines the optimal placement of
workloads based on resource availability, system load, and application demands. The orchestrator
provides the Smart Allocator with information about tasks and available resources, and the allocator
returns recommendations for resource allocation.

The orchestrator communicates with the Slice Manager to manage isolated network slices, which are
used to allocate dedicated bandwidth and resources to specific tasks. The orchestrator uses these slices
to ensure that tasks with high performance requirements receive sufficient resources, especially in
time-sensitive scenarios like telemedicine and industrial automation.

The orchestrator also interacts with the Access Control Module, which ensures that only authorized
users or applications can deploy, modify, or terminate tasks. This interaction ensures that security and
privacy policies are maintained throughout the platform.

Internally, the orchestrator relies on its scheduler to determine the order and timing of task execution
based on the input from the Smart Allocator and other system components.

The orchestrator interfaces with the Dashboard, which serves as the interaction point for COGNIFOG
users to define application requirements, workload characteristics, and Service Level Agreements
(SLAs). The Dashboard forwards these service requests to the orchestrator, which interprets and
translates them into actionable items, such as resource provisioning and task scheduling, ensuring that
the SLAs are met throughout the task execution lifecycle.

The Smart Allocator

The Smart Allocator plays a very important role in determining the most efficient allocation of resources across
the edge, fog, and cloud layers. It uses inputs from various system components to make dynamic decisions
about workload distribution.

Key interactions:

C.

The Smart Allocator provides recommendations to the Orchestrator's Scheduler about which tasks
should be executed and where they should be processed. It uses data on resource availability and task
requirements to optimize the allocation.

The Smart Allocator interacts closely with the Monitoring Manager to receive real-time updates on
system status and performance. This information is used to adjust resource allocation dynamically,
ensuring that tasks are always executed on the most suitable nodes based on current conditions.

Monitoring Manager

The Monitoring Manager oversees the collection and analysis of system metrics, including resource utilization,
latency, and task performance. This data is crucial for making real-time adjustments to the system.

Key interactions:

The Monitoring Manager collects data from Monitoring Agents deployed across the edge, fog, and
cloud layers. These agents report metrics such as CPU usage, memory consumption, and network
latency, which are then aggregated and analyzed by the manager.

The Monitoring Manager sends real-time status and performance metrics to the Smart Allocator,
which uses this data to optimize resource allocation decisions. For example, if the monitoring system
detects that certain edge devices are overloaded, the allocator may move tasks to less burdened fog or
cloud nodes.

The Orchestrator relies on the Monitoring Manager for system health information and alerts. This
interaction ensures that the orchestrator can respond to performance bottlenecks, failures, or changes
in resource availability.

15
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d. The IoT Gateway

The IoT Gateway is a critical component that facilitates communication between edge devices (such as sensors,
cameras, or medical equipment) and the COGNIFOG platform. It aggregates data from these devices and
relays it to the appropriate layer for processing, while also sending computational tasks back to the edge when
necessary.

Key interactions:

e The IoT Gateway transmits the data to the Kentyou Datahub via an MQTT broker. MQTT is a
lightweight messaging protocol optimized for IoT environments, enabling efficient, reliable data
transmission even in bandwidth-constrained scenarios. The IoT Gateway communicates with the
MQTT broker to send the filtered data to the Kentyou Datahub, which further processes and models
the data according to the Eclipse Sensinact data models.

* The IoT Gateway is monitored by the Monitoring Manager, which oversees the health and
performance of all edge devices. This ensures that any issues related to data flow, connectivity, or
resource utilization at the [oT Gateway level are detected and reported in real-time.

e. The Access Control Module

The Access Control Module plays a critical role in maintaining the security and integrity of the COGNIFOG
platform by ensuring that only authorized users, devices, and applications can access system resources. It
verifies user credentials, manages permissions, and enforces security policies across the platform. The
module's interactions are crucial for safeguarding access to COGNIFOG’s components and controlling
communication between internal and external systems.

Key interactions

® The Orchestrator relies on the Access Control Module to authenticate and authorize tasks before they
are scheduled or executed. When a user or an application submits a request to deploy or manage a task,
the orchestrator checks with the Access Control Module to verify that the user or application has the
necessary permissions to interact with specific resources or deploy workloads.

e Before the Slice Manager allocates or manages network slices, the Access Control Module verifies
whether the user or system requesting the slice has the proper authorization to access and utilize those
network resources. This prevents unauthorized network slice allocation and ensures that bandwidth
and other network resources are securely managed.

® The Access Control Module authenticates IoT devices connected to the IoT Gateway, verifying that
only authorized devices can access or transmit data through the gateway. This is especially critical in
scenarios where sensitive data, such as medical or industrial data, is being transmitted.

2.2.2.2. External Interactions

In addition to the internal interactions between COGNIFOG components, the platform is designed to
seamlessly integrate with external third-party software and hardware systems, enabling a wide range of
applications and use cases.

a. Third-Party Software Integration via APIs

COGNIFOG provides a robust set of REST APIs that allow third-party software (e.g., applications,
management systems, or Al models) to interface with the platform. This integration allows external
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applications to access COGNIFOG’s services such as data processing, security operations and real-time
monitoring. For instance, external applications can request real-time data from edge devices via the Edge
Gateway. The data is processed either at the edge or sent to the cloud for further analysis.

b. Integration with the user’s infrastructure via Kubernetes

COGNIFOG leverages Kubernetes as the baseline for its orchestration layer, which provides containerized
deployment and scalability across the user infrastructure. Kubernetes allows COGNIFOG to efficiently
manage workloads across edge, fog, and cloud environments. This container-based deployment approach
offers flexibility in integrating with the user infrastructure, allowing COGNIFOG to scale services based on
resource availability in real-time.

IoT devices in the user infrastructure are connected to COGNIFOG via the IoT Gateway, which acts as a
bridge between the physical devices and the digital platform.

A critical part of deploying IoT devices is managing their drivers, which enable the devices to interact with
the COGNIFOG system. The COGNIFOG dashboard provides a user-friendly interface where users can
upload and manage drivers for their [oT devices. Once uploaded, the drivers are automatically deployed to the
necessary components, allowing the platform to recognize and interact with the devices seamlessly. This
automation reduces the complexity of integrating new hardware into the system.

2.2.3. User-Centric Services in the COGNIFOG Platform

COGNIFOG provides a set of integrated services that allow users to manage, process, and analyze data in real-
time across distributed computing environments. These services are a result of the system's layered architecture
and the interactions between core components, and will also constitute the “selling points” for the COGNIFOG
technology:

2.2.3.1. User-friendly dashboard

17
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The COGNIFOG dashboard serves as a centralized interface where users can interact with the platform’s
features and services. Through this user-friendly interface, users can deploy workloads, monitor system
performance, view real-time data streams, and access visualizations. The dashboard’s seamless integration of
various tools allows for intuitive interaction, enabling users to manage resources, monitor data, and respond
to alerts from a single location.

SuperAdmin

Home

Figure 2: COGNIFOG Dashboard - Home page.

2.2.3.2. Dynamic and automated resource orchestration and workload management

One of the core services provided by COGNIFOG is dynamic resource orchestration. Leveraging Kubernetes
as its baseline, the platform orchestrates workloads across heterogeneous clusters, automatically optimizing
resource allocation based on system conditions. The platform ensures that tasks are executed at the most
appropriate layer, balancing processing speed, resource availability, and energy efficiency. This service allows
users to deploy applications and manage workloads without manual intervention or prior system study.

1
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Figure 3: COGNIFOG Dashboard - Service Request Page.

2.2.3.3. Seamless IoT device integration and data management

COGNIFOG simplifies the integration of heterogeneous [oT devices into the system. This service ensures that
users can easily add new devices, configure data filtering rules, and securely transmit data for real-time or
batch processing across the edge-fog-cloud continuum. The system’s ability to handle a wide range of devices

and protocols allows for flexibility in various domains such as smart cities, healthcare, and industrial
automation.

Data Visualization / Registry

107 devices

i

THALES

Humidity sensor
rpi

France

<) € (€] €

cpPyU True

» Hs1

15 February 2024
» HS2 17 March 2024
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Figure 4: COGNIFOG Dashboard - IoT devices Registration and Visualization.

2.2.3.4. Real-time monitoring and performance management

1
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COGNIFOG provides comprehensive monitoring and performance management services through its
Monitoring Manager. This component continuously collects metrics from all layers of the architecture,

providing users with real-time insights into system performance, resource usage, and data flow through the
dashboard.

[rostructure |

Fiw Edge

Figure 5: COGNIFOG Dashboard - Infrastructure Monitoring.

Monitoring Agents deployed across infrastructure elements report on resource consumption, latency, and
application health, allowing users to identify bottlenecks, improve efficiency, and ensure the stability of the
system. More details can be found in our scientific paper Adame, T.; Amri, E.; Antonopoulos, G.; Azaiez, S.;
Berne, A.; Camargo, J.S.; Kakoulidis, H.; Kleisarchaki, S.; Llamedo, A.; Prasinos, M.; et al. Presenting the
COGNIFOG Framework: Architecture, Building Blocks and Road toward Cognitive

2.2.3.5. Security and access control
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COGNIFOG offers robust security services through its Access Control Module, which manages user
authentication and authorizes tasks based on predefined policies. This ensures that only authorized users and
devices can access system resources, reducing the risk of unauthorized access or data breaches.

XCOGNIFOG

Registration

Username

Password

Confirm Password

[[] 1 agree to Terms of User

Create Account

Figure 6: COGNIFOG Dashboard - Role-based Registration.

The Access Control Module also integrates with the Slice Manager to secure network communications and
allocate resources according to user permissions, ensuring a high level of security in multi-tenant
environments. Finally COGNIFOG integrates seamlessly with ARCA Trusted OS providing Trusted
Execution Environments for critical workloads.

2.2.3.6. Network slicing and bandwidth allocation

The Slice Manager provides network slicing services, allowing users to allocate dedicated network resources
(e.g., bandwidth) to specific tasks or applications. This service ensures that critical applications receive
sufficient bandwidth to operate smoothly, even in congested network environments. By isolating network
slices for different applications, COGNIFOG ensures that users' applications receive the required level of
service without interference from other processes. More information on dynamic bandwidth management can
be found in chapter 4 of the scientific paper “Presenting the COGNIFOG Framework: Architecture, Building
Blocks and Road toward Cognitive Connectivity”

2.2.3.7. Data visualization and reporting

COGNIFOG integrates powerful data visualization services through the Kentyou Eye, enabling users to access
real-time data streams and visualizations, such as graphs, charts, and spatial data displayed on interactive
maps. These tools allow users to track system performance, analyze data trends, and monitor device or
application statuses in real time. Additionally, users can generate detailed reports directly through the platform,
summarizing key performance indicators (KPIs), system health metrics, and data insights. This reporting
functionality enables users to compile actionable information, providing them with a comprehensive view of
their system’s operations over specific time frames, which is crucial for long-term analysis and decision-
making.
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Figures 7 and 8 show the Data Visualization Menu and the reporting Menu respectively.
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Figure 7: COGNIFOG Dashboard - Data Visualization Menu.
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Figure 8: COGNIFOG Dashboard - Reporting Menu.
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2.2.3.8. Modelling for system insights and optimization

Polygraph modelling is a key service that enhances the user’s ability to visualize and model data flows,
interactions, and system performance across the entire fog infrastructure. By using Polygraph, users can create
detailed models of how their workloads interact with the COGNIFOG components, optimizing resource
allocation and identifying bottlenecks in real-time. Polygraph enables users to run simulations and predict how
their infrastructure will perform under different scenarios, providing an additional layer of intelligence that
helps in proactive decision-making and system optimization. Whether testing different deployment
configurations or understanding the impact of network changes, COGNIFOG offers a flexible tool for ensuring
optimal system performance.

Q Search...

softwere | anas Hardwore

Trial THALES ~
Application Deployment Orchestrated nodes and microservices, ensuring precise coordination and cyber-protection for crisis managernent scanarios
Model Description

I\ FARY

Figure 9: COGNIFOG Dashboard - Service Modelling Page.
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3 User Profiles and Workflows

KXCOGNIFOG

The COGNIFOG platform has been designed for the user with three main objectives in mind:

¢ Provide a tailored experience based on individual user preferences, behaviours and needs.
¢ Ensure that the system can be used by people with different skills and profiles.
¢ Emphasise ease of use, with clear navigation, responsive interfaces and intuitive interactions.

With these criteria in mind, we have identified the main user profiles that would use the COGNIFOG stack
across different industries and applications.

3.1 COGNIFOG user profiles

COGNIFOG supports multiple user roles, each with its specific tasks and responsibilities. The system’s
modular and role-based architecture allows users to interact with the platform in a way that best suits their
specific roles, offering a customizable and tailored experience. In the table below, we break down the various
user profiles and we identify the corresponding role in our three trials, Collaborative Emergency Mission
(Trial 1), Telemedicine (Trial 2), and Industrial Manufacturing (Trial 3). For more details about the trials
description, please refer to D2.2 “Use cases, requirements, design and specifications final version”.

Please note that here we make the assumption that the COGNIFOG stack is already deployed on the
user-infrastructure and ready for usage.

Table 2: COGNIFOG User Roles

Generic Roles

DevOps Engineers: Responsible for

Trial 1

Responsible for the

Trial 2

Responsible for the

Trial 3

Responsible for the

system performance and ensure that
applications are meeting both technical
and user requirements. They act as a
liaison between the users of the system
(e.g., in trials) and the COGNIFOG
infrastructure providers.

Responsible for
monitoring the mission,
receiving alerts from
COGNIFOG platform
and deciding what
should be done based
on the type of alert

Administrator or
Manager]: End-user
for one construction
site or global
manager monitoring
all the construction
sites.

automating and streamlining the deployment and accommodation of deployment of
integration, deployment, and correction measures of | the COGNIFOG dockerized robot
monitoring of applications. They are the workloads. framework into a new | applications.
also in charge of ensuring the construction site
integration between hardware (integration,
infrastructure (servers, edge devices) deployment and
and software applications. monitoring of the

infrastructure and the

connected devices).
Data scientist/ ML Engineers: Not Applicable. Not Applicable. Responsible for ML
focuses on building, training, and algorithms for object
deploying machine learning (ML) detections. He/she/they
models. They leverage real-time data uses generated data and
from the edge devices to continuously decides how to
update and fine-tune Al models leverage it for
deployed in production. new/existing ML

models.

Platform Managers: They oversee [Mission Manager]: [Construction site [Shop Floor Manager].

monitor the scheduling,
the velocity, the
performance and
potential
problems/alerts from
the robots.

Grant Agreement: 101092968
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KXCOGNIFOG

System Architects: They are
responsible for modelling the
workloads and optimizing their
performance taken into account the
available infrastructure and then hand
it to the DevOps Engineers for
deployment.

Responsible for
modelling the
workflow and the
application using
polygraph then he can
optimize it for
deployment given
available monitoring
data.

Developer for
applications that will
be used on/with the
TMA devices to
improve performance
/ add features to the
telemedicine system.

Responsible for
modelling the robots
architectures and their
applications +
integrated devices
(cameras, sensors)

The identified user profiles work together for an optimum system operation. The diagram below summarizes

their mutual interactions.

Platform Manager

Change Recommendations /
Response to Alerts

KPls Update

s

DevOps Engineer

v Data collection
Recommendations

Data Scientist /
ML Engineer

Errors reporting
App Manifest

Performance and
data reporting
System
ML Requirements

Figure 10: COGNIFOG Users - Mutual Interactions.

3.2 User interaction workflows

System Deployment

Architect PP

User
Requirements

Based on the results above, we decided to focus on the three user profiles that present most of the users in our
trials and beyond; namely, The DevOps Engineer, The Platform Manager and The System Architect. The
tables and graphs below summarize the workflow of the COGNIFOG Platform for each user profile.

3.2.1. DevOps Engineer

Table 3: DevOps Engineer workflow - Steps

Input: what the user

needs to provide to

Output: what
COGNIFOG provides

COGNIFOG
Credentials

1 | The user logs in to the dashboard of COGNIFOG

to the user
Access permission

2 | The user describes the architecture of its application Overall description of

Polygraph-based

Grant Agreement: 101092968
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KXCOGNIFOG

and upload the manifest the app (name, type...) | behaviour analysis
Description of the
components (name,
roles, requirements,
manifest file)
Channels between the
components.
3 Review the dataflow, behaviour analysis from the Press next before
polygraph and the infrastructure status from the submitting the service
monitoring manager. request.
4 | Submit the service request Press Submit Submission confirmation
5 | COGNIFOG sends the request to both Polygraph and
the Orchestrator.
6 | The orchestrator scheduler forwards the request to the
managed cluster that will execute the workload and to
the slice manager that will potentially create a new
network slice according to the requirements from the
manifest file.
7 | The Smart Allocator will determine the optimal Allocation criteria Assignment plan
deployment for allocating workloads to
nodes/networks based on the criteria defined in the
manifest and/or the configuration established during
the cluster setup.
8 | The Smart Allocator will handle the assignment plan to
the Orchestrator’s scheduler
9 | The Monitoring Agents installed on the different
(hardware) elements of the cluster collect information
continuously about the system status and forward it to
the Monitoring Manager. In turn, the Monitoring
Manager sends this information to the Smart Allocator,
which generates an associated assignment plan.
This data is also forwarded to the dashboard.
If there is a change, the orchestrator will migrate the
workload according to the new assignment plan.
10 | The Orchestrator Scheduler executes the assignment
plan
11a | The user can retrieve information (logs, monitoring Access to the database | Resubmission after
data) from a database (backend of the dashboard) to and modification of the | modification
modify / cancel requests. ongoing service
request(s)
11b | The user can access the Monitoring page to visualize Access the Monitoring | Data visualization
the available infrastructure and the status of the menu (graphs, datasets,
deployment maps...)
11c¢ | The user can access the modelling page to visualize the | Access the Modelling Application Models and
data flow and the behaviour analysis of the workload menu dataflows
(generated by Polygraph)
11d | The user can export results from the monitoring and Access the Reporting Reports of different
modelling pages. Menu formats.
12 | If the user creates a new request to do some changes on | New description The original request is
a running service, he needs to stop it and create a new manifest file stopped.
request with new configuration (the info regarding this
interruption shall be displayed to the user via the
dashboard).
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Figure 11: COGNIFOG workflow for a DevOps Engineer

The diagram of Figure 11 describes these steps in terms of interactions between the COGNIFOG components.

3.2.2. Platform Manager

Table 4 summarizes the working steps for a typical System Architect usage.
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Table 4: Platform Manager workflow - Steps

Input: what the user Output: what
needs to provide to COGNIFOG provides to
COGNIFOG the user
1 The user logs in to the dashboard of COGNIFOG | Credentials Access permission
2 The user accesses the monitoring page (linked to | Access the Monitoring
the monitoring manager of the infrastructure) of menu
the dashboard and filters the relevant monitors.
3 The users access the data visualization page to Access the Data Data visualization (graphs,
visualize data generated by the connected devices | Visualization menu datasets, maps...)

and the status of the connected devices

4 The data generated by the IoT devices is sent to Data Filter(s) setting
the IoT Gateway that filters the valuable
information and send them through the MQTT
broker to KNENTYOU datahub.

5 The KENT YOU datahub receives the data, Data Models setting
models it according to some available models
(Eclipce Sensinact data models) and forwards it to

KENTYOU eye.
6 The KENTYOU eye is responsible for the data Access the Data Data visualization (graphs,
visualization through the GUI (dashboard), and Visualization menu datasets, maps...)

the map for spatial visualization. KENTYOU eye
dashboard is integrated within the dashboard of
COGNIFOG and accessible via the data
visualization page.

7 The user can access the dataflow and the Access the Modelling Application Models and
application behaviour through the Modelling Page | menu dataflows
of the dashboard

8 The user can export results from the monitoring Access the Reporting Reports of different
and modelling pages. Menu formats.

The diagram of Figure 12 describes these steps in terms of interactions between the COGNIFOG components.
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Figure 12: COGNIFOG workflow for a Platform Manager

29

Grant Agreement: 101092968



D2.4: Cognitive-Fog architecture final design *COGN”:OG

3.2.3. System Architect

Table 5 summarizes the working steps for a typical System Architect usage.

Table 5: System Architect Workflow - Steps

Input: what the user Output: what

needs to provide to COGNIFOG provides to
COGNIFOG the user
1 The user logs in to the dashboard of COGNIFOG | Credentials Access permission

Use-case 1: Prepare the application’s architecture for optimum operation on the available infrastructure
1.2 | Go to the Service Request page, Import manifest | Manifest file (here it is not

file and add/modify the channels between the required to have the
different software components (data about the SW | application ready for
components included in the manifest file) deployment)
1.3 | Check if the system is valid (polygraph) Access Modelling Menu Polygraph algorithm will

say if everything is correct

1.4 | If OK: handle it to the DevOps Engineer for
deployment

1.5 | If Not OK: change the architecture of the
channels until everything is working
appropriately

Use-case 2: Correct a problem or apply changes to an already deployed workload
2.1 | The system architect should create a new valid
service request (with a new manifest file).

2.2 | Apply steps 1.2to 1.5

The diagram of Figure 13 describes these steps in terms of interactions between the COGNIFOG components.
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4. Conclusion

This deliverable has provided a detailed analysis of how COGNIFOG’s multi-layered architecture interacts
with its core components to deliver user-centric services. By focusing on the interactions between these
components, such as the multi-cluster Orchestrator, the Smart Allocator, the IoT Gateway, and the Monitoring
Manager, the platform enables users to manage and optimize workloads efficiently across distributed
computing environments.

We demonstrated how Polygraph modeling, real-time data visualization, and automated resource orchestration
empower users to interact with and benefit from COGNIFOG, regardless of their skill level or technical
background. These functionalities make the platform highly adaptable to a variety of use cases, including our
three trials: telemedicine, industrial automation, and emergency response systems, and beyond. Additionally,
the platform provides a comprehensive workflow tailored to different user profiles, ensuring that each user’s
specific needs and interactions are accounted for, enabling a seamless and personalized experience.

Furthermore, the COGNIFOG platform ensures that security and resource allocation are tightly integrated,
thanks to components like the Access Control Module and Slice Manager ensuring safe and reliable
performance in dynamic, multi-tenant environments.

In conclusion, this document emphasizes how COGNIFOG can provide sophisticated technical solutions
while ensuring that these solutions are accessible, functional, and valuable to users across different industries
and applications. The platform’s flexibility, scalability, and user-centric design ensure that it will continue to
evolve and meet the needs of future intelligent computing environments.

The power of COGNIFOG will be demonstrated with our three trials as part of WP5, where we will also have
a better understanding and quantification of the platform Key Performance Indicators (KPIs).
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