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Executive summary  

This deliverable presents the final version of the COGNIFOG integrated solution, detailing updates to the 

integration environment, components development, deployment strategies, while also providing a Quick Start 

Guide and insights from trial deployments. 

This deliverable builds upon the work reported in D4.3 – Integration report and integrated software initial 

version by detailing the final version of the COGNIFOG integrated solution. 

Key updates in the integration environment include the review of the integration matrix. The integration matrix 

(Section 2) has been reviewed and updated, with all modifications being highlighted and documented. The 

status of all integration activities has been reported, with pending tasks scheduled for completion during WP5. 

Updates on the development and deployment of each COGNIFOG component (Section 3) have been reported. 

A Quick Start Guide (Section 4) has been developed, offering a use case that involves all technology providers. 

Detailed explanations of the trials' data flow and deployment strategies are also demonstrated (Section 5). 

Finally, the TRL/IRL evaluation is provided, and the evolution of SRL is discussed (Section 6). 

These updates showcase improved component integration, user support, and practical insights from trial 

deployments. 
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1 Introduction  

This deliverable aims to provide the final release of the integrated COGNIFOG platform. It consists of the 

current document, the source code repositories of each component, the integrated platform, Quick Start 

instructions, and trial-specific usage examples (Section 4).  

The document reports the updates from D4.3 – Integration report and integrated software initial version for the 

various software components, their communication interfaces and deployment capabilities. This information 

ensures that COGNIFOG offers the required integration flexibility and adaptability. The links to the source 

code repositories and the Quick Start can be found in the Annex. 

This deliverable is an updated version of D4.3 and the outcome of the T4.2 – Components Integration activities, 

which are fed by the outcome of T4.1 – Integration planning and guidelines. The activities of T4.2, as well as 

the content of D4.4, will facilitate the work performed in T4.3 – Lab testing and optimisation and T5.1 – Pilots 

setup and operational management, which will be reported in D4.6 – Lab testing and optimisation report final 

version and D5.2 – Report on pilots on setup and operational management final version respectively. 

 

1.1 Mapping Projects’ Outputs 

This section aims to map COGNIFOG Grand Agreement (GA) commitments, both within the formal 

Deliverable and Task description, against the project’s respective outputs and work performed. 

Table 1: Adherence to COGNIFOG GA Deliverable and Task(s) descriptions.  

COGNIFOG Task 

Respective 

document 

chapter(s) 

Justification 

T4.2 – Components Integration 

 
This task aims to unify the 

outcomes of the developed components and 

services to release the integrated 
COGNIFOG platform in two major releases.  

Chapter 2 

Chapter 2 introduces the key components of 

the COGNIFOG platform and details its 
position within the edge-to-cloud 

continuum. It also outlines the hardware 

and software requirements of these 
components and their roles in the trials. 

T4.2 – Components Integration 

 

This task will analyse all available software 
resources (e.g., mechanisms, modules, 

components, services) and identify, specify, 

and document the integration points amongst 
them. 

Chapter 2 

Chapter 3 

Chapter 2 provides an integration matrix of 

the various COGNIFOG components. 

Chapter 3 presents the final version of each 
software component (e.g., functionalities, 

services) and documents the integration 

points with other COGNIFOG components. 

T4.2 – Components Integration 
 

Both inter-module and inter-component 

integration will be included. 

Chapter 3 

Chapter 4 
Chapter 5 

Chapter 3 introduces the inter-module 

components and the inter-component 

integration plans. 
Chapter 4 provides a Quick Start guide to 

assist users in integrating the COGNIFOG 

solution. Additionally, it showcases how 
the trials leverage and benefit from the 

COGNIFOG platform. 

Chapter 5 conducts a TRL/IRL evaluation 

highlighting the system’s readiness level 
improvements over time. 



D4.4: Integration report and integrated software final version  
 

 Grant Agreement: 101092968 -13- 

 

1.2 Updates since the initial version of the Deliverable 

This deliverable presents the final version of the COGNIFOG integrated software, expanding on the framework 

and methodologies introduced in D4.3. To ensure clarity and facilitate the documentation of modifications, it 

follows a structure consistent with D4.3.  

Below, we summarise the key updates since D4.3. Further details and explanations can be found in the 

subsequent sections: 

1. Assignment of COGNIFOG components to trials.  

In D4.3, the COGNIFOG components and their system requirements were identified. This deliverable 

outlines how these components are allocated to specific trials. Decisions regarding their deployment 

across the edge-to-cloud spectrum are also detailed, reflecting the system's practical implementation 

in diverse trial scenarios. 

2. Updated integration matrix.  

The integration matrix has been reviewed and updated. Modifications to the integration between 

components are highlighted and explained, providing a clear view of the changes and enhancements 

made. The status of integration work is reported, including pending tasks scheduled for completion 

during WP5. 

3. Quick Start guide. 

The Quick Start was designed to help users integrate the COGNIFOG solution. It offers a specific use 

case that involves all technology providers while acknowledging that not every COGNIFOG 

component is utilised in all use cases. This approach ensures that Quick Start can adapt to different 

users' varying interests and requirements. 

4. Detailed trial data flow and deployment. 

This section provides a detailed explanation of the data flow and deployment strategies for the trials. 

It emphasises the practical implementation of the COGNIFOG solution and reports on the advantages 

gained during the trials, showcasing its value in real-world scenarios. 

5. TRL/IRL Evaluation. 

The technology readiness level of each component and the integration readiness level among different 

components have been evaluated. The evolution of the entire system’s readiness level between months 

M1, M12, and M18 is discussed. 
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2 Cognitive-Fog Platform Integration 

2.1 COGNIFOG Components  

2.1.1 Components Identification   

Table 2 represents the finalised version of Table 3, presented in Section 2.1.1 of D4.3. It highlights (in yellow) 

updates to each component concerning their involvement in the trials and utilisation of cloud and edge 

computing technologies. Notably, KENTYOU components (Data Hub, Eye, UI) will be integrated into Trial 

3, an addition not part of the initial plan. On the contrary, the ARCA KMS Container will not be incorporated 

into trials 1 and 3, as initially planned. Instead, the integration with ARCA Trusted OS has taken place. Finally, 

the Policy Manager and Policy Agent have been deprecated in favour of direct interactions between 

components (Monitoring Manager, Continuum Orchestrator and Smart Allocator). 

Table 2: COGNIFOG Components Identification 

Task Component Name Partner 
Trial 1 - 

THALES 
Trial 2 - 

TMA  
Trial 3 - 

LMS 
Cloud Edge 

T3.1 
Comprehensive 

COGNIFOG Dashboard 
EBOS X X X X   

T3.3 COGNIFOG Infra Model ATOS X X X X X 

T3.5 
Continuum Orchestrator 

Scheduler 
ATOS X X X X   

T3.5 
Continuum Orchestrator 

Agent 
ATOS X X X X X 

T3.5 Policy Manager ATOS    X   

T3.5 Policy Agent ATOS    X X 

T3.5 Model SLA ATOS X X X X X 

  Polygraph Modelling CEA X X X X X 

T3.2 
KENTYOU Data Hub 

(includes sensiNact 

platform) 
KENTYOU X X X X X 

T3.1 KENTYOU Eye KENTYOU X X X  X X 

T3.3 KENTYOU AI KENTYOU X X   X   

T3.1 KENTYOU UI KENTYOU X X X X   

T3.5 Monitoring Manager ATOS X X X X   

T3.5 
Monitoring Agents 

(Performance, Green...) 
ATOS X X X X X 

T3.4 ARCA KMS Container CYSEC      

T3.5 Network Slice Manager I2CAT X     X X 

T3.5 Network RAN Controller I2CAT         X 

T3.4 ARCA Trusted OS x86 CYSEC X X X X X 

T3.4 
ARCA Trusted OS 

embedded 
CYSEC X X X   X 

T3.2 Network Edge Gateway I2CAT X X     X 

T3.2 MQTT Broker I2CAT X X   X X 

  Polygraph Monitoring CEA X X X X X 

T3.3 Smart Allocator SIEMENS X X X X   

T4.1 
CI/CD tools and 

infrastructure 
INTRA X X X X   
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2.1.2 Components Requirements 

The hosting environment plays a crucial role during the development and testing phases of the COGNIFOG 

software solution to ensure its proper operation and performance. The initiative to define and implement a 

suitable infrastructure was undertaken during the initial phases of the project, encompassing integration 
activities. Each component owner provided the hardware requirements for their respective tools to run on the 

cloud servers based on the recommended specifications, which have been gathered and documented. This 

allowed the technical team to allocate the necessary resources optimally, ensuring smooth operations.  

During the previous integration and validation phases, the suitability of the existing hardware infrastructure 
was tested, yielding positive results and expected performance and seamlessly executing the COGNIFOG 

tools. Consequently, no updates were needed for the hardware requirements and the deployed infrastructure, 

allowing the process to continue without interruptions. Detailed information regarding the requirements for all 

components can be found in section 2.1 of the D4.3 document, along with the corresponding analysis.  

2.2 COGNIFOG Integration Matrix  

Table 3 represents the finalised version of Table 5, presented in Section 2.2 of D4.3. The table shows the 

current integration status among different COGNIFOG components and explains any deviation from the initial 

plan. The integration activities that are still ongoing will be finalised in the context of WP4 and WP5. 

Table 3: COGNIFOG Communication Interfaces 

ID Sender Receiver Technology 
Integration 

Status 

COGNIFOG_INT_01 
Comprehensive 

COGNIFOG 
Dashboard (EBOS) 

Continuum 

Orchestrator Scheduler 
(ATOS) 

REST API 
Finalised 

COGNIFOG_INT_02 
Continuum 

Orchestrator Scheduler 
(ATOS) 

Comprehensive 

COGNIFOG 
Dashboard (EBOS) 

REST API 
Finalised 

COGNIFOG_INT_03 
Comprehensive 

COGNIFOG 

Dashboard (EBOS) 

Polygraph Modelling 
(CEA) 

WebSocket  
 

Ongoing 

COGNIFOG_INT_04 
Polygraph Modelling 
(CEA) 

Comprehensive 

COGNIFOG 

Dashboard (EBOS) 
REST API 

 

Ongoing 

COGNIFOG_INT_05 
KENTYOU Eye 

(KENT) 

Comprehensive 
COGNIFOG 

Dashboard (EBOS) 
REST API 

 
Ongoing 

COGNIFOG_INT_06 
Monitoring 

Aggregator (ATOS) 

Comprehensive 

COGNIFOG 
Dashboard (EBOS) 

gRPC 
Finalised 

COGNIFOG_INT_07 
Polygraph Monitoring 

(CEA) 

Comprehensive 

COGNIFOG 
Dashboard (EBOS) 

REST API 
Ongoing 

COGNIFOG_INT_08 
Continuum 

Orchestrator Scheduler 

(ATOS) 

Continuum 

Orchestrator Agent 

(ATOS) 
REST API 

Finalised 

COGNIFOG_INT_09 
Continuum 

Orchestrator Agent 

(ATOS) 

Continuum 

Orchestrator Scheduler 

(ATOS) 
REST API 

Finalised 

COGNIFOG_INT_10 
Continuum 
Orchestrator Scheduler 

(ATOS) 

Network Slice 

Manager (I2CAT) 
REST API 

Ongoing 

COGNIFOG_INT_11 
Network Slice 

Manager (I2CAT) 
Continuum 

Orchestrator Scheduler 
REST API 

Ongoing 



D4.4: Integration report and integrated software final version  
 

 Grant Agreement: 101092968 -16- 

 

(ATOS) 

COGNIFOG_INT_12 
Continuum 

Orchestrator Scheduler 

(ATOS) 

Smart Allocator 

(SIEMENS) 
gRPC 

Ongoing 

COGNIFOG_INT_13 
Smart Allocator  
(SIEMENS) 

Continuum 

Orchestrator Scheduler 
(ATOS) 

gRPC 

Not 
implemented 

(design 

change) 

COGNIFOG_INT_14 
Policy Manager 

(ATOS) 
Policy Agent (ATOS) 

Not yet 

defined 

Not 
implemented5 

COGNIFOG_INT_15 Policy Agent (ATOS) 
Policy Manager 

(ATOS) 
Not yet 

defined 

Not 
implemented5 

COGNIFOG_INT_16 
Polygraph Monitoring 

(CEA) 
Polygraph Modelling 

(CEA) 
File IO 

Finalised 

COGNIFOG_INT_17 
Polygraph Modelling 
(CEA) 

KENTYOU Data Hub 

(includes sensiNact 

platform) (KENT) 
MQTT 

Ongoing 

COGNIFOG_INT_18 
KENTYOU Data Hub 

(includes sensiNact 

platform) (KENT) 

KENTYOU Eye 
(KENT) 

REST API 
Finalised 

COGNIFOG_INT_19 
KENTYOU Eye 

(KENT) 

KENTYOU Data Hub 
(includes sensiNact 

platform) (KENT) 
REST API 

 
Finalised 

COGNIFOG_INT_20 
IoT Edge GateWay 

(I2CAT) 

KENTYOU Data Hub 
(includes sensiNact 

platform) (KENT) 
MQTT 

 
Finalised 

COGNIFOG_INT_21 
MQTT Broker 

(I2CAT) 

KENTYOU Data Hub 

(includes sensiNact 
platform) (KENT) 

MQTT 
 

Finalised
  

COGNIFOG_INT_22 
KENTYOU Data Hub 

(includes sensiNact 

platform) (KENT) 

Polygraph Monitoring 

(CEA) 
MQTT 

 

Ongoing 

COGNIFOG_INT_23 
KENTYOU AI 
(KENT) 

KENTYOU Eye 
(KENT) 

REST API 
Ongoing 

COGNIFOG_INT_24 
KENTYOU Eye 

(KENT) 
KENTYOU AI 

(KENT) 
REST API 

Ongoing 

COGNIFOG_INT_25 
KENTYOU Eye 

(KENT) 
KENTYOU UI 

(KENT) 
REST API 

Finalised 

COGNIFOG_INT_26 
KENTYOU UI 

(KENT) 
KENTYOU Eye 

(KENT) 
REST API 

Finalised 

COGNIFOG_INT_27 
Monitoring 
Aggregator (ATOS) 

Monitoring Manager 
(ATOS) 

REST API 
Finalised 

COGNIFOG_INT_28 
Monitoring 

Aggregator (ATOS) 
Smart Allocator 

(SIEMENS) 
gRPC 

Not 

implemented 

(design 
change) 

COGNIFOG_INT_29 
Monitoring Agents 

(Performance, 

Green…) (ATOS) 

Monitoring Manager 
(ATOS) 

gRPC 
Finalised 

COGNIFOG_INT_30 
Monitoring Agents 

(Performance, 

Green…)  (ATOS) 

Monitoring 

Aggregator (ATOS) 
gRPC 

Finalised 
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COGNIFOG_INT_31 
ARCA KMS 

Container (CYSEC)  

Comprehensive 
COGNIFOG 

Dashboard (EBOS) 
gRPC 

Not 

implemented 

(design 
change) 

COGNIFOG_INT_32 
Comprehensive 

COGNIFOG 

Dashboard (EBOS)  

ARCA KMS 

Container (CYSEC) 
gRPC 

Not 

implemented 

(design 
change)1 

COGNIFOG_INT_33 
ARCA KMS 
Container (CYSEC) 

Policy Manager 
(ATOS) 

gRPC 

Not 

implemented 
(design 

change)5 

COGNIFOG_INT_34 
Policy Manager 
(ATOS) 

ARCA KMS 
Container (CYSEC)  

gRPC 

Not 

implemented 
(design 

change) 5 

COGNIFOG_INT_35 
ARCA KMS 
Container (CYSEC)  

Network Slice 
Manager (I2CAT) 

gRPC 

Not 

implemented 
(design 

change) 

COGNIFOG_INT_36 
Network Slice 

Manager (I2CAT)  
ARCA KMS 

Container (CYSEC)  
gRPC 

Not 
implemented 

(design 

change)2 

COGNIFOG_INT_37 

ARCA KMS 
Container (CYSEC)  

ARCA Trusted OS 

embedded (CYSEC) 

IoT Gateway (I2CAT) 

IoT Edge GW 
(I2CAT) 

gRPC 

Not 
implemented 

(design 

change)2 

COGNIFOG_INT_38 
IoT Gateway (I2CAT)  

IoT Edge GW 
(I2CAT) 

ARCA KMS 
Container (CYSEC)  

ARCA Trusted OS 

embedded (CYSEC) 

gRPC 

Same as in 
COGNIFOG_I

NT_37 

COGNIFOG_INT_39 

ARCA KMS 

Container (CYSEC) 

ARCA Trusted OS 

embedded (CYSEC) 

MQTT Broker 

(I2CAT) 

 
gRPC 

Not 

implemented 

(design 

change)3 

COGNIFOG_INT_40 
MQTT Broker 
(I2CAT)  

ARCA KMS 
Container (CYSEC)  

gRPC 
Same as in 

COGNIFOG_I

NT_39 

COGNIFOG_INT_41 
Network Slice 

Manager (I2CAT) 
Network RAN 

Controller (I2CAT) 
REST API 

Ongoing 

COGNIFOG_INT_42 
Network RAN 

Controller (I2CAT) 
Network Slice 

Manager (I2CAT) 
REST API 

Ongoing 

COGNIFOG_INT_43 
Network Slice 

Manager (I2CAT) 
IoT Edge Gateway 

(I2CAT) 
REST API 

Finalised 

 
1 COGNIFOG_INT_32 the dashboard uses the distributed access control tool developed by I2CAT to handle the 

authentication process. So the KMS is no longer needed. 
2 COGNIFOG_INT_36, COGNIFOG_INT_37 were not implemented. Instead, the integration has been successfully 

completed between the IoT Edge GW (I2CAT) and the ARCA Trusted OS embedded (CYSEC). It allows to run the IoT 

Edge GW in ARCA Trusted OS instead of Debian OS. 
3 COGNIFOG_INT_39 was not implemented. Instead, the integration has been successfully completed between the 

MQTT Broker (I2CAT) and the ARCA Trusted OS embedded (CYSEC). It allows to run the MQTT Broker in ARCA 

Trusted OS instead of Debian OS. 
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COGNIFOG_INT_44 
IoT Edge Gateway 
(I2CAT) 

Network Slice 
Manager (I2CAT) 

REST API 
Finalised 

COGNIFOG_INT_45 
Network RAN 

Controller (I2CAT) 
IoT Edge Gateway 

(I2CAT) 
REST API 

Finalised 4 

COGNIFOG_INT_46 
IoT Edge Gateway 

(I2CAT) 
Network RAN 

Controller (I2CAT) 
REST API 

Finalised 

COGNIFOG_INT_47 
IoT Edge Gateway 
(I2CAT) 

Policy Agent (ATOS) 
Not yet 
defined 

Not 

implemented 
(design 

change)5 

COGNIFOG_INT_48 
IoT Edge Gateway 

(I2CAT) 

Monitoring Agents 
(Performance, 

Green…) (ATOS) 

Not yet 

defined 

Ongoing 

COGNIFOG_INT_49 
IoT Edge Gateway 

(I2CAT) 
MQTT broker 

(I2CAT) 
MQTT 

Finished 

COGNIFOG_INT_50 
Polygraph Modelling 
(CEA) 

Polygraph Monitoring 
(CEA) 

File IO 
Finished 

COGNIFOG_INT_51 
Polygraph Monitoring 
(CEA) 

KENTYOU Data Hub 

(includes sensiNact 

platform) (KENT) 
MQTT 

Ongoing 

COGNIFOG_INT_52 
Polygraph Monitoring 

(CEA) 
MQTT Broker 

(I2CAT) 
MQTT 

Finished 

COGNIFOG_INT_53 
MQTT Broker 

(I2CAT) 
Polygraph Monitoring 

(CEA) 
MQTT 

Finished 

 

2.3 COGNIFOG Testing Deployment View 

The Testing Deployment View of COGNIFOG provides a visual representation of the infrastructure, 
illustrating each component's conceptual and physical locations and clarifying the deployment of the entire 

COGNIFOG platform. The designed approach, analysed in section 2.3 of the D4.3 document, was successfully 

applied and tested during the integration activities, and only some minor updates have been identified since 
the solution has proven to be fit and efficient. The modifications are related to some components and 

interactions considered deprecated and will not be used, specifically the Policy Manager, the Policy Agent and 

the ARCA KMS Container. Thus, the diagram was updated accordingly, and the new view is presented in 

Figure 1. 

 
4 COGNIFOG_INT_45 was initially considered as a component of the COGNIFOG project, the intelligent RAN 

controller was intended to provide an intelligent controller to manage and configure any radio solutions (including 

solutions that feature WiFi, 4G, 5G and V2X) and to interconnect these with the compute quantum. Nevertheless, the 

core WiFi network management functions of the RAN controller were integrated into the IoT Edge GW, streamlining the 

role of the latter within the system. 
5 COGNIFOG_INT_14, COGNIFOG_INT_15, COGNIFOG_INT_33, COGNIFOG_INT_34, COGNIFOG_INT_47 

Policy Manager/Agent has been deprecated in favour of direct interactions between components (Monitoring Manager, 

Continuum Orchestrator and Smart Allocator). 
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Figure 1: Updated Testing Deployment View 

The related work conducted for the testing environment during the laboratory integration phase serves as a 
guideline for defining the deployment views for each trial during the validation activities. This effort has been 

initiated and will be concluded in collaboration with the trial leaders and the respective component owners 

under WP5 activities to provide a comprehensive overview of the COGNIFOG platform within each trial. 
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3 Cognitive-Fog Software Components 

3.1 Comprehensive COGNIFOG Dashboard  

3.1.1 Final Release Specifications 

The COGNIFOG Dashboard’s final release provides a comprehensive user interface for monitoring and 

managing the Cognitive-Fog system.  The dashboard is built using React and Node.js; it features secure user 

authentication via Keycloak, service request management, and real-time system monitoring. It visualises 
KENTYOU’s sensiNact Digital Twin data and integrates monitoring via the Monitoring Manager. Backend 

components are communicated through REST APIs, WebSocket, and gRPC. Security is maintained with 

authentication and authorisation mechanisms. The dashboard has undergone unit and integration testing, with 

user acceptance testing scheduled for the pilot phase. Debugging is supported by using tools like Stack 

Overflow for community-driven solutions and best practices. 

3.1.2 Deployment 

The COGNIFOG Dashboard will be deployed on the EBOS cloud and integrated with backend components 

such as the Orchestrator Scheduler, Monitoring Manager, and Polygraph tool, facilitating data flow and system 

communication. Specifically, docker containers are used to provide a consistent environment across 
development, staging, and production, ensuring flexibility and scalability. Git is used for version control to 

track and manage changes to the codebase, supporting collaboration and allowing easy rollback when needed. 

Ongoing maintenance and updates will be handled to enhance performance and security. 

 

3.2 Continuum Orchestrator Scheduler  

3.2.1 Final Release Specifications 

The Orchestrator Scheduler manages the distribution of applications in the COGNIFOG platform after 
receiving and handling application descriptions and deployment requirements from the Dashboard. REST API 

endpoints handle the communication between these two components. The scheduler supports orchestration 

across multiple clusters by storing application deployment details in an internal database. Specific workload 
decisions (deployment, update, deletion, etc.) can be taken into the scheduler from the Dashboard, but 

workload status can also be retrieved to be displayed to the user. 

In the latest release of the Orchestrator Scheduler, deployment metadata has been improved to include 

comprehensive details such as status updates and resource allocation. Synchronisation details have also been 
improved in the communication between the Orchestrator Scheduler and the Orchestrator Agent, enhancing a 

quicker and more accurate propagation of changes. 

The two components that form the scheduler are a MySQL database and a Job Manager; they interact with 

each other to manage application deployments across the continuum. 

3.2.2 Deployment 

The components of the Orchestrator Scheduler are containerised, configured, and deployed using a helm chart. 

This chart is located in the component’s source code repository, as well as instructions on how to distribute it: 

https://github.com/cognifog-eu/orchestrator-scheduler/tree/v0.3.0 

 

3.3 Continuum Orchestrator Agent 

3.3.1 Final Release Specifications 

The Orchestrator Agent is based on Open Cluster Management, an open-source tool for multi-cluster workload 

management. Thanks to the klusterlet agent deployed in every cluster on the continuum, it deploys Kubernetes 
resources across multiple clusters following the ManifestWork model. The agent communicates with the 

Orchestrator Scheduler to retrieve pending application deployments and changes, which are later applied to 

the working cluster. 

https://github.com/cognifog-eu/orchestrator-scheduler/tree/v0.3.0
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The latest improvements to this component include an improved metadata exchange and enhanced 

management of application deployments, taking into account efficiency and use case requirements. 

3.3.2 Deployment 

The deployment of the Orchestrator Agent involves installing the OCM Hub in the management cluster and 

the klusterlet in the working clusters. Once these components are set up, the OCM Description Service is 

containerised, configured, and deployed using the Helm chart available in its source code repository. During 

this process, an environment variable is set to direct the service to the Orchestrator Scheduler URL. Detailed 

technical information about this deployment can be found in the component’s repository: 

https://github.com/cognifog-eu/orchestrator-agent/tree/v0.3.0 

 

3.4 Polygraph Modelling  

3.4.1 Final Release Specifications 

The Polygraph modelling building block is a collection of tools that can analyse a dataflow model using 

PolyGraph's specific language. 

The analysis runs at the CEA site on an x86 server and will receive a JSON model from the COGNIFOG 

Dashboard. Once the JSON model is received then, a Python code is in charge of the: 

• Translating the JSON model to a PolyGraph XML model, 

• Analysing the consistency and liveness of the model, 

• Generating an image of the model, 

• Sending the results and the image of the model. 

The analyses must be kept at the CEA site (IP protection), and an intermediary component can be added to 

improve the connection between the deployed infrastructure and the CEA site. 

3.4.2 Deployment 

The Polygraph analysis will run nonstop at the CEA site and wait for the input from the Dashboard in the 

management cluster. 

 

3.5 KENTYOU Data Hub  

3.5.1 Final Release Specifications 

The KENTYOU Data Hub integrates the Eclipse sensiNact, an open-source framework designed to create a 

unified environment where heterogeneous IoT devices can seamlessly exchange information and interact. This 

framework plays a critical role in enabling interoperability within complex IoT ecosystems by providing a 

standard interface for device communication and data management. 

This deliverable reports the latest updates implemented in the KENTYOU Data Hub since its initial release, 

which was reported in deliverable D4.3.  

The most significant update to the KENTYOU Data Hub is the development of a rule engine capable of 

generating custom, user-defined alerts. The rule engine enables users to define simple yet powerful rules that 

can be evaluated in real time using data from sensiNact’s resources. This functionality allows for more dynamic 

and responsive monitoring of IoT systems. To create a new rule, users should specify the provider, service, 

and resource (see D3.4) over which a comparator attribute (e.g., greater than, less than, equal to) will be 

applied. Once a rule is defined, it is evaluated continuously on real-time data streams. The system automatically 

generates an alert when the defined comparator condition is met. 

https://github.com/cognifog-eu/orchestrator-agent/tree/v0.3.0
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The rule engine also supports alert generation using historical data analysed over sliding windows. This feature 

enables users to define rules operating on aggregated or averaged values over a specific period. For example, 

a user can configure a rule to generate an alert whenever the hourly average of a resource exceeds a predefined 

threshold. 

The rule engine's introduction significantly enhances the KENTYOU Data Hub's capabilities and will enable 

the creation of trial-specific alerts, such as emergency alerts for trial 1 (THALES) and health monitoring alerts 

for trial 2 (TMA). 

3.5.2 Deployment 

There are no further updates concerning the deployment since deliverable D4.3. 

 

3.6 KENTYOU Eye (UI & AI)  

3.6.1 Final Release Specifications 

KENTYOU Eye serves as the primary operations and administration interface for managing KENTYOU 

Datahub instances. As detailed in D3.4, the KENTYOU Eye comprises two proprietary sub-components: a) 

KENTYOU AI and b) KENTYOU UI.  

This section provides the enhancements and refinements made to the KENTYOU Eye component since its 

initial release. 

KENTYOU AI Updates 

Figure 2 shows the high-level architecture of the KENTYOU AI. The KENTYOU AI plays a central role in 

orchestrating, managing, and monitoring the execution and results of various AI services. The Runner Manager 

module, part of the KENTYOU AI, has been enhanced to allow interaction with existing and new AI models. 

The models are deployed as external docker containers.  

Key updates to the AI module include: 

• Improved AI Runner Manager: The Runner Manager has been rewritten in Java instead of Python for 

better compatibility with the KENTYOU Eye (also in Java). It has been optimised for better resource 

allocation and execution handling, ensuring improved throughput for AI model executions. 

• Enhanced AI REST API: The AI REST API has been updated to provide extended functionalities for 

interacting with the Eye. These improvements include access to: 

o AI service executions 

o Execution results and associated metadata  

o Real-time monitoring of AI processing status 

D3.4—Data management tools and Secured cloud-to-edge continuum orchestration final version provides a 

comprehensive description of this API, including the request structure. 
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Figure 2: KENTYOU AI - High-Level Architecture 

KENTYOU UI Updates 

KENTYOU UI is a Javascript, rich UI client executing in the browser. Key updates to the KENTYOU UI 

include: 

• Enhanced integration with the KENTYOU AI. The Eye's REST API has been extended to 

communicate with the KENTYOU AI and retrieve AI-based results. This communication allows the 

results to flow into the KENTYOU UI for visualisation. 

• AI Results Visualization. The KENTYOU UI has been updated to display AI results provided by the 

KENTYOU AI module, including outputs such as predictions and alert notifications. 

3.6.2 Deployment 

The deployment process has remained the same since the first release of the COGNIFOG platform. The 

KENTYOU Eye is delivered as a docker container, and its latest version can be found in 

ghcr.io/KENTYOU/eye:edge. 

All trials are interacting with the latest KENTYOU Eye version. 

 

3.7 Monitoring Manager  

3.7.1 Final Release Specifications 

The Monitoring Manager's latest version integrated the Thanos-based time-series database and a data structure 
wrapper named Aggregator. Telemetry data from the COGNIFOG continuum is stored in Thanos, making it 

centrally accessible by the wrapper. The monitoring data includes information from the cluster, nodes, and its 

resources, restructured in the Aggregator into a topological model. This model feeds relevant information to 

the Dashboard and Smart Allocator components.  

The data is pushed to the Thanos server via the Thanos Receiver. To read the data in Thanos, the Aggregator 

consumes the Thanos Querier via REST API communication. 

The Aggregate exposes the telemetry information in a structured topology via a gRPC server, which is 

consumed by the integrated components. 

3.7.2 Deployment 

The deployment process for the Monitoring Manager components (Thanos server and Aggregator) involves 

configuring and deploying their respective helm charts. These charts and their specific documentation may be 

found in the component’s source code repositories:  
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https://github.com/cognifog-eu/monitoring-manager/tree/v0.3.0 

https://github.com/cognifog-eu/monitoring-aggregator/tree/v0.3.0 

 

3.8 Monitoring Agents  

3.8.1 Final Release Specifications 

In its final release, the Monitoring Agent is responsible for collecting monitoring data on static and dynamic 

resources, performance, and energy consumption across the computing continuum. Information on processor, 
memory, storage, networking, and performance is gathered and sent to the Monitoring Manager using the 

gRPC protocol. 

Each cluster participating in the COGNIFOG platform runs a Monitoring Agent instance to collect live data 

about its nodes and workloads. These metrics and their metadata are temporarily stored on a Prometheus server, 

which pushes the metrics to the Monitoring Manager running in a management cluster. 

The agent comprises Prometheus Operator, Prometheus Server, Kube State Metrics, Blackbox Exporter, 

Kepler/Scaphandre, and Node Exporter. These exporters run multiple instances across the cluster to expose 

telemetry data to the Prometheus server. 

3.8.2 Deployment 

The agent can be deployed using the Kube-Prometheus helm chart and the energy exporters helm charts. These 

will be configured to push telemetry data to the Monitoring Manager. Instructions on how to do this, as well 

as the deployment charts, are available in the Monitoring Agent source code repository: 

https://github.com/cognifog-eu/monitoring-agent/tree/v0.3.0 

 

3.9 ARCA KMS Container 

3.9.1 Final Release Specifications 

Since the release of D3.3, this component has not progressed further. It remains at TRL 7 and is ready for 
testing and integration. However, the integration of these components has not been pursued, as no specific 

need has been identified. Components initially planned to utilise the KMS are now integrated with the Access 

Control Manager, which relies on Keycloak. The KMS is expected to be used by user applications deployed 
on the COGNIFOG platform that require cryptographic operations, such as encryption, signing, and key 

management.  

3.9.2 Deployment 

The KMS is included with ArcaOS x86 and Arca Embedded. While it can also be deployed as a Docker 

container outside the ArcaOS/Arca Embedded environment, doing so would require additional configuration 

tailored to the specific deployment environment. Such deployments are not recommended from a security 

standpoint.  

 

3.10 Network Slice Manager  

3.10.1 Final Release Specifications 

The Slice Manager has not suffered significant modifications since the previous deliverable. The focus point 
for the incoming integration tasks is the addition of the Slice Manager in Use Case 1 (More information and 

the architecture used can be found in the respective deliverable). In said Use Case, the Slice Manager will 

further test its integration capabilities after successfully integrating with ATOS’ Orchestrator. As such, the 
Slice Manager would help deploy compartmentalised slices with independent traffic and resource capacities 

(CPU, RAM and Storage), providing COGNIFOG with a tool allowing its users to isolate traffic and guarantee 

resources.  

https://github.com/cognifog-eu/monitoring-manager/tree/v0.3.0
https://github.com/cognifog-eu/monitoring-aggregator/tree/v0.3.0
https://github.com/cognifog-eu/monitoring-agent/tree/v0.3.0
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3.10.2 Deployment 

The Slice Manager is designed to be highly versatile and capable of deployment in Docker-only and 

Kubernetes environments. However, due to intellectual property rights (IPR) protections, it will be deployed 

exclusively on i2CAT premises. VPN access will be granted to enable external integration and testing, allowing 

authorised users to communicate securely with the Slice Manager’s API. 

 

3.11 ARCA Trusted OS x86 

3.11.1 Final Release Specifications 

The final version of ARCA Trusted OS x86 has been optimised for the COGNIFOG stack and includes 

applications such as Kind, Helm, and K3s. These tools simplify the use of the various services within the 

COGNIFOG ecosystem. All other functionalities the operating system provides remain as described in 

deliverable D3.4. 

3.11.2 Deployment 

The operating system deployment process remains unchanged from the instructions provided in deliverable 

D4.3. For information regarding the hardware delivered by CYSEC, please contact CYSEC directly.  

 

3.12 ARCA Trusted OS Embedded  

3.12.1 Final Release Specifications 

This final version is optimised for the COGNIFOG stack and comes with applications such as Kind, Helm, 
and K3S. This makes it easy to use the different services of the COGNIFOG ecosystem. The rest of the 

functions proposed by the operating system are the same as those described in D3.4. 

3.12.2 Deployment 

The OS deployment is the same as described in deliverable D4.3. For the hardware delivered by CYSEC, 

please contact CYSEC for more information. 

 

3.13 IoT Edge Gateway  

3.13.1 Final Release Specifications 

The IoT Edge GW is an intermediate element in the IoT-edge-cloud continuum, connecting low-capable 

MATTER- and MQTT-based devices at the far edge with the rest of the fog/cloud infrastructure. Beyond 

providing flexible and transparent interactions among diverse devices and technologies, the IoT edge GW 

could offer additional processing capabilities, such as data filtering, managing flow priorities, and executing 

low-latency actions based on locally available information. 

The IoT Edge GW integrates the fundamental functionalities of the RAN controller for WiFi access networks. 

Specifically, when installed on a device equipped with a WiFi interface for downlink and an alternative uplink 

network interface, the IoT Edge GW can function as a WiFi access point. This enables it to provide radio 

connectivity to IoT devices while managing and controlling them efficiently. 

The IoT Edge Gateway can also be easily populated with a toolkit of open-source applications via K3S locally 

or remotely (see Table 4 for further details)6. Other complementary open-source or proprietary applications to 

support different requirements from heterogeneous use cases could also be deployed via K3S. 

 
6 To deploy services in the IoT Edge GW remotely, it is necessary to build a K3S cluster with a control plane node (e.g., a virtual machine) and a worker 

node (i.e., the Raspberry Pi). In addition, reliable communication between both nodes must be ensured. 
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Table 4: Summary of the IoT Edge GW application toolkit 

Purpose Toolkit application(s) Description 

Communication 

with MATTER-

based end devices 

Home Assistant 
Open-source home automation platform that allows users to 
control and manage various smart devices and services 

MATTER controller 

add-on for Home 

Assistant 

Plug-in for Home Assistant to control MATTER-based end 

devices running over WiFi 

Communication 
with MQTT-

based end devices 

Mosquitto MQTT 

Broker/bridge 
Open-source message broker that implements the MQTT 

protocol 

Container 

management 
Portainer 

Open-source management and user interface for 

Docker/Kubernetes 

Network 

performance 

testing 
iPerf3 

Open-source tool for active measurements of the maximum 
achievable bandwidth on IP networks 

The adopted data format specification for IoT communication in the COGNIFOG project is CloudEvents7 That 

specification is designed to standardise event data across various cloud-native applications and services. 

3.13.2 Deployment 

A GitHub repository with the documentation of the IoT Edge GW developed for the COGNIFOG project can 

be found at: https://github.com/cognifog-eu/iot-edge-gw.   

The toolkit of open-source applications that give functionality to the IoT Edge GW is deployed via K3S using 

the corresponding YAML manifests found in the GitHub repository. 

 

3.14 MQTT Broker  

3.14.1 Final Release Specifications 

The MQTT Broker is based on Eclipse Mosquitto, an open-source message broker licensed under EPL/EDL. 

It implements MQTT protocol versions 5.0, 3.1.1, and 3.1. Mosquitto is lightweight and suitable for various 

devices, from low-power single-board computers to full-scale servers. 

The MQTT protocol provides an efficient, lightweight messaging mechanism using a publish/subscribe model. 

This makes it ideal for IoT communication in machine-to-machine (M2M) environments, such as networks of 

low-power sensors or mobile devices, including phones, embedded systems, or microcontrollers. 

Two different flavours of this element have been developed in the context of the COGNIFOG project: 

• A typical MQTT broker intended to be deployed in the upper layers of the continuum (i.e., in the fog 

or the cloud level) to manage the transmission of messages between different devices using the MQTT 

protocol.  

• An MQTT bridge, intended to be deployed at the continuum's edge level, facilitates the connection 

between two MQTT brokers, enabling them to share messages across systems. This approach is 

beneficial for linking local MQTT brokers with a central or remote MQTT broker. Typically, the 

MQTT bridge will only forward a selected subset of its local traffic to ensure efficient data 

management and network usage. 

 
7 CloudEvents main website : https://cloudevents.io  

https://github.com/cognifog-eu/iot-edge-gw
https://cloudevents.io/
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Figure 3: Example of architecture connecting an MQTT bridge with an MQTT broker. 

Some functionalities are configured in the mosquitto-cm.yaml file: 

• Persistence: The MQTT broker/bridge stores the state of the messages on disk so that the state of 

undelivered messages can be restored in case of server restart. Persistence data is saved to a file every 

60 seconds or on shutdown. 

• Authentication: MQTT supports client authentication using a username and password during 

connection. By default, the authentication is enabled to block anonymous connections in the developed 

MQTT broker/bridge. 

• Quality of Service (QoS): MQTT supports three QoS levels: 

o QoS 0: Best-effort delivery with no guarantee of message delivery. 

o QoS 1: Ensures messages are delivered at least once. 

o QoS 2: Guarantees that messages are delivered precisely once, offering the highest level of 

reliability but at the cost of slower performance. By default, the MQTT broker/bridge is 

configured with QoS 0. 

 

3.14.2 Deployment 

A GitHub repository with the documentation of the MQTT Broker and the MQTT bridge developed for the 

COGNIFOG project can be found at: https://github.com/cognifog-eu/mqtt-broker/  

The current version of the MQTT Broker/bridge consists of one service split into four files (YAML manifests) 

that can be deployed in any host using K3S: 

• mosquitto-deploy.yaml: Mosquitto MQTT broker deployment file 

• mosquitto-service.yaml: Mosquitto MQTT broker service file 

• mosquitto-pv.yaml: Mosquitto MQTT broker persistent volume file 

• mosquitto-cm.yaml: Mosquitto MQTT broker config map file 

If it is desired to turn the MQTT broker into an MQTT bridge, it is only necessary to modify some lines in the 

mosquitto.conf section located in the mosquitto-cm.yaml file. Specifically, it is required to configure the 

following elements: 

1. The connection details to the remote MQTT broker 

2. The bridging policies 

 

3.15 Polygraph Monitoring  

3.15.1 Final Release Specifications 

Polygraph monitoring is responsible for detecting any timing deviation from the model. The only input needed 

is the XML PolyGraph model to compare the actual execution timing and the timing specified in the model. If 

a deviation is detected, redeployment regarding the application timing properties is needed. 

Polygraph monitoring is acquiring the data from MQTT and exposing the measurement with a Prometheus 

client. 

https://github.com/cognifog-eu/mqtt-broker/
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3.15.2 Deployment 

The Polygraph monitoring has to be deployed in the working clusters to access the MQTT brokers. Once the 

application starts, the messages are acquired, and the Prometheus client exposes the measurements (Figure 4). 

 

Figure 4: Measurements from Prometheus 

3.16 Smart Allocator 

3.16.1 Final Release Specifications 

The Smart Allocator combines two open-sourced components: QoS scheduler and QoS solver.   

QoS Scheduler: This is an extension of the Kubernetes scheduler that introduces an enhanced model for 
describing advanced application requirements and infrastructure capabilities. The primary improvements over 

the existing Kubernetes scheduler include: 

• Supporting simultaneous scheduling of multiple workloads (Kubernetes Pods) while considering their 

interdependencies. 

• Enabling network-aware scheduling by accounting for topology, connectivity, and resource 

availability among worker nodes. 

QoS Solver: This is a simplified solver for the QoS scheduler. It computes an application scheduling 
assignment while ensuring compliance with all quality-of-service constraints. If a solution is found, it 

guarantees that all requirements are met, although it might not represent the optimal assignment for the Pods. 

• The solver does not use a cost function to evaluate its solutions. 

• It terminates as soon as a viable solution is identified. 

• If no solution exists, the solver takes significant time to inform the scheduler of this outcome. 

Communication Interfaces 

The QoS solver APIs are designed to: 

• Receive parameters relevant to scheduling decisions.  

• Provide the resulting scheduling strategy after computation. 

The API leverages Protocol Buffers (Proto3) and comprises several key message types: 

• ComputeResources describes computing resources, including milliCPU and memory in bytes. 
Extensible to accommodate other resource types like GPU, real-time CPU, or storage. 

• The InfrastructureModel represents the infrastructure topology, including nodes, links, and paths. 

Nodes can be computed or networked with associated resources, available resources, and labels. Links 

define unidirectional network links with latency, bandwidth, and network type information. Paths 
define end-to-end paths in the network topology, with attributes derived from the constituent links. 
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• The ApplicationGroup consists of applications, channels, recommendations on where to 

run specific applications on a particular node or costs associated with running specific 

applications on a particular node. Workloads specify requested resources and placement 
constraints using forbidden and required labels. ApplicationGroup can have multiple 

applications with associated workloads and channels to define communication requirements 

between workloads. The recommendations and cost parameters are mutually exclusive and 
can not be specified simultaneously.      

• The QoSModel combines the InfrastructureModel and ApplicationModel to create a 

comprehensive QoS placement model. It includes a time limit, gap limit, and verbosity for 
solver configuration. 

• The QoSAssignment represents the result of the QoS solver. It contains workload 

assignments to compute nodes and path assignments for channels. 
• The Reply represents the response from the QoS Solver. It includes a QoSAssignment, error 

messages, a gap to the theoretical optimum, and a feasibility indicator. 

3.16.2 Deployment 

The QoS Scheduler and solver can be installed with the helm package manager on a k8s cluster. There are 

brief installation steps together with a demo application described in the Quick Start guide: 

https://gitlab.eclipse.org/eclipse-research-labs/codeco-project/scheduling-and-workload-migration-swm/qos-

scheduler/-/blob/main/Documentation/quick-start-oss.md. For the production deployment the k8s cluster must 
be set up first as a prerequisite. As other prerequisites, the helm package manager and make tool must be 

installed on top of the Unix system.  

The deployment of the QoS Scheduler and solver components is defined using the helm chart file, which is 

placed in the QoS Scheduler repository under the helm/QoS directory. The below helm commands must run 

from this directory.    

Here, we describe the content of the values.yaml file. It has a global section where you can configure the 

deployment. All parameters in the values.yaml file can either be modified by editing the yaml file or using 

the command line interface by applying the --set <parameter=value> flag. The command line flags always 

precede the values in the yaml file. 

Below, we list the available parameters: 

• qosNamespace: the namespace where the controllers will run. 

• image.repositoryPrefix: where we should get the pictures for QoSscheduler, QoSsolver 

and other internal components. 

• image.tag: the docker image tag will be used for all pictures except for the QoS solver. 

• image.pullSecrets: the chart will create image pull secrets using image.credentials. This 

enables the Kubernetes pods to get images from the docker registry of your choice. 

• image.pullPolicy: the default Kubernetes image pull policy. The Always value can be 
used during development. Otherwise, the IfNotPresent value pulls the image 

only if it hasn’t been stretched. You can override this for each subchart. 

• image.credentials: This is the login to the docker registry. It is recommended that you get a 

token with strict registry read access for the password. These credentials will be stored in the 

Kubernetes cluster using secrets; they will not be encrypted. 

Other helm sub-charts of interests: 

• The charts/network/values.yaml determines the network controllers the helm chart will 

start for you. You can add your network sections to the values file or start your network 

controllers outside the chart. 

• The templates/_helpers.tpl contains the serviceClassMap. This is how the system 

decides which network to use for your channel’s service classes. Each channel service class 



D4.4: Integration report and integrated software final version  
 

 Grant Agreement: 101092968 -30- 

 

needs to have a key in the map, and the values must be networks for which a channel operator 

exists. 

To deploy the QoS Scheduler with QoS Solver, you need to run the following commands: 

make charthelm  

install qostest --namespace=controllers-system --create-namespace tmp/helm 

If changes are made to the helm chart file, the command below will help to apply them to the running 

deployment: 

helm upgrade qostest --namespace=controllers-system tmp/helm 

To uninstall the running deployment: 

helm uninstall qostest -n controllers-system 
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4 Final Release of the Integrated System 

4.1 Quick Start Release  

D4.2 presented a limited set of COGNIFOG components deployed in the testbed to validate the proper flow 

of IoT sensing data from the far edge to the cloud. This deliverable presents an extended version of components 

that can be integrated using the Quick Start (Section 4.1.1), which acts as the main entry point for realising the 

trials. 

4.1.1 Quick Start Architecture  

Quick Start was created to guide users in integrating the COGNIFOG solution. Different users may be 

interested in specific components, as not all are utilised in every use case within the COGNIFOG project. It 

was decided to create a particular case of use for Quick Start to help everyone who wanted to use the solutions 

from all techno providers. 

The use-case of the Quick Start is focused on weather stations. Figure 5 shows a simplified view: 

 

Figure 5: Simple view of the Quick Start use case 
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From the bottom to top:  

• On the first level, in red boxes, we can find the simulated sensors for the weather stations and also 

some street cameras. In the real world, the communication between the sensors and the next level will 

mostly be wireless. Everything will be executed on a single machine to handle the Quick Start easily. 

• The second level represents the entry point in the COGNIFOG infrastructure. The “relays” acquire the 

data from the sensors, add some location metadata in the payload of the messages and send them to 

the upper level. 

• The third level corresponds to the computation level. The weather data are analysed, and objects are 

detected in the cameras’ frames. 

• The last level of the system is only the display of the information computed and acquired. 

After the simple view of the application, Figure 6 shows the view with all the software components: 

 

Figure 6: Complete view of the quick start use case 
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This schema of the Quick Start use case is useful for showing how components from the COGNIFOG kernel 

interact with each other. 

The simulation scripts can be configured to change the period of the sensors. Once the MQTT 

messages are received in the appropriate relay, the location metadata script uses the GPS coordinates 

to add the localisation (country and city) to the message payload. 

The weather aggregators are responsible for checking the weather, setting an icon, and aggregating 

all the data coming from the relays. 

Once the aggregator computes, the data are sent using MQTT and received by the weather map to 

display the current weather. 

 

Figure 7: Weather map application 

 

The heavy computation task of object detection is done using LiteRT. The camera simulation scripts send the 

images, and the inference model is the one used by Thales. The detection results are sent via MQTT and 

displayed on a map, similar to the weather map shown in Figure 7, which provides a visual representation of 

the detected objects.  
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Figure 8: Objects map application 

The icons in Figure 8 correspond to the detected objects with a higher confidence. 

 

4.1.2 Deployment Guide  

The Quick Start use case deployment is designed to be simple, with no specific hardware requirements. This 

is why Quick Start is deployed using virtual machines on a single computer. Building upon the initial Quick 
Start (without applications), Vagrant is the tool to create and manage virtualised environments. This tool will 

help the developers to standardise the environment and reproduce setups at their local infrastructure. 

The virtual environment is described in the Vagrantfile. To start the virtual machines, the user must enter the 

following command: vagrant up. 

Once the virtual machines are created, some Ansible playbooks can be configured. Some are already 

provisioned to deploy KubeEdge. 

The different COGNIFOG components will be deployed using helm charts. 

All the components and deployment files will be available in the following repository: 

https://github.com/cognifog-eu/UC-quickstart. 

 

https://github.com/cognifog-eu/UC-quickstart


D4.4: Integration report and integrated software final version  
 

 Grant Agreement: 101092968 -35- 

 

4.2 Trial Release 

4.2.1 Trial 1 (THALES) 

4.2.1.1 Data Flow 

In our demonstrator on coordinated crisis management in urban areas (described in D5.1), we have identified 

and selected a set of subsystems from the COGNIFOG environment that are particularly relevant to the 

scenario under consideration. Specifically, we leverage a network of IoT sensors to send data to Edge-based 

applications periodically. These applications are designed to detect anomalies that require attention, such as 

water levels exceeding predefined thresholds. 

This data undergoes pre-processing and analysis at the Edge level using applications managed/provisioned 

using COGNIFOG. Ensuring the reliability and security of this layer is crucial to prevent misbehaviour or 

configuration issues that could compromise system performance. To support efficient deployment and 

management of these Edge-based applications, we utilise container-based orchestration platforms such as K3S 

and KubeEdge. These platforms streamline the application lifecycle—from deployment to ongoing 

management—across the continuum. 

Our approach includes dynamically reallocating resources using tools like the SIEMENS Smart Allocator to 

adapt to fluctuating workload demands. Additionally, we facilitate seamless over-the-air updates to ensure 

applications remain up-to-date and operate at peak performance. Once the data is processed at the Edge, it is 

forwarded to the cloud for visualisation and storage, depending on the specific requirements of the deployed 

applications. 

Monitoring forms the core of the COGNIFOG framework features, encompassing infrastructure and 

applications. At the Cloud level, tracking data collected from Edge nodes—such as CPU and RAM usage and 

latency metrics —is utilised by the ‘Smart Allocator’ for intelligent workload placement. This process is 

supported by integrating the container orchestration system (e.g., Kubernetes) with the SIEMENS Smart 

Allocator, enabling advanced capabilities for resource optimisation and system scalability. 

Our demonstrator highlights a comprehensive and coordinated workflow that integrates IoT sensors, Edge 

processing, cloud systems, and advanced orchestration to improve crisis management in urban environments. 

We ensure optimal performance, resource utilisation, and adaptability to dynamic operational demands by 

utilising secure and efficient tools and systems. Below, we outline the key components of this demonstrator 

and their respective roles: 

• IoT Sensors: Collect and transmit data to Edge-based applications (using MQTT). 

• Edge Gateway: Manages the reception and initial processing of IoT data at the Edge level. 

• ARCA OS (CYSEC): A secure operating system integrated into the Edge environment. 

• Prometheus/Thanos (ATOS): Monitors the resources of the Edge infrastructure. The collected data 

is later utilised by the smart allocator (SIEMENS). 

• Smart Allocator (SIEMENS): Optimizes application placement at the Edge by analysing resource 

data from Prometheus/Thanos. 

• Polygraph (CEA): Tracks the health and performance of applications running on Edge nodes. 

• KENTYOU Hub (KENTYOU): Processes data from IoT devices at the Edge level. 

• KENTYOU Eye/COGNIFOG (eBOS): Dashboard: Provides intuitive data visualisation for 

decision-making and situational awareness. 

4.2.1.2 Deployment View 

In Figure 9, we depict an overview of the deployment we are targeting for our demonstrator. As reported in 

the previous section, the IoT nodes are responsible for sending monitored data to applications running at the 
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Edge. These applications are provisioned efficiently using a set of mechanisms designed to optimize resource 

usage and performance. 

  

 

Figure 9: THALES trial architecture overview 

Technically, we will use microcontroller- and microprocessor-powered boards, such as Arduino and Raspberry 

Pi, equipped with various sensors (e.g., gyroscope, magnetometer, accelerometer) to emulate the IoT level. At 

the Edge level, we will deploy NXP LX2160ARDB cards featuring 16 Cortex A72 cores and 32GB of RAM, 
as well as Raspberry Pi boards running ARCA OS. Additionally, we are exploring the integration of a physical 

and distributed cluster of server-class machines to enhance computational capabilities. To configure our testing 

environment, we will leverage Proxmox PVE and Terraform, employing Infrastructure-as-Code (IaC) 
methodologies with Ansible for automation (as done in Quick Start). This IaC approach is crucial for enabling 

the replication and redeployment of our scenario across different environments. 

For the applications and management components of the COGNIFOG framework, we will provision all 

workloads using K3S or KubeEdge. This strategy facilitates the portability of applications at the Edge, ensuring 

consistent deployment practices and effective isolation between different workloads. By leveraging these 

technologies, we aim to create a robust and adaptable system capable of meeting diverse operational demands. 

 

4.2.2 Trial 2 (TMA) 

4.2.2.1 Data Flow 

In Trial 2 (“E-health services in the Edge-Cloud continuum” by TMA), the goal is to securely gather and 
process health-related data from remote worksites. This data comes primarily from two sources: wearable IoT 

devices worn by the personnel at construction sites and portable telemedicine suitcases (physically in the same 

location as the Edge server), which include advanced health diagnostic tools. The system architecture ensures 
that these data streams are efficiently handled at the Edge, reducing reliance on uninterrupted connectivity to 

the cloud and offsetting privacy concerns. 

Wearable IoT devices (smartwatches) continuously collect vital signs like heart rate, oxygen saturation, and 

physical activity. They connect via WiFi—provided by the IoT Edge Gateways—and send data to them using 
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the MQTT protocol. The Edge Gateways also run custom software that pre-processes these messages and 

automatically generates alerts if anomalies, such as a critical drop in a health metric, are detected. 

Alongside the wearables, the Telemedicine Suitcase operates as a compact, portable station containing sensors 

for ECG, blood pressure, glucose monitoring, and a video-conferencing module for real-time medical 
consultations. This Suitcase transmits its measurements through Ethernet or Wi-Fi to the Edge servers. When 

network conditions permit, it can stream data and teleconsultation sessions directly to remote medical staff, 

but if connectivity is intermittent, local buffering at the Edge layer ensures no loss of critical information. 

At the Edge level, an Edge Server running ARCA Trusted OS x86 consolidates incoming data flows from the 
IoT Edge Gateways and the Telemedicine Suitcase. Services running on the Edge Server and on the Edge 

Gateways are orchestrated by a Kubernetes distribution such as K3S. The edge servers also run the Monitoring 

Agent to capture energy consumption metrics. 

Each Raspberry Pi running the IoT Edge Gateway service exports connection statistics—how many 

smartwatches are currently connected and their QoS—to the Monitoring Manager. This data might also include 

CPU utilisation and network usage on each Pi for a more complete picture. 

The Smart Allocator (QoS Scheduler) can ingest these metrics and apply placement rules. For example, if a 

Pi’s connection count is below a certain threshold, the Smart Allocator might unschedule (deprovision) the 

IoT Edge Gateway container on that Pi so it can be powered down, repurposed, or relocated. 

Because the Monitoring Service tracks utilisation and connection density, underutilised or overutilised devices 
can trigger alerts on the COGNIFOG Dashboard. A technician can then physically relocate underutilised Pi 

devices to areas of higher demand or scale down hardware if it’s no longer needed. Once those devices come 

back online in a new location, the allocator can again provision the IoT Edge Gateway workload where it will 

be most effective. 

The metadata of the health measurement activity (not the health data itself, however) from the IoT devices and 
suitcases travels to the cloud layer, where the KENTYOU Data Hub ingests and structures it for advanced rule-

based alerting or AI-driven insights. The COGNIFOG Dashboard provides a centralised interface for 

administrators to visualise both Edge and Cloud-level operations while the Orchestrator Scheduler and 

Orchestrator Agent manage the lifecycle of applications across the Edge-Cloud continuum. 

4.2.2.2 Deployment View 

The deployment environment for Trial 2 aims to replicate a real-world edge-to-cloud architecture using a 

combination of virtualised and physical nodes. Initially, multiple nodes will be emulated as Virtual Machines 

using Vagrant (based on the COGNIFOG Quick Start), representing Raspberry Pi devices and Edge Servers. 

This setup allows for rapid prototyping, testing, and iteration before migrating to actual hardware. Once the 

orchestration, connectivity, and data flows have been validated in the emulated environment, the final 

deployment will move to physical Raspberry Pi boards at the far edge, alongside additional on-site Edge and 

Cloud servers. 

The software that will run on the edge gateways and facilitate the edge pre-processing (receiving MQTT 

messages from smartwatches, filtering, and generating health alerts) has already been developed in the 

repository https://github.com/cognifog-eu/UC2-iot-edge-gw-preprocessor. This repository also includes an 

emulator, emulating smartwatches and telemedicine suitcases, which will be useful to validate high load-

specific KPIs. 

The infrastructure for this project will utilize the following hardware: 

2x Dell PowerEdge R550 

• Manufacturer: Dell Inc. 

• Model: PowerEdge R550 

• CPU: 12 CPUs x Intel(R) Xeon(R) Silver 4310 @ 2.10GHz 



D4.4: Integration report and integrated software final version  
 

 Grant Agreement: 101092968 -38- 

 

• Memory: 127.46 GB 

• Storage: 4TB 

2x Dell OptiFlex 7010 

• Manufacturer: Dell Inc. 

• Model: OptiFlex 7010 

• CPU: 13th Gen Intel(R) Core(TM) i5-13500T @ 1.60 GHz 

• Memory: 16 GB 

• Storage: 512GB 

2x Mac Mini 

• Manufacturer: Apple Inc. 

• Model: A2686 

• CPU: M2 8 Core @ 3.49 GHz 

• Memory: 16 GB 

• Storage: 1TB 

  

Figure 10 presents the general deployment view for Trial 2. The distinct layers are highlighted:  Management, 

Cloud (a working cluster), Edge, and Far Edge.  

The Management Cluster, which includes the Dashboard, Monitoring Manager, KENTYOU Data Hub, and 

Orchestrator Scheduler/Agent, provides global control, observability, and workload scheduling.  

The Cloud portion of the Working Cluster hosts the Smart Allocator (QoS Scheduler) and other container 

orchestration components. At the same time, the Edge layer runs telemedicine software (e-Pokratis) on ARCA 

Trusted OS x86. At this layer, the telemedicine suitcases communicate with the edge server. 

Finally, Raspberry Pi devices at the Far Edge collect and filter data from wearable IoT devices.  
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Figure 10: TMA trial architecture overview 

4.2.3 Trial 3 (LMS) 

4.2.3.1 Data Flow 

During the Trial execution, there are two parallel streams of data flows: 

• The first data flow is related to the execution of a Smart Manufacturing task, such as moving a part 

from location A to location B. In this data flow, the IoT sensors, the camera and the robot controller 

must all be coordinated live to execute the task. This task may need some supporting tasks to be 

executed, depending on the ROS application implementation (e.g. image data must be processed for 

object detection, robot navigation must be triggered, sub-tasks scheduling must be calculated, etc.). 

Thus, during this data flow, the data received from the IoT level is first processed on the edge. The 

allocation of workload to the k8s nodes is the main task during this workflow. The monitoring agent, 

the Orchestrator Scheduler and the Smart Allocator must be coordinated from COGNIFOG (Quick 

Start) in order to decide which task should be executed in each k8s cluster node. 
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• The second data flow refers to the Smart Manufacturing case data visualisation, where data received 

from the edge level (related to cameras, robot utilisation, etc.) should be published through the MQTT 

Broker to KENT Data Hub. After that, the KENT UI tabs will show some vital info regarding the 

current Smart Manufacturing infrastructure. Moreover, the KENT AI can be utilised for data analysis. 

In Figure 11, an example of the data flow is presented. The IoT devices send data to the edge layer, where the 

ROS application nodes are in charge of pre-processing the data. After that, the task that needs to be executed 

is coordinated by the COGNIFOG’s orchestrator, while it has information about the current infrastructure 

status from polygraph. Moreover, data can be published simultaneously to KENT Data Hub to be visualised 

in KENT Eye and COGNIFOG Dashboard. In a later stage, the COGNIFOG stack will be fully explored, 

addressing more data flows on more complex occasions. 

  

 

Figure 11: Smart Manufacturing case example data flow visualisation 

4.2.3.2 Deployment View 

The deployment of Trial 3 required the ROS nodes to be deployed as docker images. Due to the trial 

complexity, the node's efficient distributed architecture is currently being researched. However, the first 
deployment of the ROS nodes as docker images has been implemented, as shown in Figure 12. There are nodes 

related to the IoT devices in charge of receiving the data (camera, sensors) and executing robotic tasks (robotic 

arm, robot gripper). Moreover, there are nodes related to robotic applications (object detection, navigation, 

etc.) and nodes for robotic tasks, such as sequence coordination and execution. In this infrastructure, extra 
nodes, such as the MQTT Broker, will be implemented to reach the KENT Data Hub or utilise the CI/CD 

pipeline. This setup is deployed on k8s using Quick Start first, validating the proper operation of the distributed 

ROS nodes architecture, and at a later stage, the complete COGNIFOG solution will be deployed. The testing 
infrastructure includes the Trial 3 k8s nodes, which are the ones which will carry out the workload, and the 

COGNIFOG assets k8s, located either in different clusters or inside Quick Start. Regarding the Trial K8s 

infrastructure, as already mentioned, the distributed approach was followed in the research topic. Nevertheless, 

the current k8s clusters with the support of Quick Start is presented in Figure 13. 
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Figure 12: Smart manufacturing case ROS nodes deployment view 

 

Figure 13: Smart manufacturing case deployment view of k8s clusters and COGNIFOG assets in testing clusters 
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5 Readiness Levels  

To evaluate the development of the different components of the architecture and, moreover, the progress in 

their integration, the COGNIFOG project follows a metric-based approach. This methodology presented below 

will enable to follow progress and evaluate the readiness of the components and the system as a whole. 

5.1 System Readiness Level methodology 

The methodology used by the COGNIFOG project evaluates the readiness of components individually and 

how they interact. Different metrics will be used for these assessments.  

5.1.1 Individual component evaluation 

The COGNIFOG project will follow the Technology Readiness Level (TRL) approach to evaluate the 

readiness of each component of the architecture.  

The project uses the TRL scale as defined by Horizon Europe in the general annexes.  

Table 5: Technology Readiness Levels 

TRL Definition 

1 Basic principles observed 

2 Technology concept formulated 

3 Experimental proof of concept 

4 Technology validated in a lab. 

5 
Technology validated in a relevant environment (industrially relevant environment in the case 
of key enabling technologies) 

6 
Technology demonstrated in a relevant environment (industrially relevant environment in the 

case of key enabling technologies) 

7 System prototype demonstration in an operational environment 

8 System complete and qualified 

9 
Actual system is proven in an operational environment (competitive manufacturing in the case 

of key enabling technologies or in space) 

 

To evaluate the components' TRL, the main responsible partner will provide a self-assessment. This self-

assessment will be done following the guidelines of the “TRL self-assessment tool” defined by the 

BRIDGE2HE project.8. 

The project partners will collectively proceed to a peer review of the TRL self-assessment (under the 

coordination of the Project Innovation Manager) to ensure the coherence of the different self-assessments 

across the partners and project activities.  

 

 
8 Guiding notes to use the TRL self-assessment tool, BRIDGE2HE project, available online: 

https://horizoneuropencpportal.eu/sites/default/files/2022-12/trl-assessment-tool-guide-final.pdf  

https://horizoneuropencpportal.eu/sites/default/files/2022-12/trl-assessment-tool-guide-final.pdf
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5.1.2 Integration evaluation 

Despite the utility and value of the TRL as a metric for determining technology maturity before transitioning 

into a system, TRLs were not intended to address systems integration nor to indicate that the technology will 

result in the successful development of a system. Thus, to evaluate how these different components are 

integrated into the COGNIFOG project, we used the Integration Readiness Level (IRL) and System Readiness 

Level (SRL) approach. While TRL indicate component maturity, IRL9 indicates the maturity of interactions 

between components, and SRL provides an indication of the maturity of the whole system. 

 

Figure 14: Relation between TRL, IRL and SRL 

The following table presents the scale of the Integration Readiness Levels used to measure the 1-1 integration 

of each platform component.  

Table 6: Integration Readiness Levels 

Integration Readiness Levels 

0 

Identification 

No integration needed 

1 An interface (i.e., physical connection) between technologies has been 

identified with sufficient detail to characterise the relationship. 

2 

Specification 

There is some level of specificity to characterise the interaction (i.e., ability to 
influence) between technologies through their interface. 

3 There is compatibility (i.e., common language) between technologies to 

integrate and interact in an orderly and efficient way. 

4 There is sufficient detail in the quality and assurance of technology integration. 

5 

Technical 

Integration and 

prototypes 

There is sufficient control between technologies necessary to establish, 

manage, and terminate the integration. 

6 The integrating technologies can accept, translate, and structure information 
for its intended application. 

7 The integration of technologies has been verified and validated with sufficient 

detail to be actionable. 

8 

Operational 
Validation 

Actual integration was completed, and the mission was qualified through 

testing and demonstration in the system environment. 

9 
Integration is Mission Proven through successful mission operations. 

 
9 Sauser, Brian & Verma, Dinesh & Ramirez-Marquez, Jose & Gove, Ryan. (0002). From TRL to SRL: The concept of systems readiness levels. Conference on Systems 

Engineering Research 
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The integration Readiness Levels between the different components will be evaluated through a coordinated 

self-assessment process. Each component's owner will provide a self-assessment of its component integration 

level relative to the other architecture components. Differences in evaluations of integration levels between 

two components will be reconciled and homogenised through a concertation process.  

This evaluation will be done regularly throughout the project to evaluate progress in integration.  

5.1.3 System Readiness Levels 

To evaluate the overall readiness of the integrated system, COGNIFOG will use the SRL metric.  

SRL is calculated from TRL and IRL. The steps are the following: 

● TRL and IRL matrix normalisation (all values are divided by 9) 

● Matrix product of the IRL matrix by the TRL vector 

● Division of each value of each vector value by the link number of the component plus one (it is 

considered that the component has a link with itself). 

● Sum of the values of the resulting vector 

● Division of the resulting value by the number of components in the system. 

● Assessment of the SRL level by comparing the value obtained at the limit of each level. 

As such, SRL can also be presented through the following formula: 

 

The following table presents the SRL scale.  

Table 7: System Readiness Levels 

SRL Name Definition 
Value 

Min 

Value 

Max 

1 
Concept 
Refinement 

Refine the initial concept. Develop a system/technology 
development strategy 

0,1 0,39 

2 
Technology 

Development 

Reduce technology risk and determine the appropriate set of 

technologies to integrate into a complete system 
0,4 0,59 

3 

System 

Development 
and 

Demonstration 

Develop a system or increment of capability; reduce 

integration and manufacturing risk; ensure operational 
supportability; reduce logistics footprint; implement human 

systems integration; design for producibility; ensure 

affordability and protection of critical program information; 
and demonstrate system integration, interoperability, safety, 

and utility 

0,6 0,79 

4 
Production and 

Development 
Achieve operational capability that satisfies mission needs 0,8 0,89 

5 
Operations and 
Support 

Execute a support program that meets operational support 

performance requirements and sustains the system in the 

most cost-effective manor over its life cycle 

0,9 1 
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5.2 Assessment of readiness of the component and platform  

The following section presents the evolutions of the readiness assessment of the different components over the 

course of the project.  

5.2.1 Evaluation of Technology Readiness Levels 

The following table presents the evaluation of the initial technology level of the different components of the 

COGNIFOG platform and their status at Months 1, 12, 18 and 24.  

Table 8: Evaluation of TRL of COGNIFOG components 

Partners Asset 
Initial 

TRL 

TRL 

M12 

TRL 

M18 

TRL 

M24 

I2CAT Network Edge Gateway 2 3 4 4 

I2CAT MQTT Broker 9 9 9 9 

I2CAT Network Slice Manager 4 4 4 4 

I2CAT Network RAN Controler 4 4 4 4 

CYSEC ARCA Trusted OS x86 9 9 9 9 

CYSEC ARCA Trusted OS Embedded 5 5 7 7 

CYSEC ARCA KMS Container 5 5 7 7 

ATOS Monitoring Manager 4 4 5 5 

ATOS Monitoring Agents (Performance, Green...) 3 3 5 5 

ATOS Continuum Orchestrator Scheduler 3 3 4 4 

ATOS Continuum Orchestrator Agent 3 3 4 4 

ATOS Policy Manager 3 3 3 3 

ATOS Policy Agent 3 3 3 3 

CEA Polygraph Modelling 3 3 4 4 

CEA Polygraph Monitoring 3 4 4 5 

SIEMENS Smart Allocator 1 3 3 5 

KENT KENTYOU Data Hub 4 5 5 6 

KENT KENTYOU Eye 3 4 4 5 
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EBOS Comprehensive Cognifog Dashboard 4 4 4 4 

KENT KENTYOU AI 3 4 4 5 

KENT KENTYOU UI 3 4 5 5 

 

5.2.2 Evaluation of Integration and System Readiness Levels 

The following matrixes present the evaluation of the integration readiness levels of the different components 

in its initial perspective and at Project Month 24. It focuses only on relevant components in terms of integration 

(i.e., that require the set-up of actual interoperability beyond a simple, unique importation of data from one 

component to another).  

 

Figure 15: Initial Integration Readiness Level of COGNIFOG platform components 

The comparison between the two matrixes allows us to measure the progress in terms of integration between 

the components. Some connections initially thought to be necessary have been removed, while others have 

been added. A level of uncertainty remains regarding some of the potential interactions, but others are starting 

to be well-defined and documented, and integration work has already achieved high levels of integration on 

several components. 
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Figure 16: Integration Readiness Level of COGNIFOG platform components at Month 24 

Following the System Readiness Level methodology, we calculated an initial SRL of 0.15 for the COGNIFOG 

platform at the beginning of the project. At Month 12 the SRL had reached 0.20, and at Month 18 the SRL 

reached 0.29. At Month 24, the SRL reaches 0,35. This shows, according to the SRL scale that the step of 

concept refinement is finishing, and the project is entering the Technology Development phase.  

 

Figure 17: Evaluation of COGNIFOG platform System Readiness Level at project start and M24 
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6 Conclusion  

The work described in D4.4 showcases the progress achieved in establishing the final release of the 

COGNIFOG integrated software platform. This platform will ensure the success of the three trials and facilitate 

their testing and evaluation of KPIs. Through the work carried out in Task 4.2 

A key achievement of this deliverable is not only the final release of the COGNIFOG platform but also the 

creation of the Quick Start guide, demonstrating a use case where all different components are used. This guide 

was created in order to help users understand how the different COGNIFOG components can be used and/or 

combined. This guide enabled the realisation of the three trials, for which their data flow and deployment is 

presented in this deliverable.  

As we move forward, the integration activities will continue in the context of WP5. The finalisation of the 

integration will enable the testing and evaluation of the trials’ KPIs. 

In conclusion, the final release of the integrated software detailed in the deliverable has laid the groundwork 

for successfully realising the trials. The secure, scalable, and efficient COGNIFOG platform, which spans 

within the IoT-edge-fog-cloud continuum, sets the foundations for the successful achievement of all the 

project's technical and key performance goals. 
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Annex  

COGNIFOG components and final release uploaded on GitHub organisation of the project found in the 

following link https://github.com/cognifog-eu. 

Component Name Partner 
Part of the 

first release 
GitHub repository 

Comprehensive COGNIFOG 

Dashboard 
eBOS Yes 

https://github.com/cognifog-

eu/comprehensive-dashboard  

MQTT Broker i2CAT Yes https://github.com/cognifog-eu/mqtt-broker  

ARCA Trusted OS x86 CYSEC Yes Source code managed by CYSEC due to IPR 

ARCA Trusted OS 

Embedded 
CYSEC Yes Source code managed by CYSEC due to IPR 

ARCA KMS Container(x86) 
/ Service(embedded) 

CYSEC Yes Source code managed by CYSEC due to IPR 

Continuum Orchestrator 

Scheduler 
ATOS Yes 

https://github.com/cognifog-

eu/orchestrator-scheduler   

Continuum Orchestrator 

Agent 
ATOS Yes 

https://github.com/cognifog-

eu/orchestrator-agent  

Policy Manager ATOS No -  

Policy Agent ATOS No -  

Monitoring Manager ATOS Yes 
https://github.com/cognifog-eu/monitoring-

manager   

Monitoring Agent ATOS Yes 
https://github.com/cognifog-eu/monitoring-
agent   

Slice Manager i2CAT No -  

RAN Controller i2CAT No -  

Smart allocator Siemens Yes 

https://github.com/cognifog-eu/qos-solver  

https://github.com/cognifog-eu/qos-
scheduler   

Polygraph Modelling CEA Yes Source code managed by CEA due to IPR 

Polygraph Monitoring CEA Yes 
https://github.com/cognifog-eu/cea-

polygraph-monitoring  

KENTYOU Data Hub KENTYOU Yes 
https://github.com/cognifog-
eu/KENTYOU-datahub  

KENTYOU Eye (AI & UI) KENTYOU Yes 
Source code managed by KENTYOU due to 

IPR 

IoT Edge Gateway I2CAT Yes https://github.com/cognifog-eu/iot-edge-gw  
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