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1. Introduction 

 

For major European cooperative research ventures, addressing and responding to challenges and risks is a 

part of fulfilling an accountability commitment, and is essential to realizing European added value and impact 

and to ensuring sustainability. Risk management (RM) and quality assurance (QA) frameworks are the pillars 

of an effective governance system and, hence, are key to ensuring that the projects stay on track and achieve 

results that are fully compliant with the European Commission's Grant Agreement. Within the ‘Horizon 

Europe’ framework, the COGNIFOG[1] project (AI-empowered Edge Cloud Continuum for self-awareness in 

cognitive computing environments) has developed, and is implementing, a well-structured and fully 

operational approach to quality assurance and to risk management that is, and will continue to be, a 

reference for other project consortia. 

 

The objective of COGNIFOG is to construct a modular and cognitive fog computing framework that integrates 

the Internet of Things (IoT) with edge and cloud architectures, thereby facilitating distributed and intelligent 

as well as secure computing environments. Given the technological intricacies and the need for 

multidisciplinary cooperation, the timely establishment of robust RM and QA frameworks and processes with 

the project lifecycle was a necessity. This white paper describes the risk and quality governance frameworks 

developed and utilized in COGNIFOG and aims to inform and share best practices with other similar European 

projects. 



P a g e  | 3   

2. The Purpose of Quality Assurance in European Projects 

Within the context of the European R&I projects, the concept of quality goes beyond the scientific and 

technical excellence of the results delivered. It also includes the completeness, coherence and dependability 

of each and every output of the project, including the reports, the software, the communications, and the 

management. For COGNIFOG, quality refers to the project’s achievement of outcomes that are results of 

compliance with the Grant Agreement, the objectives of the work package, satisfactory and timely delivery, 

and, as far as practicable, scientific quality and traceability. 

The COGNIFOG Quality Plan states that quality is the ability to: 

 

Figure 1: Quality Plan objectives 

The COGNIFOG Quality Plan is founded on the triad of interdependent functions, namely Quality Assurance 

(QA), Quality Control (QC), and Quality Improvement (QI). QA is the management function that establishes 

the scope and the procedures applicable to all the members of the consortium. QC is concerned with ensuring 

that the outputs are what they ought to be, and that they have measurable value according to specific 

criteria, and through peer assessment. QI is the function that is concerned with the incorporation and 

implementation of changes to processes and/or outcomes based on the evaluations and reviews that are 

carried out. Together, these three elements of the system form a perpetual cycle of improvement, the Plan–

Do–Check–Act (PDCA) cycle, that is the basis of the system to ensure that quality is measured, managed and 

improved during the life cycle of the project. 

Table 1: Functions and their purpose 

Function Purpose 

Quality Assurance (QA) Establish procedures, tools, and standards to maintain consistency and 
compliance across all outputs 

Quality Control (QC) Evaluate deliverables against defined criteria using measurable metrics 
and review cycles 

Quality Improvement (QI) Apply corrective actions and peer feedback to continuously refine 
project processes and outputs 

Quality

Align all outputs with 
project objectives and 

GA commitments.

Deliver results on 
schedule and within 

scope.

Maintain clarity, 
readability, and 

traceability across all 
reports and software.

Ensure contributions 
from all partners are 

verifiable and 
scientifically sound.
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3.  Quality Processes and Tools 

3.1. Documented Procedures and Peer Reviews 

 

A methodical, structured process for examining and verifying every deliverable is described in the COGNIFOG 

Quality Plan. Every document or software output goes through a multi-stage review process and adheres to 

a predetermined timeline. In order to guarantee content consistency and progress alignment, authors first 

create draft versions at the 50% and 80% completion stages, which are then examined by the Quality 

Manager and pertinent Work Package Leaders. Each deliverable is assessed by two independent peer 

reviewers prior to final submission; these reviewers are usually experts from various partner organizations. 

Both scientific soundness and cross-validation across technical, managerial, and dissemination dimensions 

are guaranteed by this double-review process. 

 

Figure 2: Report QA Process 

 

3.2. Templates and Repository 

 

Standardized templates and a shared document repository are important components of quality control. 

TalkSpirit, a secure collaboration platform, is used by COGNIFOG to organize and store all documents 

according to work packages. This strategy maintains data integrity and version control while guaranteeing 

that all partners have access to the most recent iterations of project materials. Deliverables, agendas, 

presentations, and meeting minutes all require templates that are intended to encourage uniformity, 

openness, and readability throughout all project outputs. 
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Figure 3: COGNIFOG Project repository 

3.3. Quality Criteria 

Deliverables are assessed based on predetermined quality standards that encompass four primary domains: 

content accuracy, readability, structure, and template adherence. Additional criteria, such as functionality, 

acceptance testing, consistency with the project's architecture, and alignment with user requirements, are 

evaluated for technical or software-oriented deliverables. This method guarantees that technical 

advancements and documentation meet the high standards required for Horizon Europe projects. 

 

The following criteria are used to evaluate deliverables:  

• Content accuracy and methodology;  

• Readability and structure;  

• Compliance with templates and GA requirements;  

• Relevance and value to stakeholders 

Table 2: Quality Criteria 

Quality Criteria 

Quality of Content 

Main objective of the deliverable is addressed and achieved. 

References are made, are appropriate and properly cited. 

Methodology is appropriately justified. 

Results are useful and valuable to the project and comply to GA. 

Conclusions are justified. 

No Plagiarism. 

There is reference to related work (inputs from other WPs and tasks) and 

there is a clear added value of the task work to the task’s objective 

No syntax or grammatical mistakes. 
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Readability 
The document is easy to read  

Appropriate and common-used fonts are used and as per templates. 

Structure 

 

Easy to visualise where key points are addressed. 

Easy to identify WP Tasks as described in  DoA. 

The document structure is logical and appropriate. There is an Executive 

Summary and Conclusions sections which contain the relevant discussion. 

 Follow the Template 

 

Template has been applied properly. 

Figures, graphics, statistic and screenshots are clearly readable. 

Document length is less than 100 pages. There might be an exception in 

cases where many figures are included in the document or the subject 

needs further elaboration 

Annexes are clear, relevant and of appropriate length 

Definition of terms/ use of Glossary 

 

For software components, additional criteria include test validation, functional prototypes, and integration 

within the defined edge–cloud continuum architecture. 
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4. Risk Management Framework 

 

The entire project lifecycle is covered by COGNIFOG's dynamic and proactive approach to risk management. 

To guarantee early detection and reaction to new risks, it incorporates routine monitoring, communication, 

and mitigation planning. 

 

4.1. Risk Management Plan 

In COGNIFOG, risk management is viewed as a dynamic, proactive process integrated into the project's 

management structure rather than as a static compliance exercise. The process for locating, evaluating, and 

reducing risks that might have an impact on project performance is outlined in the Risk Management Plan 

(RMP). Risks can originate from a variety of technical, organizational, ethical, or external domains, and 

minimizing their effects requires early detection. 

 

Figure 4: Risk analysis 

 

The Risk Management Plan (RMP) defines how risks are:  

• Identified, categorized, and recorded in a Risk Registry. 

• Evaluated for impact and probability. 

• Assigned to particular risk owners in charge of monitoring and mitigation. 

Based on their likelihood and potential impact on project outcomes, risks are evaluated at management 

and technical meetings and categorized as low, moderate, high, or extreme. 

4.2. Mitigation and Contingency Actions 

Every risk gets registered in a Risk Registry, which is a live document and keeps getting updated throughout 

the project. The registry records the description of the risk, its effects, likelihood and the actions to be taken 

to mitigate and to cope. Every risk also has a risk owner who monitors the indicators and implements 
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countermeasures when necessary. People will be held accountable. If someone drops the ball, then the 

problem gets dealt with at the right level. 

Each risk includes. 

• Preventive (mitigation) measures to reduce probability or impact 

• If the risk materialises, contingency plans will be activated. 

Examples include reallocation of resources, schedule adjustments, or technical redesigns. 

 

Figure 5: Risk registry 

4.3. Communication and Governance 

The consortium COGNIFOG categorizes risks according to their severity and likelihood by means of colour-

coded matrix low, moderate, high and extreme. This visual tool allows for prioritization of attention and 

resources on impactful risks. The consortium prefers taking preventive actions like changing workflows or 

changing responsibilities rather than taking contingency measures.   Effective risk management needs clear 

governance and communication. 

Table 3:  Roles and responsibilities 

Roles Partner Contact Person Contact Email 

Project Coordinator CEA Selma Azaiez  selma.azaiez@cea.fr 

Quality Manager eBOS 

Sozos 

Karageorgiou, 

Kyriaki Psara 

sozosk@ebos.com.cy  

Work Package Leaders Each WP Leader is identified in GA 

mailto:sozosk@ebos.com.cy


P a g e  | 9   

Technical Manager CEA  Selma Azaiez  selma.azaiez@cea.fr  

Ethics Manager CEA  Selma Azaiez  selma.azaiez@cea.fr  

Exploitation Managers INTRA 

 Giannis Kaldis 

 Konstantinos 

Chisiridis 

 giannis.kaldis@netcompany-

intrasoft.com 

 konstantinos.chisiridis@netcompany-

intrasoft.com  

Innovation manager CYSEC  Emna Amri  emna.amri@cysec.com  

Deliverable Owner Each deliverable owner is identified in the GA 

Peer Reviewers The peer reviewers per deliverable are identified in Annex I 

 

This multi-layered approach guarantees that all consortium members share responsibility for risk 

awareness and control. 

 

mailto:selma.azaiez@cea.fr
mailto:selma.azaiez@cea.fr
mailto:giannis.kaldis@netcompany-intrasoft.com
mailto:giannis.kaldis@netcompany-intrasoft.com
mailto:konstantinos.chisiridis@netcompany-intrasoft.com
mailto:konstantinos.chisiridis@netcompany-intrasoft.com
mailto:emna.amri@cysec.com


P a g e  | 10   

5. Lessons Learned and Best Practices 

An important COGNIFOG lesson is that adequate governance structure and clear communication throughout 

the project are key to successful quality and risk management. Task 7.2 is the unit responsible for taking QA 

and RM & this unit is headed by eBOS Technologies. The Project Coordinator (CEA) and the Technical 

Manager are both directly involved in the work being carried out in this unit. This integration guarantees that 

all project activities — from design and development to validation and dissemination — refer to quality and 

risk management, rather than this being an isolated function.  

Regular meetings, shared reporting templates, and open documentation ensure effective communication. 

As part of the standing agenda, project management meetings will also be updated on risk/quality issues, 

allowing them to be addressed quickly and enabling potential fixes to be implemented on time. The Risk 

Prevention and Mitigation Team comprising the key technical, legal and operational partners has been set 

up to monitor the situation closely and suggest modifications as and when a new risk is identified. By allowing 

others to see your work-in-progress, you can improve together.  

 

European research projects may refer to the following best practices based on the COGNIFOG framework. 

• Establish early definition of quality and risk processes, review cycles, ownership and timelines 

during project first months. 

• Use structured template and repository to standardize both communication and deliverable. 

• All outputs undergo double peer review to harmonize scientific and operational viewpoints.  

• Ensure your risk register is updated regularly, each and every project meeting. 

• Incorporate QA, Risk and Ethics in Assessments QA checks also look at whether you meet 

compliance for data protection, ethics and open science.Encourage transparency and 

accountability — shared understanding of roles prevents bottlenecks and duplication. 

• Adopt continuous improvement, treat QA not as bureaucracy but as a living process that evolves 

with project progress. 
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6.  Best Practices and Recommendations 

 

There are several best practices that COGNIFOG showed which may benefit future Horizon Europe or similar 

research projects. It is recommended that definition and agreement on quality and risk management 

procedures occur early in the project lifecycle, ideally within the first three months. This guarantees that 

everyone is on the same page regarding what is expected. All in all, second, the standardised use of 

templates, scoring sheets, and repositories lends to uniform documentation and reduces confusion. For the 

third point, we will do double peer reviews for all deliverables. It will provide evaluation with scientific rigour 

and operational oversight. 

It is also important to ensure that the risk register is always up to date. Frequent updates help in capturing 

any new threat and being a newer strategy. Moreover, one must not look at QA and RM as an administrative 

tool but as a powerful tool for success. In the QA process, it is necessary to remain compliant with the ethical, 

legal and security issues of the the data in Europe.  To wrap it all up, we must ensure transparency and 

traceability at every stage, every document, each modification and every decision must be logged and 

accessible through the collaborative tools of the project. 
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7. Conclusion 

The structure of COGNIFOG Quality Assurance and Risk Management framework enhances reliability and 
drive innovations within the complex European projects.  Due to quality controls and risk management, the 
consortium established a governance model which ensures accountability, compliance, and continuous 
improvement. 

This model is not only for COGNIFOG project but can also be a transferable model and best practise for other 
Horizon Europe projects and collaborative research. It shows how to clearly define quality objectives, 
integrate QA and RM into daily operations, and establish a mindset of sharing and transparency. In a time 
when the partners and objectives of European research projects are becoming more varied and more 
ambitious, such frameworks will not only be useful but essential. 
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