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Executive summary

This deliverable is a successive report of the testing activities reported in D4.5 — Lab testing and optimisation
report, initial version. It outlines the testing strategy implemented across the COGNIFOG platform. Unit
testing of individual COGNIFOG components constituting the COGNIFOG platform, combined with
integration testing for the COGNIFOG components interacting as a unified group, is reported.

This report is organised in the following four sections:

Unit Testing of COGNIFOG components.

Integration Testing for the COGNIFOG platform.

Testing of the COGNIFOG platform as adapted by trials.

System-, Integration- and Technology Readiness Levels depicting the progress and maturity of
components.

In this deliverable, a few integration tests from the initial report that could not be implemented are now
reported for completeness. Any testing description of individual or interacting components that is unaltered
from the previous report of D4.5 is highlighted respectively in this deliverable to restrain duplication.
Additionally, some of the unit and integration testing captured in the previous report have been modified and
updated to reflect the actual mature status of the platform. This report governs the fundamental testing
strategy and alignment for quality across the COGNIFOG platform.

Grant Agreement: 101092968 -6-
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1 Introduction

1.1 Mapping Projects’ Outputs

Table 1: Adherence to COGNIFOG GA Deliverable and Task(s) descriptions
COGNIFOG Task

XCOGNIFOG

Respective | Justification

document

Task 4.3: Lab testing and
optimisation

During this task, the Cognitive-
Fog components will be
extensively tested at laboratory
environment using semi-
automatic procedures for stability
and efficiency. The task will
ensure that the COGNIFOG
components achieve the expected
Technology Readiness Level
(TRL) upon the platform
integration by establishing
suitable evaluation procedures,
such as the benchmark criteria
defined in Task 2.3. All testing
will be using either synthetic
datasets or real-life data from
COGNIFOG use cases and pilot
trials (when available). However,
they will be fully anonymised for
privacy issues during all testing
and validation processes. The
results will be facilitated to
produce the final Cognitive-Fog
platform, explore scenarios for
the development and validation
of KPIs in an iterative manner,
allowing developers to test and
improve concepts early before
the initiation of living labs
deployment and patch any
identified vulnerability points to
cyber-attacks. The outcome of
this Task will be reported within
this deliverable.

chapter(s)
Chapter 2

This chapter focuses on verifying the functionality and
performance of individual components within the
COGNIFOG system. Since the initial edition of
deliverable D4.5, we have significantly expanded our
testing coverage by implementing and performing
additional unit tests across multiple components.
Notable expansions in test coverage include Smart
Allocator, KENTYOU UI, KENTYOU EYE, Polygraph
Monitoring, Network Slice Manager, and KENTYOU
DataHub.

Chapter 3

This chapter serves as a valuable resource for assessing
the platform's integration readiness and informing future
optimisation efforts. While the initial integration testing
methodology and results were documented in D4.5, this
section focuses exclusively on additional integration
tests performed since that report. These new tests
complement the previous testing efforts and reflect the
platform's continued development and optimisation.

In this final version, we concentrate on documenting
critical integration tests that were not previously covered
in D4.5, particularly focusing on the interactions
between key system components. The newly
documented integration tests examine crucial
component interactions, including:

Smart Allocator and Orchestrator Manager, ARCA
Embedded and Smart Allocator, Dashboard and
Polygraph, Dashboard and Orchestrator; Monitoring
Manager, Monitoring Agent, and loT Edge Gateway.
Each integration test follows our structured test
template, which captures test purpose, configuration,
and preconditions. It is followed by distinct execution
steps and test outcomes. These additional test cases
provide important validation of the platform's
capabilities and integration aspects, ensuring
comprehensive coverage of component interactions
within the COGNIFOG system.

Chapter 4

The chapter delves into the initial setup of each partner
organisation's evaluation of the platform's functionality.
Each subchapter covers test activities performed by pilot
providers tailored to their expertise and objectives in

collaboration with technical providers, and their
contributions to ensuring the platform's robustness and
effectiveness in real-world scenarios. The work
described serves as a ground for further activities in
WPS.

Chapter 5

The chapter reports updates on assessments at various
levels, starting from individual component readiness to

Grant Agreement: 101092968
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integration evaluation, ultimately culminating in an
assessment of the system's overall readiness for
deployment. Following the structured approach from
D4.5, stakeholders gain insights into the system's
maturity and identify areas requiring further
development or refinement to achieve deployment
readiness.

Chapter 6

This chapter summarises findings and analysis
performed in the deliverable.

Grant Agreement: 101092968 -12-




XCOGNIFOG

D4.6: Lab testing and optimisation report final version

2 Unit Testing of the COGNIFOG Integrated Systems

In this section, unit testing of each of the technical components that constitute the COGNIFOG platform are
described. Each unit testing is reported following a testing template that captures the test steps with input data,
pre-conditions if any followed with expected outcome. Negative and destructive test cases with invalid inputs
and unexpected behaviours besides the positive test cases are also considered. Thus, this section highlights the
functional quality and maturity of each COGNIFOG component individually.

2.1 Comprehensive COGNIFOG Dashboard

The tests on the Cognifog Dashboard were described in this document's previous version (D4.5).

2.2 Orchestrator Scheduler

The tests on the Orchestrator Scheduler were described in this document's previous version (D4.5).

2.3 Orchestrator Agent

The tests on the Orchestrator Agent were described in this document's previous version (D4.5).

2.4 Monitoring Manager

The tests on the Monitoring Manager were described in the previous version (D4.5) of this document.

2.5 Monitoring Agent

The tests on the Monitoring Agent were described in the previous version (D4.5) of this document.

2.6 Polygraph Monitoring

The Polygraph Monitoring is responsible for measuring the frequencies of the messages of the applications
and the size of the messages to deduce the payloads. This component had to send this information to the
monitoring manager to regroup all monitoring values in a single point. The Monitoring Manager stores and
forwards it to various COGNIFOG components for Al-powered workload distribution decisions. Data flow
between agents and the manager uses REST API calls, with agents deployed as containerised applications.
Saying so, Polygraph monitoring had to integrate a Prometheus service monitor to export the data from the
Prometheus client.

Table 2: List of test cases for Polygraph Monitoring
Polygraph Monitoring: Test Cases

Test Case ID Description Result

TC- Deployment of Polygraph Monitoring via helm chart Achieved
PolygraphMonitoring-
02
TC- Performance check via Monitoring Manager Achieved
PolygraphMonitoring-
03

Table 3: Test case TC-PolygraphMonitoring-02

Test Case ID TC- Component Polygraph Monitoring
PolygraphMonitoring-
02

Description Deployment of Polygraph Monitoring via helm chart

Tested by CEA

Pre- - Available downstream Kubernetes cluster with kubectl, helm commands access

condition(s) and the MQTT broker already deployed

Test steps

1 ‘ Clone and access the quick start git repository:

Grant Agreement: 101092968 -13-
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git clone https.//github.com/cognifog-eu/UC-quickstart.git
2 Run the deployment command from the Polygraph Monitoring README documentation:
helm install polygraph-monitor helm/charts/polygraph-monitoring/ -f helm/values/polygraph-
monitoring/values <arch>.yaml (select your architecture x86 64 or aarch64)
3 Verify successful deployment on the command result:
STATUS: deployed
4 Verify successful deployment on Kubernetes running pods:
kubectl get pods
Input data Polygraph Monitoring helm chart with configured values. yaml in YAML format
Result On firing kubectl get pod command, the Kubernetes, list all pods running including
Polygraph Monitoring pod.
Test Case Achieved
Result

Table 4: Test case TC-PolygraphMonitoring-03

Test Case ID TC- Component Polygraph Monitoring
PolygraphMonitoring-
03

Description Performance check via Monitoring Manager

Tested by CEA

Pre- - Successful deployment of Monitoring Manager

condition(s) - Successful deployment of the Monitoring Agent

- Successful deployment of Polygraph Monitoring
- Successful deployment of the MQTT Broker
- Connectivity between upstream and downstream Kubernetes clusters

Test steps

1 Verify successful deployment on the Kubernetes ingress of the upstream cluster (Monitoring
Manager):
kubectl get ingress

2 Access the web Graphical User Interface on a web browser with the Thanos-query ingress URL

3 Type the polygraph _monitor_uptime query in the Thanos search field and click execute

4 Verify that the Polygraph Monitoring is working by checking the downstream metrics listing the
available nodes.
Input data none

Result polygraph _monitor uptime {cluster="master", container="polygraph-prometheus-
exporter”, endpoint="polygraph-metrics", instance="192.168.121.13:8800%*,
job="polygraph-prometheus-exporter", namespace="default", pod="polygraph-
prometheus-exporter-f8ddb4bd6-hvrdx*, prometheus="default/ monitoring-agent-
kube-prom-prometheus*, prometheus_replica=*prometheus-monitoring-agent-
kube-prom-prometheus-0*, receive="true", service="polygraph-prometheus-
exporter"}

Test Case Achieved

Result

2.7 KENTYOU Data Hub

The KENTYOU Data Hub aims to create a unified environment where diverse devices can exchange
information and interact within the IoT ecosystem. In D4.5, three main functionalities of the KENTYOU Data
Hub were tested:
1. Southbound MQTT connector: enables the Data Hub to receive data from an external MQTT Broker
and transform it into its internal data model.
2. Data Hub’s containerisation capability in Docker, including support for ARM64 images.
3. KENTYOU Data Hub Docker image within a Kubernetes orchestrating environment.
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In this deliverable, we extended the open-source Eclipse sensiNact (the core of the KENTYOU Data Hub) to
support a rule engine. This rule engine allows the creation of simple rules on top of the KENTYOU Data Hub’s
resources (such as IoT providers), triggering alerts and decision-making in real time.
Table 5: List of test cases for KENTYOU Data Hub

KENTYOU Data Hub: Test Cases

Test Case ID Description Result
TC-Datahub-04 Test 'the integration of rules within the Eclipse Achieved
sensiNact framework.
Table 6: Test case TC-Datahub-04
Test
(OF: 1Y TC-Datahub-04 Component KENTYOU Data Hub
ID
Descri s .
ption The test focuses on verifying how rules are triggered when updates to sensor data occur.
Tested | 1 gNTYOU
by
f;ﬁ;li ¢ e The Eclipse sensiNact framework is set up with OSGi-based service injection.
ion(s) e The test framework supports JUnit 5 and Mockito.
Test steps
Setup phase:
1 e A bulk set of sensor readings is created and pushed to the system (@BeforeEach setup()).

e The readings contain temperature and gas sensor data from multiple providers.
Define rule:

e A RuleDefinition object is mocked.

Test Case 2: testWhiteboardNoPreExisting
Event

Rule registered for "Temp5"

"Temp5" not in the initial dataset
Update "Temp5" with temperature = 12
Update "Temp2" with temperature = 42
No further rule evaluations occur.

Expected Outcome
Success

Rule not triggered
Rule triggers

Rule not triggered
Success

2 e The rule is configured to filter input based on the provider "Temp1".
e The rule is registered with the OSGi BundleContext.
3 Verity Initial Trigger:
e The rule is expected to be triggered based on "Temp1" provider data in the initial dataset.
4 Push new data and make assertions:
e Data updates are pushed, and rules are triggered
(I;;It);t Mockup data, simulating temperature and gas
Test Case 1: testWhiteboard
Event Expected Outcome
Rule registered for "Temp1" Success
"Temp1" is in the initial dataset Rule triggers
Update "Templ" with temperature = 12 Rule triggers
Update "Temp2" with temperature = 42 Rule not triggered
No further rule evaluations occur. Success
Result
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Test
Case Achieved!
Result

2.8 KENTYOU Eye

The primary role of the KENTYOU Eye is to serve as the operations and administration interface for
KENTYOU Data Hub instances and to provide access to the KENTYOU Al results.

In D4.5, we described the unit tests concerning the REST API for accessing data of the KENTYOU Data Hubs.
This deliverable will describe the REST API of the KENTYOU Al responsible for accessing Al-generated
data.

Table 7: List of test cases for KENTYOU Al
KENTYOU Eye: Test Cases

Test Case ID Description Result
TC-Eye-02 Testing the REST API of KENTYOU Al Achieved
Table 8: Test case TC-Eye-02
Test Case ID  TC-Eye-02 Component KENTYOU Eye
Description Testing the REST API of KENTYOU Al
Tested by KENTYOU
Pre- e Appropriate environmental setup, including development (IDE, JDK [6]) and
condition(s) Maven [7] (for dependencies and plugins) tools.
Test steps
1 Set up the appropriate environment for the tests.

Run the tests related to the REST services of KENTYOU AL Tests include calls to the following
GET functions (more details in D3.4):

e /runners — Retrieve information about all available runners.

e /runners/{runnerld} — Retrieve information about the runner for the given runner id.

2 e /runners/{runnerld}/runs - Retrieve information about the runs for the given runner with
runner id.

e /runners/{runnerld}/runs/{runld} — Retrieve information about the run execution for the
given runner id.

e /runners/{runnerld}/runs/{runld}/results — Retrieve the results of an existing run for the
given runner and run id.

3 Ensure that all tests pass successfully.

Input data Mockup data simulating Al-generated results from mockup runners and run
executions.
The unit tests of KENTYOU Al are proprietary code of KENTYOU. Their primary

Result purpose is 1) to ensure that the REST API is functioning correctly, 2) to detect bugs
early, and 3) to facilitate maintainability and continuous integration.

Test Case .

Result Achieved

1 Open-source test code of Eclipse sensiNact can be found:
org.eclipse.sensinact.gateway/southbound/rules/rules.impl/src/test/java/org/eclipse/sensinact/southbound/rules/impl/integrati on/RulesWhiteboardInteg

rationTest.java at master - eclipse-sensinact/org.eclipse.sensinact.gateway
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2.9 KENTYOU Ul

The KENTYOU Ul is a client-side user interface running in the browser, designed to provide an ergonomic
and user-friendly visualisation of data available in the KENTYOU Eye. In D4.5, we conducted tests to ensure
access to only authorised users using Keycloak [8] and to verify proper data display on its dashboard.

In this deliverable, we test the configuration of the KENTYOU UI’s map to display different data layers.

Table 9: List of test cases for KENTYOU UI
KENTYOU UI: Test Cases

Test Case ID Description Result

TC-UI-03 KENTYOU UI map layers configuration Achieved
Table 10: Test case TC-UI-03

Test Case ID ‘ TC-UI-03 Component ‘ KENTYOU UI

Description KENTYOU UI map layers configuration

Tested by KENTYOU

Pre- . o

¢ (::: dition(s) e Running instance of KENTYOU Data Hub, providing loT data

Test steps
Configure the map of KENTYOU UI to display 5 different layers of data:
e JoT real-time data
e Smart watches geo-located data
e Gateway monitoring data
e Environmental conditions

e Health suitcases data
2 Login to KENTYOU UI

3 Check the visualisations on the map.

Input data Data from KENTYOU Data Hub, connected to I2CAT and TMA data

The test ensures the KENTYOU Ul is configured appropriately to meet COGNIFOG’s

requirements. The icons on the bottom left of the Figure 1 illustrates the 5 different

layers of data.

" L] a = .

[ '. L] &

' g B e

L e
Result = s 7
9y @
30000
- -
Figure 1: The screenshot of the resulted visualisation

Test Case .
Result Achieved
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2.10 ARCA KMS Container

The tests on the Arca KMS container were described in this document's previous version (D4.5).

2.11 Network Slice Manager

In our initial Unit Test of the ML module for the Slice Manager, we set up a network simulation where a Kafka
bus acted as the communication backbone. Distributed Kubernetes pods represented the individual agents,
each simulating distinct network slice behaviours. A centralised server hosted the core logic of our machine
learning model, integrating data from the pods to dynamically manage and optimise slice capacity. This
experiment demonstrated a promising architecture for leveraging real-time data and intelligent load balancing
across network slices.

Table 11: List of test cases for Slice Manager.
Network Slice Manager: Test Cases

Test Case ID Description Result

TC-Slice Manager- | Initial test for the Al Module is planned to be

02 integrated into the Slice Manager. Achieved

Table 12: Test case TC-Slice Manager-02.
Test Case TC-Slice Manager-02 Component Slice Manager

ID
Description | The Initial Al Module test to be integrated within the Slice Manager.

Tested by i2CAT

Pre- e [Kafka Bus Setup: Ensure that the Kafka bus is fully deployed and configured, with

condition(s) all required topics created and accessible by both the agent pods and the
centralised server.

e Deployment of Agents and Central Server: Verify that the Kubernetes cluster has
successfully deployed the agent pods (each configured for Kafka communication)
and that the centralised server hosting the ML logic is running, properly connected
to the Kafka bus, and ready to receive and process incoming data.

traffic o it 1
traces apacityl .
,,,,,,,,,,,,,,,,,,,,,,,,,,,, * * IIIIIP:

. N E
__________ Halsy E LN N ] E :____--__.L___-____-.
T ‘ @| Agent 1 (-r""{?\-ewards, ne-pgt':""vl_) foent # -’h
Visualization =~ == T T state T TTTTTTTes
Figure 2: Architecture overview diagram of the test bed set up
Test steps
1 Environment Setup:
e Deploy and verify that the Kafka bus is running with the required topics created.
e Deploy the Kubernetes pods that serve as agents and confirm they’re properly
connected to the Kafka bus.
e Deploy the centralised server hosting the ML logic and ensure it’s connected to
the Kafka bus.
2 Simulated Data Generation:

e Initiate simulated network events or data streams from each agent pod.
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e Verify that these messages are published to the appropriate Kafka topics.
3 Data Reception & Processing:
e Confirm that the centralised server receives the messages from the Kafka bus.
e Validate that the ML module processes the incoming data as expected, producing
the correct outputs.

4 Monitoring & Logging:

e Monitor system logs from agent pods and centralised servers for errors or
anomalies.

e Record metrics such as message throughput, processing latency, and system
resource utilisation.

5 Validation & Cleanup:

e Compare the actual outputs and performance metrics against the expected results.

e Document any deviations or issues for further analysis.

e (Clean up the test environment by stopping or scaling down the deployments if
necessary.

Input data Decentralised traffic from three different agents simulating three different types of traffic
(URLLC, IoT and eMBB)

Result In Figure 3 the Moving Average with Information Bottleneck (MA with IB) method
(blue line) demonstrates more stable and improved resource utilization, converging to
approximately 95% efficiency, while the baseline approach (red line) shows high volatility
with utilization fluctuating between 20% and 85%.

1.0
0.81 l VA '
c
o \
© 0.6 ‘
N
=
= 0.41
—— MA with IB
0.2 —— Baseline
0 100 200 300 400 500
Training Episodes
Figure 3: Network slice utilization comparison between MA with IB approach and baseline
implementation over 500 training episodes
Test Case Achieved
Result

2.12 MQTT Broker

The tests on the MQTT Broker were described in this document's previous version (D4.5).

2.13 Smart Allocator

Besides resolving to find a workload placement, Smart Allocator can also resolve to find if migration of already
scheduled workloads is possible. The migration could occur in scenarios due to a change in scheduling criteria,
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such as a change of node recommendations or costs. This component is tested for its completeness for both
happy and failing test cases.

Table 13: List of test cases for Smart Allocator.

Smart Allocator: Test Cases

Test Case ID Description Result

This function tests the migration of the scheduled
workloads due to updated node recommendation
values. It checks if the needs of the scheduled
workloads can be met to match the new Achieved
recommendations. If they can, then the solver
provides a new assignment plan mapping the new
nodes for the workloads to be migrated.

This function tests the failure to migrate scheduled
workloads due to insufficient bandwidth. It checks
if the needs of the planned workloads can be met
TestWorkloadMigration_failureCase | to match the new recommendations. If it can not Achieved
be met, the solver throws an error with an error
message.

TestWorkloadMigrationUsingRecom
mendations_happyCase

Table 14: Test case TestWorkloadMigrationUsingRecommendations happyCase.
Test Case ID TestWorkloadMigrationUsingRecommendations ~Component Smart Allocator

_happyCase
Description The TestWorkloadMigrationUsingRecommendations happyCase test is designed to test
the migration of scheduled workloads to accommodate the newer node recommendations.
Tested by Siemens

Pre- The smart allocator is deployed, and it schedules two applications, each with two
condition(s) | workloads, to run on the three nodes.
Test steps
1 The following application is already scheduled by SmartAllocator on the nodes.
-- M-1l.asgmt --

workload assignment v1
model M options symbolic-names:no
application a

workload w1,w2 on c1,c2 needs ram:128

channel w1->w2 on eth*P1 needs bw:1
application b

workload wl,w2 on cl,c2 needs ram:128

channel w1->w2 on eth*P1 needs bw:1
channel a*w1->bew1 on lo*L1 needs bw:1
node c1,c2 provides cpu:1000-200 ram:1024-256
node c3 provides cpu:1000 ram:1024
network lo

link c1->c1 with bw:10000-1 path:yes

link ¢2->¢2,c3->c3 with bw:10000 path:yes
network eth node sw

link c1--sw with bw:1000-2,1000

link ¢2--sw with bw:1000,1000-2

link ¢3--sw with bw:1000

find paths (c1--c2 c1--c3 c2--¢3)

2 Following node recommendations are updated to check the feasibility for workload
migration:
recommendations
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workload a*w1 (c3:90 c2:10)
workload a*w2 (c1:90 ¢3:10)
workload bew1 (¢3:90 c2:10)
workload bew2 (c1:90 c3:10)

Following the new assignment plan, considering the updated node recommendations:
-- migrate-1.exp --

assignment

workload a*w1 on c3 instead of ¢l

workload a*w?2 on c1 instead of c2

workload bew1 on c3 instead of c1

workload bew2 on c1 instead of c2

channel C1 on etheP4 instead of etheP1

channel C3 on loeL3 instead of losLL1

channel C2 on etheP4 instead of etheP1

Input
data

string, the domain-specific language defined by the smart allocator implementation

Result

Success: We had received the expected assignment plan.

Test Case
Result

Achieved

Table 15: Test case Migration failureCase.
Test Case ID TestWorkloadMigration_failureCase Component Smart Allocator ‘

Description

The TestWorkloadMigration happyCase test is designed to test the failure case when
migrating scheduled workloads to accommodate the newer node recommendations.

Tested by

Siemens

Pre-
condition(s)

The smart allocator is deployed, and the smart allocator schedules an application with two
workloads to run on the two nodes.

Test steps

1

The following application is already scheduled by SmartAllocator on the nodes.
workload assignment v1
model M options symbolic-names:no
application a
workload w1 on c1 needs ram:128
workload w2 on c2 needs ram:128
channel wl—w2 on neteLL1,netL.2 needs bw:10
infrastructure
node c1,c2 provides cpu:1000-100 ram:1024-128
node ¢3,c4 provides cpu:1000 ram:1024
network net
link c1—c2 with bw:16-10 path:yes
link c3—c4 with bw:8 path:yes

Following node recommendations are updated to check the feasibility for workload
migration:

recommendations

workload a*w1 (¢3:90 ¢4:80 c2:70)

workload a*w2 (c4:90 c3:80 c1:70)

3

The following is the error message due to the unavailability of the required channel:
solve: failure: no path for channel "a.wl—a.w2"

Input
data

string, the domain-specific language defined by the smart allocator implementation

Result

Success: We had received the expected assignment plan.

Test Case
Result

Achieved
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3 Cognitive-Fog Platform Lab Testing

While the initial integration testing methodology and results were documented in D4.5, this section focuses
exclusively on additional integration tests performed since that report. These new tests complement the
previous testing efforts and reflect the platform's continued development and optimisation.

In this section, we document only the new integration tests that were not covered in D4.5. We follow the same
structured test template that captures test purpose, configuration, and preconditions, followed by distinct
execution steps and test outcomes. Each documented test validates the platform's capabilities and integration
aspects that were not previously examined.

3.1 Integration Testing Results

This document, the final report of this deliverable, presents the comprehensive state of integration testing
achieved in the Cognitive-Fog platform. This section addresses integration tests not previously documented in
the initial report, reflecting both new implementations and architectural adaptations.

It should be noted that certain originally planned integration tests were not executed due to design changes
implemented during the development phase. The following integration tests were successfully performed
between CogniFog components: COGNIFOG INT 01, COGNIFOG_INT 02, COGNIFOG _INT 03,
COGNIFOG_INT 04, COGNIFOG_INT 05, COGNIFOG_INT 06, COGNIFOG_INT 07,
COGNIFOG_INT 12, COGNIFOG_INT 24, COGNIFOG_INT 25, COGNIFOG_INT 48.

These tests represent the final validation of component interactions within the platform's architecture.

Table 16: List of COGNIFOG Communication Interfaces.

ID Sender Receiver Technology Lab test status ‘
Comprehensive Continuum
COGNIFOG Orchestrator
COGNIFOG_INT 01 Dashboard Scheduler REST API Implemented
(EBOS) (ATOS)
Continuum Comprehensive
Orchestrator COGNIFOG
COGNIFOG _INT 02 Scheduler Dashboard REST API Implemented
(ATOS) (EBOS)
Comprehensive Polygraph
COGNIFOG INT 03 | SOUNIFOG Modelling WebSocket Implemented
Dashboard (CEA)
(EBOS)
Comprehensive
Polygraph COGNIFOG Implemented
COGNIFOG_INT_04 | \/ (dclling (CEA) | Dashboard REST API
(EBOS)
Comprehensive
KENTYOU Eye | COGNIFOG Ongoing
COGNIFOG_INT 05 (KENT) Dashboard REST API
(EBOS)
Monitorin Comprehensive
g COGNIFOG .
COGNIFOG_INT 06 Aggregator REST API Ongoing
(ATOS) Dashboard
(EBOS)
Polygraph COONIFOG
COGNIFOG_INT _07 Monitoring REST API Implemented
(CEA) Dashboard
(EBOS)
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Continuum .
Orchestrator Continuum
COGNIFOG_INT 08 Orchestrator REST API Implemented
Scheduler Agent (ATOS)
(ATOS) £e
. Continuum
Continuum Orchestrator
COGNIFOG INT 09 Orchestrator REST API Implemented
Agent (ATOS) Scheduler
(ATOS)
gﬁgﬁznsltl;?:)r Network Slice
COGNIFOG_INT 10 Manager REST API Implemented
Scheduler (I2CAT)
(ATOS)
Continuum
Network Slice Orchestrator
COGNIFOG_INT 11 Manager (I2CAT) | Scheduler REST API Implemented
(ATOS)
Continuum
Orchestrator Smart Allocator | Kubernetes
COGNIFOG_INT_I2 Scheduler (SIEMENS) control plane Implemented
(ATOS)
Continuum
Smart Allocator Orchestrator Not implemented
COGNIFOG_INT_13 (SIEMENS) Scheduler gRPC (design change)
(ATOS)
COGNIFOG_INT 14 fz}l{((:;lsl;danager onl;co)lSz’)%gent Not yet defined | Not implemented®
COGNIFOG_INT 15 leligs[;gent onlll“chl;/Ianager Not yet defined | Not implemented®
Polygraph Polygraph
COGNIFOG INT 16 Monitoring Modelling File 10 Not implemented
(CEA) (CEA)
KENTYOU
Data Hub
Polygraph (includes .
COGNIFOG INT 17 Modelling (CEA) | sensiNact MQTT Ongoing
platform)
(KENT)
KENTYOU Data
Hub (includes KENTYOU Eye
COGNIFOG_INT 18 sensiNact (KENT) REST API Implemented
platform) (KENT)
KENTYOU
Data Hub
KENTYOU Eye | (includes
COGNIFOG_INT 19 (KENT) sensiNact REST API Implemented
platform)
(KENT)
KENTYOU
ot [Pl
COGNIFOG_INT 20 GateWay . MQTT 1 ted
(I2CAT) sensiNact Implemente
platform)
(KENT)
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KENTYOU
Data Hub
MQTT Broker (includes
COGNIFOG_INT 21 (I2CAT) sensiNact MQTT Implemented
platform)
(KENT)
KENTYOU Data
Hub (includes Polygraph Ongoing
COGNIFOG_INT 22 . Monitoring MQTT
- = sensiNact (CEA)
platform) (KENT)
KENTYOU Al KENTYOU Eye
COGNIFOG_INT 23 (KENT) (KENT) REST API Implemented
KENTYOU Eye | KENTYOU Al
COGNIFOG INT 24 (KENT) (KENT) REST API Implemented
KENTYOU Eye | KENTYOU UI
COGNIFOG INT 25 (KENT) (KENT) REST API Implemented
KENTYOU UI KENTYOU Eye
COGNIFOG_INT 26 (KENT) (KENT) REST API Implemented
Monitoring Monitoring
COGNIFOG_INT 27 Aggregator Manager REST API Implemented
(ATOS) (ATOS)
Monitoring .
Smart Allocator Not implemented
COGNIFOG_INT 28 Aggregator gRPC .
(ATOS) (SIEMENS) (design change)
Xlosrﬁ;)rlng Monitoring
COGNIFOG_INT 29 & Manager gRPC Implemented
(Performance, (ATOS)
Green...) (ATOS)
Monitoring
Agents Monitoring .
COGNIFOG_INT 30 (Performance, Aggregator gRPC (I(\llé);ilrl?lz;l}f;?leg;ed
Green...) (ATOS | (ATOS) g &
)
Comprehensive
ARCA KMS .
COGNIFOG_INT 31 | Container COGNIFOG | ppe Not implemented
(CYSEC) Dashboard (design change)
(EBOS)
Comprehensive
ARCA KMS .
COGNIFOG INT 32 | SOONIFOG Container gRPC Not implemented
Dashboard (CYSEC) (design change)
(EBOS)
ARCA KMS . .
COGNIFOG INT 33 | Container fAOIT‘%ySI;danager gRPC El(;;r‘;piiﬁnsf
(CYSEQ) & £
. ARCA KMS .
COGNIFOG_INT 34 fgl%%ysl;da“ager Container gRPC I(\jl‘;tsf’;‘lpiiﬁnsg
(CYSEC) & &
ARCA KMS Network Slice Not implemented
COGNIFOG_INT 35 Container Manager gRPC (desi npchan 0)
(CYSEC) (I12CAT) & &
2 COGNIFOG_INT _32 the dashboard uses the distributed access control tool developed by I2CAT to handle the authentication process. So the KMS is no longer needed.
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. ARCA KMS :
COGNIFOG_INT 36 | NetworkSlice o iner gRPC Not implemented
- = Manager (I2CAT) (CYSEQ) (design change)
ARCARDS
Container loT Gateway
(EXSES REAT Not implemented
COGNIFOG_INT_37 ARCA Trusted IoT Edge GW gRPC (design change)?
OS embedded (I2CAT)
(CYSEC)
ARCARKMS
leF-Gateway Ceontainer Same as in
COGNIFOG_INT 38 IEoT E dg}e GW AE RCA T}rus ted gRPC 3C7OGNIFOG_INT_
(I2CAT) OS embedded
(CYSEC)
ARCARMS
(EYSEQ MQTT Broker Not implemented
COGNIFOG_INT 39 ARCA Trusted (I2CAT) gRPC (design change)?
OS embedded
(CYSEC)
ARCA KMS Same as in
COGNIFOG_INT 40 ?fz%?T])Bmker Container gRPC COGNIFOG_INT
(CYSEC) 39
. Network RAN .
COGNIFOG_INT 41 11:14?;:021; ?11;(? AT | Contoller REST API I(\jl‘;tsimrllpiir;g“gd
& (I2CAT) & &
Network RAN Network Slice Not impl ted
COGNIFOG_INT 42 Controller Manager REST API ( do llrI;p imlfn ;
(I2CAT) (I12CAT) esigh change
. IoT Edge
COGNIFOG_INT 43 Iljletwork ?Ilécce AT | Gateway REST API Implemented
anager (RCAT)
IoT Edee Network Slice
COGNIFOG_INT 44 Gat & DCAT Manager REST API Implemented
ateway ( ) | (i2caT)
Network RAN IoT Edge Not implemented
COGNIFOG_INT 45 Controller Gateway REST API (desi P h ¥
(I2CAT) (I2CAT) es1gh change
Network RAN .
COGNIFOG_INT 46 | 10T Edee Controller REST API Not implemented
- - Gateway (I2CAT) (design change)
(I2CAT)
IoT Edge Policy Agent Not implemented
COGNIFOG_INT_47 Gateway (I2CAT) | (ATOS) Not yet defined (design change)®
Monitoring
COGNIFOG_INT 48 loT Edge Agents Kubernetes Implemented
- - Gateway (I2CAT)
(Performance,

3 COGNIFOG_INT 36, COGNIFOG_INT_37 were not implemented. Instead, the integration has been successfully completed between the IoT Edge GW (I2CAT) and the ARCA

Trusted OS embedded (CYSEC). It allows to run the IoT Edge GW in ARCA Trusted OS instead of Debian OS.

4 COGNIFOG_INT_39 was not implemented. Instead, the integration has been successfully completed between the MQTT Broker (I2CAT) and the ARCA Trusted OS embedded
(CYSEQ). It allows to run the MQTT Broker in ARCA Trusted OS instead of Debian OS.

5 The core WiFi network management functions of the RAN controller were directly integrated into the IoT Edge GW, streamlining the role of the latter within the system.

6 COGNIFOG_INT_14, COGNIFOG_INT_15, COGNIFOG_INT_33, COGNIFOG_INT_34, COGNIFOG_INT_47 Policy Manager/Agent has been deprecated in favour of direct

interactions between components (Monitoring Manager, Continuum Orchestrator and Smart Allocator).
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Green...)
(ATOS)
IoT Edge MQTT broker
COGNIFOG_INT 49 | & agy (12CAT) | (12CAT) MQTT Implemented
Polygraph
COGNIFOG INT 50 | Polveraph Monitoring File IO Not implemented
- = Modelling (CEA) (CEA)
KENTYOU
o | P
COGNIFOG INT 51 Monitoring . MQTT Ongoing
(CEA) sensiNact
platform)
(KENT)
Polygraph
COGNIFOG _INT 52 Monitoring MQTT Broker MQTT Implemented
(I2CAT)
(CEA)
Polygraph
COGNIFOG INT 53 | MQTT Broker Monitoring MQTT Implemented
(I2CAT) (CEA)
Monitoring KENTYOU These newly defined integration points
COGNIFOG_INT 54 Manager (ATOS) DataHub will allow KENT’s rule engine (in
(KENT) DataHub) to operate on top of
infrastructural and application data
provided by the Monitoring Manager
(in Prometheus format). The rule
engine will trigger alerts (e.g., CPU
KENTYOU Monitoring ove'ﬂoa(.l, memory .exceedir.lg' limits),
COGNIFOG_INT_55 DataHub (KENT) Manager facilitating data-driven decision-
(ATOS) making and dynamic resource
allocation by the Orchestrator
Scheduler.
The communication will be achieved
using the REST APL

3.1.1 KENTYOU Eye & KENTYOU Al

The KENTYOU Eye REST API facilitates access to data from various sources, including the Data Hubs, the
KENTYOU database, and the KENTYOU Al In D4.5, a KENTYOU Data Hub Docker image was initiated
to generate real-time data, ensuring seamless integration with the KENTYOU Eye.

In this deliverable, we report an integration test between the KENTYOU Eye REST API and the KENTYOU
Al

Table 17: Integration Testing of KENTYOU Eye & KENTYOU Al
Test Description

Identifier COGNIFOG_INT 24, COGNIFOG_INT 25

Component(s) KENTYOU Eye, KENTYOU Al

Tester(s) KENTYOU

Assignee KENTYOU

Test Purpose Validate the proper flow of data from KENTYOU Al to KENTYOU Eye.
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Configuration

The Al-generated data flow test required the use of 2 different entities:
KENTYOU Al

HW: 1GHz dual core GPU, 1GB RAM, 4GB of storage

OS: GNU/Linux (tested on Ubuntu 22.04 based Docker image)
SW: Java 17+, fake Al data generator (Docker image)
KENTYOU Eye

HW: 1GHz dual core GPU, 8GB RAM, 4GB of storage

OS: GNU/Linux (tested on Ubuntu 22.04 based Docker image)
SW: Java 17+

Figure 4 illustrates the interactions between KENTYOU Eye and KENTYOU Al
Only one KENTYOU AI Runner has been deployed for our integration test.

Provider

REST /JS Ul

Kentyou Eye
Kentyou Al Service Fake-Data

Kentyou Eye Ul
y Y Runner Container

Figure 4: Architecture of the integration test

Pre-test conditions

The pre-conditions that need to be met by the different entities are described in the
following lines:

e KENTYOU Al

e KENTYOU Al must be available and properly configured to expose its
services to KENTYOU Eye.

e Fake-Data Container

e This service should create the necessary fake data and be configured
to interact with the KENTYOU AL

e KENTYOU Eye

e KENTYOU Eye must be properly configured to retrieve data from

KENTYOU AI
Test Sequ A
ence Step Type Description ‘ Result ‘
Ensure Required Services are Listed: Success
1 Functional - Service of fake-data generation ful
- Service KENTYOU Al
> Functional Configure a KENTYOU Eye to point to the correct Success
KENTYOU Al ful
Configure the KENTYOU Al: Success
3 Functional - Define the fake-data service as a runner ful
- Create a run for retrieving initial data from the runner
4 Functional Properly deploy an instance of the KENTYOU Eye §1lllccess
5 Functional Check if data are shared adequately among the Success
KENTYOU Al and the KENTYOU Eye. ful
Test This test validates the data flow between the KENTYOU AI and the KENTYOU
Verdict Eye.
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To access the data of KENTYOU Eye received by KENTYOU Al

curl --location
'http://localhost:8080/eye/rest/sensinacts/cognifog/statsPlo
t?serviceld=cognifog-analytics&runnerId=FakeData&runId=1"' -u

cognifog:cognifog

("id": "1", "none": "lightsrun", "psraneters": ('koncept":
"ofr quality", "kapability": "11d/ltght level"), 'status":
"COMPLETE", "results":[("text":

"1l', value":0.2936026936026936), ("text":"2",
"value"10.4173052362707535), ('text"*'3",
"value"10.7069313593539704), ('text: °43,"value" :0.3390
760680791942), ("text": "S", "value":0.32021527077026574),
("text":'6", "volue":0.28616133518776077), ("text":"7",
value":0.29008403361344537), (

"text": "8", "value":0.2129162462159435), ("text": "9¥%,
"value":0.5024339360222532), ("text": "10",
"volve":0.5852109849336134), ("text": 11", volu
c":0.2617785630153121), ("text": ("text": "12",

"valut":0.3153076792676725)), '"error":null) #

3.1.2 Orchestrator Scheduler, Orchestrator Agent & Smart Allocator

The Orchestrator Scheduler, running on the management cluster, receives manifests and application
descriptions from the dashboard and initiates the communication flow. Working in tandem, the Orchestrator
Agent, operating on the working cluster, serves as an intermediary that facilitates the transfer of manifest and
application data between the management and working clusters. The Smart Allocator, also running on the
working cluster, completes the workflow by processing application deployment requests from the Orchestrator
Agent, determining optimal scheduling solutions, and executing the final deployment of applications to cluster
nodes. The following sections detail the integration testing performed between these components,
demonstrating their collaborative functionality.

Table 18: Integration Testing of Orchestrator Scheduler, Orchestrator Agent & Smart Allocator.

Test Description

Identifier COGNIFOG_INT_12

Component(s) Orchestrator Scheduler, Orchestrator Agent, Smart Allocato-r
Tester(s) ATOS, SIEMENS

Assignee ATOS

Verify the correct deployment of workloads from the Orchestrator Scheduler API

Test Purpose server to the Smart Allocator through the Orchestrator Agent.

e Verify the correct deployment of workloads from the Orchestrator Scheduler
API server to the Smart Allocator through the Orchestrator Agent. Orchestrator
Scheduler mysql helm chart is configured with custom root password in a
mysql-secret resource. This password is specified in the jobmanager helm
chart.

®  Orchestrator Scheduler jobmanager helm chart is configured as default.

e  Orchestrator Agent helm chart is configured as default.

o The QoS-scheduler helm chart is configured as default.

Configuration
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e Available upstream and downstream Kubernetes clusters with Open Cluster
Management deployed as HUB Cluster and Managed Cluster respectively

e Orchestrator Scheduler deployed on HUB Cluster (management cluster)
e Orchestrator Agent (ocm-descriptor) deployed on HUB Cluster (management

cluster)
Pre-test ® QoS Scheduler deployed using helm chart in the working cluster (Managed
conditions cluster).

e Two nodes with names C1 and C2 are available in the working cluster.
e The network tology is configured on the working cluster with the cli-
command:

O kubectl apply -fconfig/demo/sample-topology-
vlan.yaml

Test Sequence ep Description Result

Expose jobmanager port with the following
command in the management cluster:

kubectl port-forward
service/jobmanager 8082:8082

Deploy a workload by making a POST request to
2 | Functional the Attp://localhost:8082/jobmanager/groups Successful
endpoint with the YAML body in Appendix A
After a minute has elapsed, Orchestrator Agent
will have created a Manifestwork Kubernetes
resource in the management cluster with the

3 | Functional contents of the workload manifests sent in step 2. | Successful
Execute the following command in the
management cluster:

kubectl get manifestwork -A

Check that the downstream cluster (working
cluster) has received the manifests (an
ApplicationGroup and an Application resources).
4 | Functional Execute the following command in the working Successful
cluster:

kubectl get applicationgroup -A &&
kubectl get application -A

Execute the following CLI command to check if
the applications were deployed to the nodes:
kubectl get pods -o wide

The following output appears:

1 Functional Successful

NAME READY STATUS RESTARTS AGE
IP NODE NOMINATED NODE READINESS
GATES

5 Functional Successful

app-besteffort-

wl 1/1 Running 0 36s 10.100.1.7 c1 <
none> <none>

app-besteffort-

w2 1/1 Running 0 355 10.100.2.7 c2 <

none> <none>

6 Functional Undeploy the workload by making a PUT request | Successful
to the
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http://localhost:8082/jobmanager/groups/stop/:gr
oup_uuid? =XXXX endpoint where XXXX is the
ID gotten in the response of the step 2 request.

Functional After a minute has elapsed, verify that there are no
resources deployed. Execute the following
command in the working cluster and verify that

7 there are no resources:

kubectl get applicationgroup -A &&
kubectl get application -A

Successful

Functional Delete the JobGroup by making a DEL request to
the

8 http://localhost:8082/jobmanager/groups/:group
uuid? =XXXX endpoint where XXXX is the ID
gotten in the response of the step 2 request.

Successful

Test Verdict

dev d b-manager (cognifog/cicd)> kubectl get manifestwork -A
NAMESPACE NAME AGE
kind-qos app-besteffort-c5s9k 6h36m

dev juler (main)> kubectl get applicationgroup -A & kubectl get applicatior
NAMESPACE NAME STATUS
cognifog-qos-demo-a3f6f386-886e-412e-8ba8-b0638f44650d applicationgroup-demo  Waiting
NAMESPACE NAME STATUS
cognifog-qos-demo-a3f6f386-886e-412e-8ba8-b0638f44650d app-besteffort  Running

Passed

Appendix-A

name: cognifog-qos-demo
description: demo deployment for qos-scheduler
components:
- name: app-besteffort
type: kubernetes
manifests:
- name: applicationgroup-demo
- name: app-besteffort
targets:
cluster_name: kind-qos
orchestrator: ocm
node_name: any
manifests:
- apiVersion: qos-scheduler.siemens.com/vlalphal
kind: ApplicationGroup
metadata:
name: applicationgroup-demo
spec:
minMember: 1

- apiVersion: qos-scheduler.siemens.com/v1alphal
kind: Application
metadata:
name: app-besteffort
labels:
application-group: applicationgroup-demo
# These get copied to all pods generated for this app.
annotations:
prometheus.io/scrape: "true"
prometheus.io/port: "2112"
spec:
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workloads:
- basename: wl
template:
metadata:
labels:
app: pause
spec:
tolerations:
- key: "node-role.kubernetes.io/master"
operator: Exists
effect: "NoSchedule"
affinity:
nodeAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: siemens.com.qosscheduler.c1
operator: Exists
imagePullSecrets:
- name: qos-registry-access
containers:
- name: nwtool
image: wbitt/network-multitool
resources:
limits:
cpu: 100m
memory: 20Mi
requests:
cpu: 100m
memory: 20Mi
channels:
- otherWorkload:
basename: w2
applicationName: app-besteffort
port: 3333
basename: ernie
serviceClass: BESTEFFORT
bandwidth: "1M"
framesize: "150"
maxDelay: "100E-4"
- basename: w2
template:
metadata:
labels:
app: pause
spec:
affinity:
nodeA ffinity:
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: siemens.com.qosscheduler.c2
operator: Exists
imagePullSecrets:
- name: qos-registry-access
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containers:
- name: nwtool
image: wbitt/network-multitool
resources:
limits:
cpu: 100m
memory: 20Mi
requests:
cpu: 100m
memory: 20Mi
channels:
- otherWorkload:
basename: w1
applicationName: app-besteffort
port: 4444
serviceClass: BESTEFFORT
bandwidth: "1M"
framesize: "150"
maxDelay: "100E-4"

3.1.3 ARCA Embedded & Smart Allocator
Table 19: Integration Testing of Arca Embedded, SWM QoS Scheduler

Test Description

Identifier Not applicable

Component(s | Arca Embedded, SWM QoS Scheduler
)

Tester(s) CYSEC, SIEMENS

Assignee CYSEC

Test Purpose | Validate the use of ARCA Embedded as the OS for the SWM QoS Scheduler and the
correct integration of the Scheduler.
Configuratio | The current integration test requires the use of 3 different entities:

n ¢ ARCA Embedded

o ARCA Embedded is the distribution of ARCA Trusted OS designed for
ARM architecture. The distribution is based on the same security
principle and includes K38, a lightweight version of Kubernetes.

o ARCA Embedded offers a minimalist and fortified Linux-based OS that
is an ideal container hosting platform.

e  SWM QoS Scheduler

o The SWM QoS scheduler is an extension of the Kubernetes scheduler
that implements an extended model for describing enhanced application
requirements and infrastructure capabilities, according to the Seamless
Computing concept. The primary enhancements beyond the existing K8s
scheduler are:

= schedule multiple workloads (K8s Pods) at once, considering
dependencies between these workloads
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* network-aware scheduling: make K8s aware of the network topology,
connectivity, and resource availability between worker nodes, and
consider this in the scheduling decision (according to the
communication requirements of the application)

Pre-test The pre-conditions that need to be met by the different entities are described in the
conditions following lines:

e Installation of ARCA Embedded

o The installation of ARCA embedded into the Raspberry Pi hosting the
IoT Edge GW is based on an image that must be stored in the SD card
and will be later used in the Raspberry Pi.

¢ Booting and setup of ARCA Embedded into the Raspberry Pi

o The booting process is a well-defined set of steps described in the ARCA
Trusted OS on ARM — KIND guide provided by CYSEC. It covers the
following topics:

= Password(s) and key(s) generation
= Partition definition

= KIND and smart allocator utilisation

Test Description Result
Sequence
1 Functional Installation and initial setup of ARCA Embedded | Successful
on a Raspberry Pi 4
2 Functional Execution of the kind cluster creation script Successful
Functional Deployment of the infrastructure onto the cluster Successful
4 Functional Show the network resource and pod health to Successful
determine if the deployment is successful.
Test Verdict | The issue mentioned in D4.5 has been resolved, and the integration is now Successful
successful.

3.1.4 Comprehensive Dashboard & Polygraph
Table 20: Integration Testing of Comprehensive COGNIFOG Dashboard (EBOS), Polygraph (CEA).

Test Description

Identifier COGNIFOG_INT 03

Component(s) | Comprehensive COGNIFOG Dashboard (EBOS), Polygraph (CEA)

Tester(s) EBOS, CEA

Assignee EBOS

Test Purpose Yerify successful HTTP response status code and response body, including
isSucceeded and message as JSON.
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Implement HTTP POST Method /api/Polygraph/SendApplication with rawText as
string in the request body, which triggers the WebSocket to publish data to Polygraph

Modelling (CEA)

Configuration
The application description form should be filled out. This is the Application
Description page from the UI Dashboard.

Pre-test

conditions

Test Sequence @ Step Type Description Result
1 Functional Fetched the Successful
application

description data from
the Ul and serialised

the data in the JSON
Format

2 Functional Saved the data into Successful
the database tables.

3 Functional Verify successful Successful

HTTP response status
code and response
body, including
isSucceeded and
message.

This test validates the communication between the

Test Verdict Comprehensive Cognifog Dashboard (EBOS) and the Passed
Polygraph Modelling (CEA)

Table 21: Integration Testing of Comprehensive COGNIFOG Dashboard (EBOS), Polygraph (CEA).
Test Description

Identifier COGNIFOG_INT 04, COGNIFOG _INT 07
Component(s) | Comprehensive COGNIFOG Dashboard (EBOS), Polygraph (CEA)
Tester(s) EBOS, CEA
Assignee EBOS

Verify successful HTTP response status code and response body, including
Test Purpose isSucceeded and message as JSON.
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Implementation of HTTP POST API Method with form-data as a parameter. This data
includes the information related to the analysis result performed on the application
description that the Polygraph Modelling (CEA) performs.

Configuration
The application description should exist because Polygraph Modelling (CEA) also
sends the application description ID as part of other data.

Pre-test

conditions

Test Sequence

Step Type Description Result

1 Functional Polygraph Modelling | Successful
(CEA) consuming the
HTTP POST API
Method by providing
the required
information.

2 Functional Saved the data into Successful
the database tables.

3 Functional Verify successful Successful
HTTP response status
code and response
body, including
isSucceeded and
message

Test Verdict

The HTTP response status code and response body are

received, including isSucceeded and message as JSON. Passed

3.1.5 Comprehensive Dashboard & Orchestrator
Table 22: Integration Testing of Comprehensive COGNIFOG Dashboard (EBOS), Continuum Orchestrator Scheduler

(ATOS).

Test Description

Identifier COGNIFOG_INT 01, COGNIFOG_INT 02
Comprehensive COGNIFOG Dashboard (EBOS), Continuum Orchestrator Scheduler
Component(s)
(ATOS)
Tester(s) eBOS Technologies Ltd
Assignee eBOS Technologies Ltd
Test Purpose Verify the successful HTTP response status code and response body, including
P application ID, name, description, and a list of input jobs data.
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Consuming the HTTP POST API Method via the ASP.NET Core Web API .Net 7.0
Endpoint URL:

({{jobmanager} }/jobs/create/:app_name?job _group description=hello-world-
description

job_group_description is a query parameter

Configuration app_name is a path variable
The application description is added in the body of this endpoint as raw text.
The RestSharp library from the NuGet package manager is required to exchange
REST API Data.
Application description form should be filled out. This is the Application Description
page from the UI Dashboard.

Pre-test

conditions

Test Sequence

Step Type Description Result

1 Functional Fetched the Successful
application
description data from
the Ul and serialised
the data in the JSON
Format

2 Functional Saved the data into Successful
the database tables.

3 Functional Verify successful Successful
HTTP response status
code and response
body, including
isSucceeded and
message

Test Verdict

This test validates the communication between the
Comprehensive Cognifog Dashboard (EBOS) and the Passed
Continuum Orchestrator Scheduler (ATOS)

3.1.6 Comprehensive Dashboard & KENTYOU Eye
Table 23: Integration Testing of Comprehensive COGNIFOG Dashboard (EBOS), KENTYOU Eye (KENT).

Test Description

Identifier COGNIFOG _INT 05

Component(s) | Comprehensive COGNIFOG Dashboard (EBOS), KENTYOU Eye (KENT)

Tester(s) EBOS, KENTYOU

Assignee EBOS

Test Purpose This test aims .to yerify the successful integration of the KENTYQU Eye Qashboard as
a webframe within the COGNIFOG Dashboard under the Data Visualisation view.
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Configuration

COGNIFOG Dashboard (EBOS): Running the latest deployed version with a
fully functional Data Visualisation section.

KENTYOU Eye: Configured and accessible via webframe embedding.
Authentication: The login session from the COGNIFOG Dashboard should be
reused to authenticate KENTYOU Eye seamlessly.

Network Access: Ensure the COGNIFOG Dashboard can reach the
KENTYOU Eye dashboard via an embedded URL.

Pre-test
conditions

The COGNIFOG Dashboard should be accessible with a valid user session.
The KENTYOU Eye service must be running and accessible.

The user should be logged into the COGNIFOG Dashboard, ensuring
authentication is already handled.

The webframe integration should be correctly configured within the Data
Visualisation view of the COGNIFOG Dashboard.

Ensure there are no browser or security restrictions that block iframe
embedding.

Test Sequence

Step

Type Description Result

Verify that the
. COGNIFOG
Functional Dashboard loads Successful

correctly.

Ensure the
COGNIFOG
Network Dashboard can reach Successful
the KENTYOU Eye
web service.

Check that the
KENTYOU Eye
Functional dashboard is Successful
embedded properly as
a webframe.

Verify that users
logged into the
COGNIFOG
Functional Dashboard can access | Successful
KENTYOU Eye
without a separate
login.

Ensure data
visualisation and user
Functional interactions work as Successful
expected within the
embedded frame.

Test Verdict

COGNIFOG Dashboard embedded under the Data
Visualisation view

Passed
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3.1.7 Comprehensive Dashboard & Monitoring Aggregator
Table 24: Integration Testing of Comprehensive COGNIFOG Dashboard (EBOS), Monitoring Aggregator (ATOS).

Test Description

Identifier COGNIFOG_INT _06
Component(s) | Comprehensive COGNIFOG Dashboard (EBOS), Monitoring Aggregator (ATOS)
Tester(s) EBOS, ATOS
Assignee EBOS
This test validates the integration of the Monitoring Aggregator with the COGNIFOG
Dashboard by setting up a Vagrant virtual environment that provides access to the web
Test Purpose application. It ensures the epvironment is correctly configured, the dashb(-)ard.can send
HTTP GET requests to retrieve nodes and clusters' data, and the information is
accurately displayed in the Monitoring Tool view without latency, inconsistencies, or
failures.
e Vagrant Virtual Environment: Must be set up and running on the local
machine.
e Monitoring Aggregator Web Application: Must be accessible from the virtual
environment.
e COGNIFOG Dashboard (EBOS): Configured to send HTTP GET requests to
the Monitoring Aggregator.
. e Network and Port Configuration: Ensure proper networking settings allow
Configuration . o
communication between the COGNIFOG Dashboard and the Monitoring
Aggregator.
e Data Handling: Data retrieved from the Monitoring Aggregator should be
parsed and displayed correctly in the Monitoring Tool view.
e Authentication & Authorisation: If required, validate that the COGNIFOG
Dashboard has the necessary permissions to access the Monitoring Aggregator.
e Vagrant Installed: The host machine must have Vagrant installed and correctly
configured.
e Virtualisation Software: A compatible virtualisation software (e.g.,
VirtualBox) should be installed and operational.
e Vagrant Environment Setup: The Vagrantfile must be configured correctly to
launch the Monitoring Aggregator.
Pre-test e Monitoring Aggregator Running: The web application should be deployed and
conditions accessible via the assigned IP/port.
o COGNIFOG Dashboard Running: The dashboard must be deployed and
capable of making HTTP requests.
e Network Accessibility: Ensure the COGNIFOG Dashboard can communicate
with the Monitoring Aggregator (e.g., no firewall issues, correct IP settings).
o Test Credentials: If authentication is required, valid credentials must be
available for the test.

Test Sequence Step Description Result

Verify that the
Vagrant virtual
environment is
installed and running.

1 Setup Successful
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Ensure that the
Monitoring
Aggregator web
application is
accessible from the
local machine.

2 Network Successful

Check if the
COGNIFOG

3 Network Dashbpard can . Successful
establish a connection
to the Monitoring

Aggregator.

Send an HTTP GET
request from the
COGNIFOG

4 API Test Dashboard to retrieve | Successful
data from the
Monitoring
Aggregator.

Verify that the nodes
and clusters data are
correctly displayed in
5 Functional the Monitoring Tool Successful
view of the
COGNIFOG
Dashboard.

Test Verdict

Passed

3.1.8 Monitoring Manager, Monitoring Agent & IoT Edge GW

Table 25: Integration Testing of Monitoring Manager, Monitoring Agent, IoT Edge GW.

Test Description

Identifier COGNIFOG INT 48
Monitoring Manager
Component(s) |Monitoring Agent
loT Edge GW
Tester(s) ATOS/i2CAT
Assignee ATOS
Test Purpose Verify the correct telemetry data forwarding from the Monitoring Agent installed in an
urp lot edge GW to the Monitoring Manager installed in the management cluster.
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The Monitoring Manager helm chart is configured as follows:
e The following Thanos components are disabled: bucketweb, compactor,
storegateway, and ruler.
e Thanos receives a component enabled with an ingress hostname: thanos-
receive.192.168.137.200.nip.io

e Thanos query component enabled with ingress hostname: thanos-
query.192.168.137.200.nip.io

The Monitoring Agent helm chart is configured as follows:
e Prometheus remote write configured to push telemetry data to http://thanos-
receive.192.168.137.200.nip.i0:80/api/v1/receive with the following relabel

configuration:
writeRelabelConfigs:
- sourceLabels: [ name |
Configuration regex: (.*)
targetLabel: cluster
# Cluster identifier
replacement: " i2cat-gateway-rpi"
The Monitoring Manager has been installed into the Kubernetes Manager cluster with the
following command:
helm upgrade -i monitoring-manager monitoring-manager/ -f values.yaml -n
monitoring
Helm has installed the Monitoring Agent in the lot Edge GW. Specifically, the following
command has been employed, deploying the corresponding pods in the monitoring
namespace of the [oT Edge GW:
helm upgrade -i monitoring-agent monitoring-agent/ -f values.yaml -n monitoring
e The Monitoring Manager helm chart is configured and deployed in the
Pre-test management cluster.
conditions e Monitoring Agent helm chart configured and deployed in the IoT Edge GW

e Connectivity between the management cluster and the loT Edge GW

Test Sequence

Step [Type Description Result

Access the Thanos web Graphical User Interface on a web

browser with the thanos-query ingress URL Successful

1 Functional

Type the node_uname_info query in the Thanos search

field and click execute Successful

2 Functional

Verify that the Manager-Agent integration is working by
Functional|checking the results table, where the node _uname_info

i i ful
metric must be present with the cluster="i2cat-gateway- Successfu

rpi” label
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Use local time Enable query history Enable Store Filtering

Enable autocomplete Enable highlighting Enable linter

Q, node_uname_info Execute

Use Deduplication Use Partial Response Engine  Prometheus ~
Explain

. Load time: 1778ms Resolution: 14s  Result series: 3
Test Verdict Table  Graph Passed

Evaluation time

node_uname_info. container="node-exporter", domainname="(none)", 1
endpoint="metrics", instance="192.168.40.60:9100", job="node-exporter”, machine="aarch64",
namespace="monitoring", node="cognifog", nodename="cognifog", pod="monitoring-agent-node-
exporter-jbdrp”, prometheus="monitoring/monitoring-agent-kube-prom-prometheus"”,
prometheus_replica="prometheus-monitoring-agent-kube-prom-prometheus-0", receive="true",
release="6.1.0-rpi8-rpi-v8", service="monitoring-agent-node-exporter", sysname="Linux",
tenant_id="default-tenant", version="#1 SMP PREEMPT Debian 1:6.1.73-1+rpt1 (2024-01-25)"}

node_uname_info{cluster="master3", container="node-exporter”, domainname="(none)", 1
endpoint="metrics", instance="192.168.101.115:9100", job="node-exporter”, machine="x86_64",
namespace="monitoring", node="k3s-master3", nodename="k3s-master3", pod="monitoring-agent-
node-exporter-z8gmw", prometheus="monitoring/monitoring-agent-kube-prom-prometheus”,
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4 Testing in Trials

4.1 Trial 1: Thales - Critical Collaborative Missions
4.1.1 Test Description

In Trial 1, led by Thales, we deployed the COGNIFOG framework on real hardware to assess its performance
in large-scale Edge computing environments (see Figure 5). Our setup includes a network of IoT sensors that
periodically transmit environmental data to Edge-based applications, which detect critical anomalies, such as
water levels exceeding predefined thresholds. Additionally, video streams from cameras and drones (using a
simulator) are integrated to assist in locating citizens in need during a flood emergency.

Figure 5: Trial 1 physical deployment.

The testbed is built on a cloud-edge-loT infrastructure, deployed by the Cognitive-Fog system. This
architecture ensures seamless interaction between IoT devices, Edge computing resources, and cloud-based
services, enabling scalable data processing and decision-making.
For this trial, we leveraged the KENTYOU ecosystem to gather and process data from various sources,
including sensors, cameras, and drones. The cloud layer is powered by a K3s cluster, which serves as the
central management unit and integrates key components such as: ATOS Orchestrator, COGNIFOG dashboard,
etc. We focus in this part on:

e KENTYOU Eye: Provides real-time monitoring.

e KENTYOU Datahub: Facilitates data ingestion and aggregation from distributed sources.
In this deployment, all the components, including KENTYOU Datahub and Eye, are deployed on-premises at
the THALES site. The entire system was containerised, and HELM charts were used for deployment.

1. Deploy KENTYOU Datahub and eye within the K3s cluster.
Ensure all KENTYOU services are in a “Running” state.
Configure a set of IoT devices gathering data about, for example water level.
Configure the KENTYOU Datahub with sensor configuration.
Make sure KENTYOU Eye can receive data

whk v

4.1.2 Evaluation

In Figure 2, we report the status of the KENTYOU pods. The deployment of the system uses 4 pods:
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— keycloak: it is used for users authentication

— Nginx ingress controller: A K3s controller used to make the KENTYOU services accessible from
outside the cluster.

— KENTYOU Eye: A web page for data visualisation.

— KENTYOU hub: An aggregator of data

theo thales !2 ) kubectl get po
NAME READY STATUS RESTARTS
eycloak-custom-keycloak-687846d47b-q4r42 1/1 Running 2 (114m ago)

Eye-nginx-ingress-controller-79db569b6c-9q4tj 1/1 Running 4 (114m ago)
Pye-kentyou-eye-f7dfc58bc-wvj9b 1/1 Running 0
Hatahub-demo-7dbf7c9b5b-skw7k 1/1 Running 0

Figure 6: Status of KENTYOU pods

Based on the pod status reported in Figure 6, we confirm that all pods are successfully running.

To test data visualisation in KENTYOU Eye and data processing in KENTYOU Datahub, we deployed three
physical sensors: water level sensor, Inertial Measurement Unit (IMU) sensor and a velocity sensor. The 3
sensors send data to an MQTT Broker (provided by I2CAT). The data is then forwarded to KENTYOU
Datahub. As shown in Figure 7, the KENTYOU UI validates the data workflow by displaying, in real time,
the data coming from the sensors.

Hello Thales Latest anomalies

60 + 1.02 + 0.53

* 3 @ = 8 »

Statistics

Figure 7: KENTYOU UI illustrating data from Trial 1.
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4.2 Trial 2: TMA — Telemedicine
4.2.1 Test Description

This trial is led by TMA, showing how three key elements can work together for telemedicine: an Emulator
for IoT Devices (which also provides stress tests to validate various KPIs), an IoT Gateway Preprocessor, and
TMA’s telemedicine tools. These are joined inside a K3s cluster and linked with the KENTYOU Datahub and
Eye. The scenario is about remote patient monitoring and telemedicine services in areas with poor connectivity,
where many wearable devices and portable suitcases should operate in a reliable way. The system was tested
with 100 emulated smartwatches and 30 suitcase devices to validate handling high data loads without issues.
All the code for deployment files is available at Cognifog GitHub’.

4.2.1.1 Emulator for IoT devices and stress test setup
Test steps:
1. Preprocessor Installation — Adjust and deploy the pre-processing software on the K3s cluster. Make sure
it is set correctly to handle data from emulated devices.
2. loT Emulator Installation — Deploy the software that generates data for both smartwatches and suitcases
into the same K3s cluster.
3. Service Check — Check that the emulator and the preprocessor containers change to “Running” state
without errors.
4.2.1.2 IoT gateway preprocessor setup
Test steps:
1. Gateway Installation — Deploy the IoT Gateway into the K3s cluster. It receives data from the emulator
and can do filtering or short processing before sending it forward.
2. Validate Services — Make sure the gateway containers are in “Running” condition and watch if data is
flowing properly.
3. Data Workflow Check — Confirm that the preprocessor modifies messages in the expected way, then
sends them on to the next destination.

4.2.1.3 KENTYOU Datahub and Eye Integration setup
Test steps:
1. Sensor Settings — Configure KENTYOU Datahub so it can receive sensor readings from the emulator,
including suitcase and smartwatch data.
2. Data Reception Check — Confirm that KENTYOU Eye is taking in the processed data from the IoT
Gateway Preprocessor.
3. Emulated Data Transmission — Send simulated values from the emulator and confirm they appear in
KENTYOU Eye logs or UL
4. HTTP Request Confirmation — Send an HTTP request to KENTYOU Eye to verify the values match
what was sent by the emulator.
4.2.2 Evaluation
4.2.2.1 Emulator for IoT devices and stress test
The TMA IoT device emulator was successfully deployed in our K3s cluster environment. As shown in Figure
8, the emulator pod was running properly, indicating successful deployment and initialisation. The system
configuration included setting up a NodePort service, which is crucial for external access to the emulator.

7 https://github.com/cognifog-eu/UC2-iot-edge-gw-preprocessor
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Figure 9 demonstrates the successful service deployment with the NodePort exposed on port 30092, enabling
communication with the emulator from outside the cluster.

tma-cluster all Attach _
: tma-cluster default Delete |
tma-cluster-user Describe |
v0.40.8 #v0.40.10 Edit I
: v1l.31.6+k3s1 Help I _ N ____
2% Jump Owner \/
35%
@& vi/pods( 17]
PF READY STATUS RESTART
1 Running
1 Running
1 Running
1 Running
1 Running
1
1

i

v

[

ani Running 10.42.0.

ubuntu-pod 1 Running 2 0] na na na na 10.42.0.37

@

tma-cluster Bench Run/Stop

. tma-cluster Delete |
tma-cluster-user Describe |
v0.40.8 #v0.40.10 Edit |
v1.31.6+k3s1 Help N _ N
1% Jump Owner \/

8 vi/services( V[7]
NAMET TYPE CLUSTER-TIP EXTERNAL-TP PORTS

kubernetes ClusterIP 10.43.0.1 https:443»0 47h

10.43.1

Figure 9: The service for TMA emulator is deployed and exposed as NodePort on port 30092 in K3s.

The emulator's web-based interface provided comprehensive control and monitoring capabilities. Figure 10
showcases the accessible emulator dashboard through a web browser, utilizing the configured NodePort. This
interface served as the primary control point for managing our simulated devices. In our testing scenario, we
successfully emulated 30 TMA NoAH suitcases, as illustrated in Figure 11, which displays the active suitcase
instances and their operational status. For more granular control, the system allowed manual event triggering
for specific suitcase instances, as demonstrated in Figure 12, enabling thorough testing of various scenarios
and edge cases.
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Home
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¥COGNIFOG
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Emulator
Broker: SOS Button | Fall Detected

IMEI: 539075533649583

Device Stress Test

Distance: 4872087.58 m
HR: 71

Steps: 352

Figure 10: Emulator dashboard is accessible through web browser via NodePort.

Stress Test

c /& Notsecure 192

XCOGNIFOG

TELEMATIC
Device Emulator $COGN|FOG m METSA.
Emulator
Noah: 30
Device Stress Test « NOAH-2508531078

« NOAH-1007612726
= NOAH-7454080006
« NOAH-0893711437
« NOAH-2202540911
« NOAH-1029971812
« NOAH-1974541998
» NOAH-8604887994
« NOAH-1900231228
« NOAH-8398802508
» NOAH-6636018293
+» NOAH-4175564696
« NOAH-4094347401
» NOAH-9513131060
« NOAH-7968348789 hd

Figure 11: Emulation of 30 TMA NoAH Suitcases.
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About

KCOGNIFOG

Device: NOAH-3007779578

M Device Emulator
M Suitcase Emutator

M Device Stress Test

Oxygen Saturation |~

ul

-
Glucose

Last Action: 03/31/2025 16:03:18 - Device "hms" used

Figure 12: Emulation of manual events on a specific NoAH Suitcase instance.

The emulation capabilities extended beyond suitcases to include smartwatch devices. Figure 13 presents the
successful emulation of 100 TMA Smartwatches, demonstrating the system's ability to handle multiple device
types simultaneously. This comprehensive emulation setup, with both suitcases and smartwatches, allowed us
to effectively test the system's performance and reliability under realistic operational conditions with a

significant number of connected devices.
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Stress Test

c A\ Notsecure 1921

XCOGNIFOG

Smartwatches: 100
 944385158650775

Device Emulator

Suit Emulator « (84802663652253
« 114066436305882
Device Stress Test s 746453388749506

» 838012894879626
« 209622701778581
» 411845290533063
« 093113892244949
» 945379957812741
» 447107997949562
= 798496994725639
» 493148414285338
+ 196562216142497
» 154748524560534
= 545060997549473
» 334751838049650
« 181031458966171
= 669079813117128 o

Figure 13: Emulation of 100 TMA Smartwatches.

4.2.2.2 IoT gateway preprocessor Setup

The IoT gateway preprocessor was successfully deployed to handle data streams from both emulated
smartwatches and health suitcases. As evidenced in Figure 14, the edge gateway pod was successfully deployed
and running in the K3s cluster, ready to process incoming data. To enable external access to the gateway, we
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configured a NodePort service, as shown in Figure 15, which exposes the MQTT connection on port 30093,
facilitating communication with external systems and monitoring tools.

tma-cluster all Attach
: tma-cluster default Delete |
tma-cluster-user Describe |
v0.40.8 #v0.40.10 Edit I \ / N \
vi.31.6+k3s1 Help l___ I _ N _ [
CPU: Jump Owner
MEM:
@ vi/pods( )[7]
READY STATUS RESTARTS CPU MEM %CPU/R %CPU/L %MEM/R
1/1 Running 2 10 76 n/ n/a n/a
Running 5

1

1 Running

1 Running
1/1 Running
1
1

(LI

[T,

Running

ubuntu-pod 1/ Running 2 0 nfa nfa nfa nfa 10.42.0.37

o

Figure 14:The pod for edge gateway has been deployed successfully in K3s.
tma-cluster all Bench Run/Stop
tma-cluster default Delete |
tma-cluster-user Describe |
v0.40.8 #v0.40.10 Edit I
v1.31.6+k3s1 Help |
2% Jump Owner

— NN
\/

& vi/services( V7]
NAMET TYPE CLUSTER-IP EXTERNAL-IP PORTS
kubernetes ClusterIP 10.43.0.1

eP
eP
eP
eP
eP

Figure 15: The service for edge gateway has been deployed as NodePort on port 30093 for mqtt connection.

The functionality of the gateway was verified using MQTT Explorer, a testing tool that allows direct
observation of MQTT message flows. Figure 16 demonstrates the successful establishment of a connection to
the Edge gateway through this tool, confirming the proper configuration of our communication channels. The
gateway's data processing capabilities were thoroughly tested with both types of emulated devices. Figure 17
shows the successful reception of messages from the TMA NoAH suitcases, while Figure 18 displays the
incoming data stream from the emulated TMA smartwatches, both confirming that the gateway was effectively
processing and managing the incoming IoT data streams.
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Figure 16: Connection to Edgegateway from MQTT Explorer.
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Figure 17: Messages received by Edgegateway from the emulated TMA NoAH suitcases.
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Figure 18: Messages received by Edgegateway from the emulated TMA smartwatches.
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4.2.2.3 KENTYOU Datahub and Eye Integration

The integration between the lot Gateway and the KENTYOU Eye platform demonstrated successful real-time
data transmission and visualisation capabilities. As shown in Figure 19, the KENTYOU Eye platform
successfully received messages from all emulated devices, displaying their locations on an interactive map
interface. The platform's visualisation capabilities are further demonstrated in Figure 20, which provides a
zoomed-in view of the map, offering more detailed positioning information for the emulated devices in their
designated operational area.
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Figure 19: Emulated devices messages received by KENTYOU Eye.
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Figure 20: Zoomed in View of map for emulated devices.

The system's ability to handle different device types and their specific data streams was thoroughly validated.
Figure 21 illustrates the detailed data received from an individual TMA NoAH Suitcase, showing the specific
parameters and metrics being monitored for this device type. Similarly, Figure 22 displays the data stream
from an emulated health Smartwatch, demonstrating the platform's capability to process and visualise distinct
data types from different IoT devices. This comprehensive integration testing confirmed the successful end-
to-end communication flow from the lot Gateway to the KENTYOU Eye platform, with all device data being
accurately transmitted and visualised in real-time.
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Figure 21: Data received by one of the emulated TMA NoAH Suitcase.
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Figure 22: Data received by one of the emulated health Smartwatch.

4.3 Trial 3: LMS - Smart Manufacturing

4.3.1 Test Description
One lab testing, regarding the integration of Trial 3 data sent from sensors and cameras to the KENTYOU
Datahub and visualised to the KENTYOU Eye, and later, the platform is under development. However, in this
phase of the project, we have not yet performed lab testing, due to the refinement of the Trial architecture (see
D2.2 and D5.1). Moreover, the containerisation of the ROS applications will validate the data publishing to
the KENTYOU Datahub. We have defined the data to be shared and shown on the dashboard, and they are the
following:
e Operational data
o Map of the workstation (location data from sensors)
o Robots Workload: Overview of robot tasks quantity (current, queued, and completed) and
consecutive operational shifts
e Infrastructure data
o CPU usage and memory allocation during different manufacturing tasks
o Monitoring the usage rating of [oT devices
The integration will be performed in parallel with the COGNIFOG Quickstart deployment, thus it will be
addressed in D5.2.
4.3.2 Evaluation
The evaluation of the integrated system will be reported in D5.2.
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5 Readiness Levels

The COGNIFOG project follows a metric-based approach to evaluating the development of the different
components of the architecture and the progress in their integration. The methodology presented below will
enable us to follow progress and evaluate the readiness of the components and the system.

5.1 System Readiness Level Methodology

The methodology used by the COGNIFOG project evaluates the readiness of components individually and
how they interact with each other. Different metrics will be used for these assessments. A detailed explanation
of the Technology Readiness Level (TRL), Integration Readiness Level (IRL) and System Readiness Level
(SRL) can be found in D4.4.

5.2 Final Assessment of Readiness

5.2.1 Technology Readiness Levels
Table 26 presents the evolution of the TRL over months for the different components of the COGNIFOG
platform.

Table 26: Evaluation of TRL of COGNIFOG components.

Partners Asset

I12CAT Network Edge Gateway 2 3 4 4 4
2CAT MQTT Broker 9 9 9 9 9
12CAT Network Slice Manager 4 4 4 4 4
12CAT Network RAN Controler 4 4 4 4 4
CYSEC ARCA Trusted OS x86 9 9 9 9 9
CYSEC ARCA Trusted OS Embedded 5 5 7 7 7
CYSEC ARCA KMS Container 5 5 7 7 7
ATOS Monitoring Manager 4 4 5 6 6
ATOS Monitoring Agents (Performance, 3 3 5 6 6
Green...)
ATOS Continuum Orchestrator Scheduler 3 3 4 6 6
ATOS Continuum Orchestrator Agent 3 3 4 6 6
ATOS Policy Manager 3 3 3 3 3
ATOS Policy Agent 3 3 3 3 3
CEA Polygraph Modelling 3 3 4 4 4
CEA Polygraph Monitoring 3 4 4 5 5
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XCOGNIFOG

SIEMENS Smart Allocator 1 3 3 5 6
KENT KENTYOU Data Hub 4 5 5 6 6
KENT KENTYOU Eye 3 4 4 5 5
EBOS Comprehensive Cognifog Dashboard 4 4 4 4 4
KENT KENTYOU AI 3 4 4 5 5
KENT KENTYOU UI 3 4 5 5 5

5.2.2 Integration and System Readiness Levels

Figure 23 and Figure 24 present the evolutions of the IRL between the components of COGNIFOG at months

1, and 27 respectively. Comparing the different matrices allows one to measure the progress

integration between the components.
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KCOGNIFOG

Figure 23: Integration Readiness at Month 1
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Figure 24: Integration Readiness at month 27.

5.2.3 System Readiness Levels

Following the System Readiness Level methodology, we calculated (see Figure 25) an initial SRL of 0.15 for
the COGNIFOG platform at the beginning of the project. At Month 12, the SRL reached 0.20; at Month 18, it
reached 0.29. At Month 27, it reached 0,353. This shows, according to the SRL scale, that the step of concept
refinement is finishing, and the project is entering the Technology Development phase.
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Figure 25: Progress mapped over the SRL scale.
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Figure 27 presents another perspective on the progress of the integration work. Each component is represented
by a point (with its TRL indicated), and each integration relationship is represented by a link between

components (with the width of the segment representing the IRL between the components). It allows for a
rapid visualisation of the main progress of the integration work of the project.
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Figure 26: Integration status at M 1.
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Figure 27: Integration progress from M1 to M26.
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6 Conclusion

The final report for D4.6 presents the results of the concluding lab testing and optimisation efforts conducted
for the COGNIFOG platform. This report builds upon and complements D4.5, specifically focusing on
additional testing and validation activities since that deliverable. Our component-level testing efforts have
expanded significantly, with enhanced unit test coverage across critical components including Smart Allocator,
KENTYOU UI, KENTYOU EYE, Polygraph Monitoring, Network Slice Manager, and KENTYOU DataHub.
These comprehensive tests have yielded positive outcomes, demonstrating the robustness of individual
components. Integration testing has been particularly thorough, focusing on crucial component interactions
that were not previously validated. We successfully tested and documented key integrations between Smart
Allocator and Orchestrator Manager, ARCA Embedded and Smart Allocator, Dashboard interfaces with both
Polygraph and Orchestrator, as well as the complex interactions between Monitoring Manager, Monitoring
Agent, and [oT Edge Gateway. These integration tests have provided valuable insights into the platform's
interoperability and communication capabilities. The involvement of pilot providers in platform evaluation
has been instrumental in validating real-world applicability. Their expertise, objectives, and technical
providers' contributions have helped ensure the platform's effectiveness in practical scenarios. This
collaborative evaluation approach has established a strong foundation for upcoming activities in WP5. Our
structured assessment methodology, examining Technology Readiness, Integration Readiness, and System
Readiness levels from M1 to M27, has provided comprehensive insights into the platform's maturity. This
systematic evaluation has helped identify both strengths and areas requiring further refinement, contributing
to a clear understanding of the platform's deployment readiness. The D4.6 deliverable represents a significant
milestone in the COGNIFOG platform's development journey. While we acknowledge that not all possible
scenarios could be exhaustively tested, the extensive testing coverage, successful integration validations, and
real-world evaluation by pilot providers have established a robust foundation for the platform's deployment in
trial scenarios. The insights gained from this testing phase will continue to inform optimisation efforts as the
platform progresses toward full operational capability.
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Annex I

The COGNIFOG components and the first release uploaded to the project's GitHub organisation can be
found at the following link: https://github.com/cognifog-eu.

Table 27: The list of components and their associated git repositories.

Part of the . :
Component Name Partner first release GitHub repository

Comprehensive COGNIFOG cBOS Yes https://github.com/cognifog-
Dashboard eu/comprehensive-dashboard
MQTT broker i2CAT Yes https://github.com/cognifog-eu/mgqtt-broker
ARCA Trusted OS x86 CYSEC Yes ISI?lgrce code managed by CYSEC due to
ARCA Trusted OS Source code managed by CYSEC due to
Embedded CYSEC Yes PR
ARCA KMS Container(x86) Source code managed by CYSEC due to
/ Service(embedded) CYSEC Yes IPR
Continuum Orchestrator https://github.com/cognifog-
Scheduler ATOS Yes eu/orchestrator-scheduler
Continuum Orchestrator ATOS Yes https://github.com/cognifog-
Agent eu/orchestrator-agent
Policy Manager ATOS No -
Policy Agent ATOS No -
Monitoring Manager ATOS Yes https://github.com/cognifog-eu/monitoring-
manager
Monitoring Agent ATOS Yes gttgs ;// github.com/cognifog-eu/monitoring-
Slice Manager i2CAT No -
RAN Controller 12CAT No -
https://github.com/cognifog-eu/qos-solver
Smart Allocator Siemens Yes https://github.com/cognifog-eu/qos-
scheduler
Polygraph Modelling CEA Yes Source code managed by CEA due to IPR
Polygraph Monitoring CEA Yes https://,q1thub.C(.)m/f:ogmfog—eu/cea—
polygraph-monitoring
https://github.com/cognifog-
KENTYOU Data Hub KENTYOU Yes c0/KENTYOU-datahub
KENTYOU Eye (Al & UI) | KENTYOU Yes tsooﬁfff code managed by KENTYOU due
IoT Edge Gateway 12CAT Yes https://github.com/cognifog-eu/iot-edge-gw
UC-quickstart THALES No https://glthub.com/cogmfog-eu/UC-
quickstart
UC2-Decentralized- TMA No https://github.com/cognifog-eu/UC2-
Telemedicine Decentralized-Telemedicine
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