XCOGNIFOG

Al-empowered Edge Cloud Continuum for self-aware
cognitive computing environments

HORIZON Innovation Actions - HORIZON-CL4-2022-DATA-01-02

D35.2: Report on pilots on setup and operational

management final version
Delivery date: June 2025

Dissemination level: Public

Duration: 1 January 2023 — 31 December 2025

Project website: | https://www.cognifog.eu/

Funded by the European Union under the Grant Agreement No. 101092968. Views and
opinions expressed are however those of the author(s) only and do not necessarily reflect those
of the European Union. The European Union cannot be held responsible for them.



https://www.cognifog.eu/

XCOGNIFOG

D5.2: Report on pilots on setup and operational management final version

Document information

Work Package WP5: Cognitive-Fog System Validation

Task(s) T5.1: Pilot setup and operational management
Type R - Document, Report
Due Date M30, June 30, 2025

Submission Date | M30, July 2, 2025

Document Lead | Maryna Gorobei (UTA), Federico Cruz (UTA)

Maryna Gorobei (UTA), Federico Cruz (UTA), Rodger Lea (UTA) Zakaria
Contributor(s) Benomar (Thales), Harry Kakoulidis (TMA), Marios Prasinos (TMA),
Panagiotis Mavrothalassitis (LMS)

Zakaria Benomar (Thales)

Marios Prasinos (TMA)

Internal Review

Grant Agreement: 101092968 -2-



D5.2: Report on pilots on setup and operational management final version

Document history

XCOGNIFOG

V0.1 20/02/2025 Initial deliverable structure Federico Cruz (UTA)
V0.2 31/03/2025 50% of the deliverable content Federico Cruz (UTA)
o :
V0.3 | 06/06/2025 80% of the deliverable content Federico Cruz (UTA)
Maryna Gorobei (UTA),
. Panagiotis Mavrothalassitis
0
V0.4 | 19/06/2025 100% of the deliverable content | \1<) 71 2154 Benomar (Thales),
Theo Manea (Thales), Marios
Prasinos (TMA)
V1.0 19/06/2025 Internal Review Version Maryna Gorobei (UTA)
Zakaria Benomar (Thales), Theo
V1.1 27/06/2025 1st version with suggested revisions | Manea (Thales), Marios Prasinos
(TMA)
V1.2 27/06/2025 Final Version for Quality Review Maryna Gorobei (UTA)
V1.3 01/07/2025 QA version Kyriaki Psara (EBOS)
V2.0 01/07/2025 Final version for submission Maryna Gorobei (UTA)

Grant Agreement: 101092968




D5.2: Report on pilots on setup and operational management final version

Consortium

XCOGNIFOG

list COMMISSARIAT A L ENERGIE ATOMIQUEET | . CEA
ceatech AUX ENERGIES ALTERNATIVES FR ance
ATOS IT SOLUTIONS AND SERVICES IBERIA .
Spain ATOS
SL ES
g CYSEC SA CH Associated Switzerland CYSEC
CYSEC
eBOS EBOS TECHNOLOGIES LIMITED CY Cyprus EBOS
Netcompany | NETCOMPANY-INTRASOFT SA LU Luxembourg INTRA
i FUNDACIO PRIVADA I2CAT, INTERNET 1| . DCAT
INNOVACIO DIGITAL A CATALUNYA ES p
kentyou | KENTYOU FR France KENTYOU
LMS
{ e | PANEPISTIMIO PATRON Greece LMS
TELEMATIC  MEDICAL  APPLICATIONS
‘L'MA mednc | EMPORIA  KAL  ANAPTIXI  PROIONTON | . . T™MA
werows | TILIATRIKIS ~ MONOPROSOPIKI ~ ETAIRIA
PERIORISMENIS EYTHINIS
THALES | THALES France France THALES
SIEMENS | SIEMENS AKTIENGESELLSCHAFT DE Germany SIEMENS
- Urban Technology Alliance Association CH .
. U\ | Associated Switzerland UTA

Grant Agreement: 101092968

4-




D5.2: Report on pilots on setup and operational management final version

List of abbreviations

XCOGNIFOG

Al Artificial Intelligence

API Application Programming Interface
AR Augmented Reality

CI/CD Continuous Integration/ Continuous Deployment-Delivery
CPU Central Processing Unit

CSv Comma Separated Values

DT Digital Twin

EMF Eclipse Modeling Framework
gRPC Remote Procedure Calls

HTTP Hypertext Transfer Protocol

HW Hardware

IoT Internet of Things

JSON JavaScript Object Notation

K8 Kubernetes

KPIs Key Performance Indicators
MQTT Message Queuing Telemetry Transport
OAuth Open Authorization

OCM Open Cluster Management

PoPD Protection of Personal Data
REST Representational State Transfer
R&I Research and Innovation

Grant Agreement: 101092968




D5.2: Report on pilots on setup and operational management final version

XCOGNIFOG

ROS Robot Operating System

RRI Responsible Research and Innovation

SSL Secure Sockets Layer

SW Software

TCP/TP Transmission Control Protocol/ Internet Protocol
WP Work Package

YAML Yet Another Markup Language

WSL Windows Subsystem for Linux

FAIR Findable Accessible Interoperable Reusable
SoTA State of The Art

Grant Agreement: 101092968




XCOGNIFOG

D5.2: Report on pilots on setup and operational management final version

Executive summary

This revised version of Deliverable 5.1 provides an updated account of the COGNIFOG pilot trials’ setup and
operational management, following the actual rollout of the three use cases. The pilots are:

« Trial 1 (Thales): Crisis management in urban environments.
« Trial 2 (TMA): E-health service continuity in remote construction sites.
« Trial 3 (LMS): Automated smart manufacturing across an edge-cloud continuum.

The initial version of this deliverable (submitted in July 2024) established the common framework, technical
objectives, ethical principles, and KPIs. Since then, pilots have moved into the implementation phase, and this
revision reflects early outcomes, practical insights, and refinements applied during deployment.

Core guidelines and architectural components remain valid. However, adjustments based on real-world
conditions have reinforced the significance of aligning trials with stakeholder needs, improving deployment
efficiency, managing heterogeneity, and validating COGNIFOG’s added value compared to existing
infrastructure.

This deliverable continues to serve as the operational reference for the trials, paving the way for the final
assessment and lessons learned to be presented in D5.2.
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1 Introduction

Following their deployment, this revised deliverable presents the operational update of the three COGNIFOG
pilots. While the initial version laid out the goals, guidelines and framework, this version reflects on their
actual setup. It focuses on how the trials have applied the procedures set out in D5.1, technical architecture,
engaged with stakeholders, and addressed data gathering, performance and ethical requirements.

The trials followed a harmonised procedural structure to ensure comparability and coherence across different
contexts. Core aspects such as data gathering, scenario implementation, system monitoring, and ethics have
been refined based on the actual deployments.

The implementation phase benefited from the outputs of WP4, and this document captures how these informed
the pilots' real-world application. Insights collected here will directly contribute to the outcomes in D5.2 and
further system validation activities.

1.1 Mapping Projects’ Outputs

This section aims to map COGNIFOG Grand Agreement (GA) commitments within the formal Deliverable
and Task description against the project’s respective outputs and work performed.

Table 1: Adherence to COGNIFOG GA Deliverable and Task(s) descriptions.

T5.1 - Pilots setup and o Chapters 4, 5, and 6 translate

operational management the integration plans derived
from WP4 into the definition

This Task will materialise the Ch and selection of trial-specific

. . . apter 4 .

integration plans derived from Chapter 5 data paths and architectural

WP4 and set up all Chapter 6 components.

the infrastructure and

environment required to run each

of the pilots and use cases at the

premises of each stakeholder.

T5.1 - Pilots setup and e Chapters 3, 4, 5 and 6 define

operational management the high-level goals that
individual trials aim to

This task will also address the gﬁ:g:zi achi.eve; they.alsol provi_de the

?Ifeezeglong manal%ement .faceic1 of Chapter 5 tei‘flng scenarlé)s, mChifhngl.the

e experiments by covering how Chapter 6 set-up procedures, timeline,

pilots will be made operational, and tools and framework

monitored, and managed overall. required for the scenarios.

T5.1 - Pilots setup and e Chapters 3, 4, 5, and 6 set up

operational management the specific environment for
testing the  COGNIFOG

This task aims at building gﬁapter 3 architectural components.

. . apter 4 . .

effect-lve environments tq run the Chapter 5 Trial-specific KPIs are

experiments and provide the Chapter 6 defined, and a methodology for

means to collect feedback and gathering and measuring data

experimental data, which will be is defined.

the foundation to assess and

validate the proposed KPIs.
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1.2 Updates since the initial version of the Deliverable

D5.2 represents an updated version of Deliverable 5.1 and reflects the progress made since the submission of
the initial version in July 2024. At that time, the trials had not yet been deployed; therefore, the first version
focused on defining a shared framework, outlining pilot objectives, specifying evaluation criteria, and
preparing ethical and technical guidelines for execution.

Since then, all three pilot trials: in crisis management (Trial 1), e-health (Trial 2), and smart manufacturing
(Trial 3), have entered the deployment phase. This revision incorporates the following key updates:

. Pilot Implementation: The infrastructure at all three pilot sites has been successfully set up and
integrated with COGNIFOG components. Trial partners have initiated scenario testing in real or
simulated operational environments, aligned with their original objectives.

« Operational Insights: The initial assumptions and design principles have been confirmed based on
the trials' rollout. Adjustments were made to reflect practical deployment constraints, particularly data
integration and system orchestration.

« KPI Monitoring: The evaluation framework and performance indicators defined in the original
version have been further specified, consistent with the comments made by the project reviewers and
are now actively applied. Data collection and monitoring tools have been deployed, and preliminary
results will be gathered in the next few weeks for evaluation purposes.

+ Technology Validation: Core architectural components of COGNIFOG, including the orchestrator,
monitoring tools, and data management, are currently being tested in real-world scenarios. Feedback
from trial partners is informing refinements and updates to the platform.

. Ethics and Data Management: Each trial has implemented an operational ethics and data
management plan. Data gathered is being stored, anonymised, and shared in accordance with project
guidelines and legal requirements.

« Inter-trial Coherence: The procedural consistency among the trials, as outlined in the initial version,
has enabled effective coordination, results comparability, and technical synergy across domains,
despite the differences inherent to the trials' respective specific conditions.

D5.2 therefore shifts the focus from preparation to early validation, providing a revised overview of how each
pilot is proceeding with deployment and management. It sets the stage for D5.4, which will report on final trial
outcomes, evaluation results, and replication recommendations.

Grant Agreement: 101092968 -15-
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2 Background and Purpose

The three pilots are central to achieving COGNIFOG’s core technical objectives. With deployments now
underway, the feedbacks obtained so far confirm that the trials are successfully contributing to the following:
. Infrastructure readiness: The required testing environments at pilot partner sites have been
established and adapted/fine-tuned.
. Execution and validation: Trials actively run the different established scenarios, test orchestration,
and gather data.
« Performance insights: The collection of real-world performance data has begun and is now well
underway.
+ Technology refinement: The initial feedback informs incremental and continuous improvements to
the architecture. Substantial work has been undertaken in this regard. This work will continue until
M36.

The trials are unfolding in alignment with the three defined phases: development, integration/testing (M5—
M27), and deployment/validation (M18-M36). The execution of the trials tends to confirm the viability of the
planned CI/CD approach and the pilot partner’s trial design.

2.1 Effective Real-World Trials

Now that trials have been launched, the findings gathered so far confirm the importance of aligning test
scenarios with realistic operational conditions and stakeholder needs. As required, trials have engaged with
genuine user challenges, such as scalable deployment and edge device management, and now show stronger
integration and adaptation to real-world conditions.

While compromises were needed in some environments (simulated sensors and synthetic data or limited access
to a real-world environment), the diversity in sensors and data confirmed the COGNIFOG platform’s
adaptability. Initial deployments seem to confirm the framework’s capacity to improve:

« Edge/loT application lifecycle management,

« System scalability and device heterogeneity,

«  Operational harmonisation with existing pilot partner processes.

2.2 Testing COGNIFOG’s SotA

Early deployment has begun to validate COGNIFOG’s added value compared to the current state of the art
(SoTA) in Cloud-Edge-loT architectures. Trials are actively testing capabilities previously only planned, such
as:
« Smart allocation and orchestration in edge robotic environments (Trial 3),
« Smart orchestration of Edge-based applications (based on network latency, available bandwidth and
resource consumption) (Trial 1),
« Improved service continuity in hybrid remote health networks (Trial 2).

Defined KPIs are now in use (please refer to deliverable D5.3). In areas where novel features are being tested,
stakeholders have helped define meaningful targets. Where performance improvements are expected,
benchmarking against existing processes is underway.

To achieve the improved service continuity capability validation, it has been decided to use reliability
guarantee level QoS 2 for the MQTT Protocol in the Edge Gateway.

Grant Agreement: 101092968 -16-
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2.3 Commonalities across all trials

The Pilot rollouts confirm that common architectural elements and methodological coherence are maintained
throughout the project. All pilots continue to:

«  Use shared COGNIFOG architecture components,
« Follow consistent templates for scenario design, setup, and risk planning,
«  Target aligned high-level goals and KPIs for system evaluation.

This common structure has enabled technical teams to share best practices, accelerate integration, and build
cross-trial insights. As a result, feedback on the deployment and running of the trials is already informing
technical adjustments for better scalability, resilience, and stakeholder engagement.

Grant Agreement: 101092968 -17-
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3 Common Trials Guidelines

Following the rollout of all three trials, the shared methodology outlined in the initial version of this deliverable
has proven essential for ensuring consistency, facilitating coordination across partners, and enabling
measurable system evaluation. Each trial has applied the following core guidelines, adapting them slightly
based on the realities of their specific environments.

3.1 Technology Components

All pilot partners implemented COGNIFOG technology components as planned, with minor modifications
tailored to their local infrastructure. Key architectural tools, including the orchestration layer, monitoring
systems, and the CI/CD stack, were effectively deployed across the three trials.

Each trial setup aligned with the four WP5 objectives:
1.  Infrastructure deployment was completed at each site, ranging from edge devices in the field to
central cloud resources.
2. Execution of use cases began after integration, using the platform updates from WP4.
Performance evaluation is ongoing, with KPIs actively monitored.
4.  Technology feedback loops are being used to refine several components, particularly orchestration
and resource allocation tools.

w

Early feedback indicates that the platform's modular design allowed each partner to integrate trial-specific
technologies (e.g., sensors, containers, analytics pipelines) while maintaining compatibility with the shared
system backbone.

3.2 Data Gathering

Data management planning, including the technical and ethical handling of trial data, has moved from the
planning to the execution stage. Each trial has now implemented an operational data collection system,
aligned with:

« Their scenario-specific requirements (e.g., real-time video, sensor telemetry, Al-driven decisions),

« Project-wide goals for interoperability and data sharing,

« Ethical frameworks as outlined in D7.5.

Data is being collected in structured formats (CSV, JSON, etc.) and stored securely with access protocols in
place. Simulated datasets continue to complement real-world inputs where physical conditions limit sensor
deployment. All partners have adhered to the FAIR principles and initiated steps for future sharing through the
central COGNIFOG repository.

Interoperability and metadata tagging have been reinforced during early data uploads, enabling easier
comparison and traceability across trials.

3.3 Evaluation Methodology

With the rollout of the three COGNIFOG trials now underway, evaluating the system’s performance,
reliability, and integration potential is entering a critical phase. Each pilot must now apply a structured, context-
specific evaluation methodology that reflects both its High-Level Goals (HLGs) and the Key Performance
Indicators (KPIs) defined at the project level (included in D 5.3).

As outlined in the initial version of Deliverable D5.1, each trial is expected to develop a trial-specific
Evaluation and Goals Statement. This document defines the use case objectives, the COGNIFOG components
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to be tested, the stakeholder expectations, and the methodology occur. These plans have now moved from the
design phase into execution. Chapters 4 to 6 of this document will provide an update on the components used
by the trials, the KPIs, and the data paths exercised by the trials.

Scope of Evaluation
Evaluation in COGNIFOG is not limited to technical performance. It covers:
« System-level performance indicators, such as latency, throughput, fault tolerance, orchestration
efficiency, and data handling;
. Component-level metrics, targeting specific platform features like edge-cloud coordination,
deployment automation, or energy optimisation;
« Scenario realism and relevance, assessing whether the chosen trial environments and conditions
reflect real-world use cases;
« Process and methodology coherence, including setup procedures, monitoring infrastructure, and
stakeholder engagement;
. Interdependencies and integration, examining how various subsystems (e.g. Al components,
orchestration layers, network configurations) interact within a complete deployment.

This multi-dimensional approach is essential to comprehensively assess how COGNIFOG performs under the
constraints and needs of different application domains.

Trial Types and Methodological Flexibility

The methodology differs by trial, depending on the nature and the level of implementation or maturity of each
use case. Some trials are primarily technical and aim to validate the performance of specific COGNIFOG
components under controlled conditions (e.g., edge computing responsiveness or resource scheduling
behaviour). Others are more scenario-based and test the overall experience of integrating COGNIFOG into a
broader process or operational flow (e.g., emergency response coordination or autonomous manufacturing
workflows).

Trials may be conducted:
« Inreal-world environments with operational constraints and live data,
« In hybrid conditions, combining real infrastructure with simulated data or actors,
« In controlled/lab settings to extrapolate results that inform deployment readiness.

Each method has trade-offs. While real-world deployments offer high external validity, lab trials allow more
control over variables. Therefore, each partner has selected the approach that best fits their technical and
operational context, while ensuring alignment with project-wide KPIs.

From Measurement to Insight

To ensure consistent results, trials closely coordinate their KPIs with WP4 and WP6. These KPIs are numerical
targets and indicators of integration quality and system usability. Partners are currently deploying automated
and semi-automated tools (e.g. monitoring dashboards, log analysers, CI/CD tools) to capture system
behaviour and identify bottlenecks.

A comprehensive evaluation framework includes:
« Baseline comparisons (where existing systems exist),
«  Threshold targets for newly introduced features,
«  Continuous monitoring to detect system drift or unexpected behaviours,
« Feedback loops for refinement and tuning.
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In addition to performance data, qualitative observations are collected wherever applicable, particularly when
the trial involves system operators or stakeholders who can provide insight into usability, adaptability, or
situational appropriateness.

Value for System improvement
Ultimately, the evaluation process will confirm whether the COGNIFOG platform meets its performance
objectives and reveal integration challenges, usability constraints, and deployment trade-offs. These insights
will inform:

«  Further refinement of the COGNIFOG architecture,

. Prioritisation of features for the final release,

« Guidance for replication and scaling in future environments,

« Input to D5.4 (M36), where a complete assessment of system effectiveness will be reported.

By applying robust and transparent evaluation practices, the trials contribute to the project’s goal of
demonstrating a real-world-ready platform that delivers measurable value across diverse loT-Edge-Cloud
scenarios.

3.4 Ethics

Although the three COGNIFOG pilot trials do not directly involve human participants, ethical considerations
remain central to their design and implementation. The COGNIFOG platform is intended for real-world
deployment in real-life environments. Its operations will inevitably affect human stakeholders, including
citizens, public authorities, and service operators, directly or indirectly. As such, each trial must be conceived,
implemented, and monitored as though interacting with actual individuals, with full consideration of the ethical
implications of this.

The ethical approach outlined here builds upon the foundation in Deliverable D5.1 (first version, July 2024),
which established the core guidelines for managing ethics, data protection, and Al responsibility within the
COGNIFOG project. This revised version retains those principles and adapts them for the current phase, where
trials are now actively deploying components in near-operational environments.

Even without direct human subjects, trials are required to anticipate and prepare for ethical challenges related
to personal data use, stakeholder impact, and Al transparency. For example, video data (from public space
monitoring, for example), natural language inputs, or contextual sensor data may touch on sensitive areas.
They must therefore be treated as though they involve personal data, following GDPR and other EU legal
requirements.

Core Ethical Concerns in COGNIFOG
Ethical issues in COGNIFOG are concentrated around three key domains:

1. Indirect human involvement and personal data processing: Although direct interaction with
individuals is not planned, using video imagery (e.g., from drones or fixed cameras in public areas),
Natural Language Processing (NLP), or environmental data in urban spaces raises potential privacy
issues. As noted by the Ethics Advisor in D1.1, these use cases demand the same rigour as if real users
were actively involved.

2. Development and deployment of Al technologies: COGNIFOG's cognitive orchestration and
decision-making capabilities must be designed and validated with ethical safeguards, particularly
around automated decision-making, algorithmic bias, and user transparency.
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3. Data exchange and interoperability: The trials involve cross-border data flows and heterogeneous
devices. Even when anonymised, such data must be managed responsibly, in line with EU and
international standards for secure, lawful, and ethical data governance.

Each trial is required to treat these risks seriously and proactively. Even in the absence of explicit human
subjects, ethical risk is assumed to be present, and mitigation strategies must be in place, as established in D5.1.

Ethics by Design: Embedding Principles from the Start

COGNIFOG adheres to an “Ethics by Design” approach, integrating ethical requirements throughout the
platform's development and deployment lifecycle. This means not just meeting legal obligations, but
proactively safeguarding human rights, promoting fairness, and avoiding harm from the outset.

The following six ethical principles, first outlined in D5.1, serve as the foundation for Al development within
COGNIFOG:

1. Respect for Human Agency — ensuring autonomy, dignity, and freedom;

Privacy and Data Governance — respecting rights to privacy and secure data handling;
Fairness — avoiding discrimination and ensuring equal treatment;

Well-being — promoting individual, societal, and environmental benefit;

Transparency — providing explainability and traceability in system behaviour;

A i

Accountability and Oversight — maintaining human control and responsibility over Al systems.

These principles influence both software architecture and operational protocols. For example, system logs must
be auditable, Al outputs must be explainable to stakeholders, and deployment practices must include privacy-
preserving defaults.

Operational Implementation and Monitoring
During deployment, trial partners are expected to:
o Enforce ethical safeguards for any real or simulated data use;
e  Monitor platform behaviours for emerging risks;
o Include ethics criteria in staff training, stakeholder communication, and system maintenance;

e Implement technical safeguards against “function creep” (i.e., unintended system reuse or misuse
beyond original scope).

In line with D5.1, all monitoring and evaluation activities must also track adherence to ethics guidelines and
document any ethical incidents or grey areas encountered during the trial.

Alignment with Responsible Research and Innovation (RRI)

COGNIFOG aligns fully with the principles of Responsible Research and Innovation (RRI), as outlined in
D5.1 and EU guidance. This means incorporating:

e FEarly stakeholder engagement,
e Transparent design and decision-making,
e Inclusivity and social responsibility,

e Ongoing reflection on possible societal impacts.
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Even though public engagement in the current trials is limited, partners are encouraged to consider how broader
stakeholder values will affect the adoption, trust, and sustainability of the platform.

Individual Ethics and Data Management Plans
Each pilot site is required to develop its own:
e Ethics Management Plan, outlining trial-specific risks, responsibilities, and procedures;

e Data Management Plan (DMP), specifying data collection, anonymisation, access control, storage, and
sharing protocols.

These plans are detailed in the respective chapters of this deliverable (Chapters 4—6) and complement the
global ethics approach introduced in D5.1, D1.1, D7.4 and D7.5. They will be continuously refined as each
trial progresses and new ethical insights emerge from deployment.
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4 Trial 1: Unveiling Cloud-Edge-IoT Potential for coordinated crisis
management in urban areas (Thales)

4.1 Trial overview description

Centennial floods, expected once every hundred years, can severely disrupt urban infrastructure, revealing
critical vulnerabilities. In cities like Paris, these rare but extreme events overwhelm transportation and
communication systems. Roads and railways become impassable, halting transit and isolating communities.
Communication networks often fail as floodwaters damage cables and power supplies, hindering emergency
responses and coordination. These disruptions highlight the need for resilient infrastructure and robust flood
management strategies, ensuring cities can better withstand and recover from such catastrophic events.

The centennial flood of the Seine is not just a conjecture, but a tangible reality that demands our attention. In
January 1910 (Fig.1), the Seine reached a historic level of 8.62 meters, leaving an indelible mark on Paris for
thirty-five days before returning to its usual calm. However, it is not a distant past that concerns us, but rather
the present and the future, as signs of this threat are becoming increasingly apparent.

VUE PRISE DE LA TOUR DE L'HORLOGE DE LA GARE DE LYON - 29 JANVIER 1910

Figure 1: Historical Flood — Paris, 1910.

In June 2016, the peak flood of the Seine reached 6.10 meters, recalling with growing concern the memory of
this centennial event. Enhanced by climate change, the damages would be far worse than in 1910, given the
significantly denser urban fabric today. Approximately 400,000 homes located in flood-prone areas would be
affected, necessitating the evacuation of 800,000 people, ultimately impacting millions.
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Figure 2: Flood Damage along the Seine River.

While Paris has reinforced its protections over the years, paradoxically, the capital is more fragile than it was
a century ago, with infrastructure extending underground across seven levels. Moreover, the phenomenon
could be further exacerbated by climate change.

This imminent flood of the Seine poses a multifaceted threat to the infrastructure, transportation systems, and
inhabitants of Paris and its suburbs.

Conducting thorough risk assessments to identify infrastructure vulnerable to flood damage is essential. This
includes roads, bridges, utility networks, and underground facilities such as subway tunnels. By identifying
these high-risk areas, authorities can implement measures to restrict access and minimise the potential for
accidents or structural failure.

There is a risk of individuals becoming stranded in their residences and unable to evacuate safely. This situation
can arise due to rapidly rising water levels, particularly in areas with limited access to higher ground or
emergency services.

Furthermore, providing necessities to those affected by the flood becomes essential. Evacuated individuals
may require temporary shelter, food, water, and medical assistance until they can return to their homes or find
alternative accommodation. Local authorities, humanitarian organisations, and community volunteers would
need to mobilise resources to meet these immediate needs and support affected populations during this
challenging time.

The potential impact of the Seine flood extends beyond physical damage to encompass social, economic, and
public health dimensions, highlighting the urgent need for comprehensive preparedness and mitigation
measures.
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4.2 High Level Goals

XCOGNIFOG

This trial aims to enhance urban flood crisis management by leveraging a Cloud-Edge-loT platform, utilising
a k3s-based edge/fog architecture. The primary goal is to improve real-time detection of inundation zones
through distributed sensing and data processing at the network edge, ensuring rapid situational awareness.

Multiple containerised applications operate within this environment, orchestrated by a smart scheduling
mechanism. This component dynamically determines the optimal nodes for deploying applications (based on
resources, networking constraints, etc.). The following table summarises the high-level goals of the trial.

Table 2: Trial 1 — High-Level Goals Description

Application deployment on Edge and IoT
devices is currently done manually with
physical media like a USB key or a hard
drive. This type of operation is time-
consuming, does not allow for frequent
updates, and is not dynamic.

COGNIFOG endeavours to enhance the deployment and
management of applications on Edge and IoT devices by
utilising Kubernetes-based orchestration with multi-clustering
capability. Within this framework, the goal is to streamline the
application lifecycle, from deployment to ongoing management,
across the continuum. This involves dynamically reallocating
resources as needed to adapt to changing workload demands and
facilitating seamless over-the-air updates to ensure applications
remain up-to-date and perform optimally.

Moreover, by simplifying the update process, COGNIFOG aims
to improve security by enabling swift patching of
vulnerabilities, thereby reducing exposure to potential threats.
Additionally, container technologies are employed to enhance
the portability of applications at the edge, ensuring consistent
deployment and isolation between different workloads without
resource overhead.

Today, the placement of workloads is not
optimised to minimise energy
consumption, nor to reduce bandwidth
usage, and network latency is not taken
into account.

To address this challenge, COGNIFOG proposes the integration
of Al-based algorithms to optimise workload placement
efficiently, ensuring the satisfaction of real-time constraints.
Leveraging historical data and employing machine learning
techniques, the framework will intelligently allocate workloads
to guarantee adherence to time constraints. Additionally,
COGNIFOG will anticipate workload fluctuations and enable
auto-scaling capabilities, thereby enhancing the framework's
ability to consistently meet time constraints with precision and
reliability.

The limited scalability stemming from the
heterogeneous nature of edge and IoT
devices poses a significant obstacle to
seamless expansion.

COGNIFOG framework will establish various standards to
accommodate the diverse range of devices, leveraging software
such as Sensinact, renowned for its support across various loT
device types, to effectively manage device heterogeneity.
Moreover, the framework's components will be engineered to
operate across multiple CPU architectures, ensuring
compatibility and flexibility. This adaptability will empower
COGNIFOG to optimise workload placement dynamically
based on the specific characteristics of each CPU type, thus
enhancing scalability and performance across the edge cloud
continuum.
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Real-time monitoring and collection of critical metrics such as
bandwidth availability, signal strength, and other infrastructure
resources will be the foundation for our energy-aware
orchestration strategy. By harnessing this data in real-time,
computing resources and bandwidth can be dynamically
—— allocated across the edge cloud continuum, ensuring optimal
cloud is fairly recent. performance while minimising energy consumption and
maximising efficiency.

There is no energy and bandwidth
optimisation for distributed computing
between the cloud and the edge.
Measuring energy consumption in the

COGNIFOG provides the tools to secure heterogeneous
Currently, no solution on the market | hardware, including VMs, standard servers, and embedded
provides security from hardware to | boards. The framework enables the platform to be secured from
software on embedded devices. the operating system to the software in a heterogeneous
environment.

4.3 COGNIFOG architecture components used in the trial

This trial scenario proposes utilising a network of IoT sensors to periodically transmit data to Edge-based
applications. These applications detect critical anomalies, such as water levels exceeding predefined
thresholds. In addition to sensor data, video streams from cameras and drones are incorporated to help localise
citizens in need during a flood.

At the Edge level, incoming data undergoes pre-processing and analysis through applications managed and
provisioned by COGNIFOG. While the figure depicts Edge nodes as K3s [1] master nodes, it is also possible
to introduce an additional Far Edge layer beneath them. However, this detail is omitted in the figure to maintain
clarity.

To enable efficient deployment and management of Edge and Far Edge applications, container-based
orchestration with K3s is employed. Our approach dynamically reallocates resources using tools like the
SIEMENS Smart Allocator, adapting to fluctuating workloads within the same cluster. Additionally, seamless
over-the-air updates are supported to ensure applications remain up-to-date and operate optimally. After
processing at the Edge, data is forwarded to the cloud for storage and visualisation, depending on application
requirements.

Monitoring is a core feature of the COGNIFOG framework, covering infrastructure and applications. Collected
Edge node metrics—such as CPU and RAM usage, and latency—feed into the Smart Allocator for intelligent
workload placement. This is achieved by integrating the container orchestration system (K3s) with the
SIEMENS Smart Allocator, enabling advanced resource optimization and system scalability. The COGNIFOG
components used in this trial are reported below (see Figure 3):

e Edge Gateway (I2CAT): Manages the acquisition and initial processing of the IoT devices and
cameras. The gateway can be deployed at the far Edge or the Edge layer (based on the application's
requirement).

e ARCA OS (CYSECQ): A secure operating system integrated into the Edge environment.

e Monitoring Manager/Agent (ATOS): Monitors the resources of the Edge infrastructure. The
collected data is later utilised by the Smart Allocator (SIEMENS).

e Orchestrator-scheduler (ATOS): Manage the Edge-based clusters.

o Smart Allocator (SIEMENS): Optimises application placement at the Edge by analysing resource
data from Prometheus/Thanos.

e Polygraph (CEA): Tracks the health and performance of applications running at the Edge.
e Kentyou Hub (KENTYOU): Processes data from [oT devices at the Edge level.
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e Kentyou Eye/COGNIFOG (eBOS) Dashboard: Provides intuitive data visualisation for decision-
making and situational awareness.

4.4 Data paths exercised in the trial

nnnnn
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Figure 3: Trial 1 — Architecture Overview.

The trial testbed implements a cloud-edge-IoT infrastructure based on the Cognitive-Fog system to enable
seamless interaction between IoT devices, Edge computing resources, and cloud services for scalable data
processing and decision-making.

A virtualised management cluster hosted on a Proxmox VM serves as the central control point at the Cloud
layer. This cluster integrates:

e Kentyou Eye (KENTYOU): Real-time monitoring of infrastructure and applications.
e Kentyou Data Hub (KENTYOU): Data ingestion and aggregation from distributed sources.

e Monitoring Manager & Aggregator (ATOS): Collecting and processing system metrics for
optimisation.

e Orchestrator-Scheduler (ATOS): Multi-cluster orchestration ensuring efficient workload distribution.

At the Edge layer, two NXP LX2160ARDB boards (each with 16 Cortex-A72 cores and 32GB RAM) operate
as independent clusters. These Edge clusters run the SIEMENS Smart Allocator on their master nodes to
optimise dynamic workload placement and resource use. Worker nodes, including Raspberry Pi boards, run
Arca OS for enhanced security and reliability.

Real-time data collection is facilitated by an MQTT Broker (I2CAT), which aggregates information from
various loT sensors such as flood water level sensors and IMUs for motion and environmental monitoring.

This setup enables distributed data processing starting from loT sensing at the Far Edge, through analysis and
coordination at Edge clusters, and finally data storage and visualisation at the Cloud, ensuring timely and
reliable crisis management.
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Figure 4: Trial 1 — Physical Implementation.

As previously mentioned, across all layers of the continuum, K3s is leveraged to facilitate the seamless
deployment of COGNIFOG components—including the Smart Allocator, Monitoring Agent, and Kentyou
Data Hub—without requiring manual configuration. To streamline this process, all subsystems can be easily
deployed using HELM charts [2], ensuring consistency and scalability.

Beyond deploying COGNIFOG subsystems, provisioning underlying infrastructure components and
configurations necessary to set up the environment is also automated. This is achieved through the use of
Infrastructure as Code (IaC) tools, ensuring reproducibility, efficiency, and reduced operational overhead.
Specifically, Ansible [3] fully automates the infrastructure setup, significantly reducing deployment time and
eliminating the risk of human error associated with manual software configurations. This approach accelerates
the deployment process and ensures that new nodes joining the system are automatically configured with the
required services and configurations. As a result, the COGNIFOG platform remains adaptive, resilient, and
capable of efficiently managing resources across distributed environments.

4.4.1 Data Management plan

The trial collects diverse data types from distributed [oT sensors (water levels, environmental conditions,
motion) and video streams (cameras, drones). Data management follows integrity, security, and privacy
principles to support reliable crisis management.

Data Collection:

Sensor data and video streams are continuously captured and transmitted via MQTT protocols to Edge
gateways for real-time processing. Pre-processing at the Edge reduces bandwidth usage by filtering and
aggregating data before forwarding to the Cloud.

Data Storage:

Processed data is stored temporarily at the Edge to enable fast local decision-making. Long-term storage and
historical data analysis occur in secure Cloud databases, supporting visualisation and reporting.
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Data Processing:

Edge applications perform anomaly detection and mission coordination based on sensor inputs and video
analytics. The Cloud layer aggregates insights across clusters and supports strategic planning,

Privacy and Security:

Data is encrypted during transmission and at rest to protect sensitive information. Access to data and control
systems is restricted via authentication and role-based permissions. ARCA OS on Edge nodes ensures a secure
runtime environment.

Data Retention and Sharing:

Data is retained according to regulatory requirements and trial objectives. Sharing is limited to authorised
stakeholders, including emergency services and local authorities, to facilitate coordinated responses.

4.4.2 Ethics plan

The trial involves collecting environmental data and video streams in urban areas, which raises important
ethical considerations regarding privacy, consent, and data protection.

Privacy Protection:

Video and sensor data are handled with strict privacy safeguards. Cameras and drones only capture public
spaces, avoiding private property or personally identifiable information (PII) whenever possible. While
computer vision techniques are used to localise citizens in need during floods, all faces in video streams are
automatically blurred in real-time to ensure individual privacy.

Informed Consent:

Wherever applicable, local authorities inform affected communities about the presence of monitoring systems
as part of public safety initiatives. Clear signage and public communication ensure transparency about data
collection and its purposes.

Data Minimisation and Anonymisation:

Data collection is limited to what is strictly necessary for flood detection and crisis response. Any personally
identifiable data is anonymised or masked during processing to protect individual identities.

Compliance with Regulations:

The trial follows GDPR and relevant local data protection laws, ensuring lawful data processing. Data access
is controlled and monitored to prevent unauthorised use.

Ethical Oversight:

An ethics committee reviews the trial protocols, ensuring alignment with ethical standards and addressing
potential risks. Any concerns raised during deployment are promptly addressed to uphold trust and
accountability.
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4.5 Detailed KPIs for the target

Table 3: Trial 1 — Detailed KPIs.

XCOGNIFOG

KPI
K1 SW installation: mins SW: 10 mins per node
HW installation: hours HW: 2/3 hours
K2 Infrastructure setup time: mins Cloud-to-edge-to-IoT infrastructure: 5 mins
K3 Network setup time: mins The elapsed time to set up a specific network
service before it becomes operational, including
all necessary network services from deployment
command to operational status, must be less than
5 minutes.
K4 Number of steps 1 command to deploy/update the application
K5 Scale-up time: mins Far edge redeployment: less than 2 mins
Edge redeployment: less than 5 mins
K6 Device integration: mins Newly deployed sensors should be connected,
ready, and visible from the platform within 5
minutes.
K7 Resiliency: number of tests 2 tests:
1. Platform robustness (connectivity disruption,
server failure, intrusion)
2. Combine multiple hardware failures and
connectivity issues
K8 Data integrity/security: number of actions | 1 action:
taken 1. The platform should ensure minimal data loss
(80% reduction) during network interruptions
and equipment failures
K9 Energy efficiency: percentage of energy | Reduction of energy consumption by 20% along
and/and CO2 reduction the edge-cloud continuum, including its
associated CO2 footprint.
K10 Load balancing: percentage of traffic | Reduced network traffic at the Cloud level by at
reduction least 10%.
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4.6 Per trial scenario

4.6.1 Scenario description and hardware required.
4.6.1.1 Detection of inundation and disaster-affected zones

In order to detect an inundation zone, a series of interconnected steps is undertaken to gather, analyse, process,
and transmit data for accurate and real-time flood detection and monitoring.

The process begins with data collection for the detection of the inundation zone from sensors, including:

Water level sensors: Water level data collected by sensors can be used to forecast flood events and assess
their potential impact on surrounding areas. By analysing historical data and current trends, authorities can
predict when water levels are expected to exceed critical thresholds. Real-time data enables authorities to
identify and target the most impacted zones, where floodwaters are rising rapidly or have already reached
critical levels. Water level sensors connected to a microcontroller capable of wirelessly transmitting data will
be used. Additionally, simulated sensors will be employed based on real historical open data provided by
Vigicrue.

Fixed cameras: By integrating fixed cameras with automated image processing algorithms, authorities can
create an early warning system for detecting inundation zones. In addition to detecting inundation zones, fixed
cameras can also monitor traffic flow and the condition of critical infrastructure such as roads, bridges, and
flood barriers during a flood event. The cameras will mostly be simulated using pre-recorded video using
standard video protocols. This will allow us to emulate surveillance cameras without privacy concerns.

IMU (Inertial Measurement Units): Inundation events can compromise the structural integrity of buildings,
bridges, and infrastructure, leading to potential collapse or instability. IMUs can be deployed to conduct
structural assessments by monitoring changes in the orientation and vibration of submerged structures over
time. By detecting anomalies or deviations from normal behaviour, IMUs help identify areas at risk of
structural failure, enabling preemptive evacuation or reinforcement measures. Physical inertial units will be
used to demonstrate our ability to integrate with physical hardware, but to showcase the framework's
scalability, many simulated sensors will be used. The IMU will be connected to a microcontroller capable of
transmitting data using a wireless medium.

Then, the collected data from the sensors is processed at the edge of the network to filter and extract useful
information. The edge data processing helps to maintain context awareness, such as the location, time, and
environmental conditions, which is helpful for flood and disaster detection. By preserving this contextual
information, flood detection accuracy is significantly improved. The edge nodes will be represented by boards
with various capabilities, ranging from hardware accelerators for Al to wireless network cards, graphic
accelerators, and CPU compute capabilities.

Once edge processing is complete, data is transmitted to the headquarters, where advanced analysis techniques
can be applied on a larger scale. This centralised data aggregation at the headquarters provides the command
with a comprehensive picture of the flood zone and the extent of the flooding, empowering them to make
informed decisions and coordinate the global response effectively.

Upon receiving orders from the headquarters, local authorities such as police departments and fire services
utilise the information provided to allocate resources effectively and respond to incidents in their respective
areas. They utilise the data processed in their zone to analyse and coordinate rescue efforts, ensuring a
coordinated global and local response. Traditional x86 server blades commonly used in cloud environments
will be employed at headquarters.
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On the operation field, the rescue team will coordinate their activities using mobile devices such as phones and
tablets. Through these devices, they will share vital information, such as location data, status updates, and
emergency alerts, ensuring effective communication and collaboration among responders in the field.

Some drones will be dispatched directly from the headquarters on global missions. These drones can be used
to map areas affected by floods precisely, aiding authorities in better understanding the extent of the damage
and planning rescue operations. These drones will not be piloted directly by operators but will be automatically
deployed via calculated trajectories.

Visualisation techniques are employed to represent the information meaningfully and efficiently, and to
interpret it efficiently and meaningfully.

Detecting an inundation zone involves collecting and analysing data from multiple sensors and processing it
at the network's edge before transmitting it to the cloud for further analysis. This allows for the real-time
detection and monitoring of flood zones, essential for effective flood management and response.

4.6.1.2 Mission Coordination

4.6.1.3

To effectively plan and execute emergency response actions, deliver necessary resources to those in need, and
identify potentially collapsing infrastructures for coordinated repair efforts, it is crucial that rescue teams can
promptly identify and share essential information for both rescue operations and infrastructure restoration.
Leveraging data collected in the preceding scenario, this information will be utilised and transmitted to relevant
stakeholders requiring such data.

Upon reaching the affected areas, on-site personnel will deploy drones equipped with cameras for various
purposes:

e Drones outfitted with cameras can assist in spotting and locating individuals trapped in flooded areas,
facilitating rescue operations. Due to the need for precise control over their movements, on-site
personnel will pilot these drones.

e Drones equipped with cameras will inspect infrastructures such as buildings, bridges and levees to
detect damage and prevent collapse risks. Machine learning algorithms and image processing
techniques will be employed to identify potential cracks or weak points.

Data retrieved by the drones will be processed, and pertinent information will be relayed to rescue teams for
coordination. Users of this infrastructure will access this information via tablets or smartphones, gaining
insight into the locations of various on-site teams and areas where individuals require assistance. This data will
be displayed on a map alongside relevant information, and an alert system will be implemented to facilitate
intelligent coordination among teams. Additionally, information can be transmitted to local authorities to
coordinate reinforcement deployment.

Data is needed on-site quickly to provide a rapid response. Therefore, data processing must be optimised based
on the capabilities of the network infrastructure to ensure the fastest possible response to on-the-ground
situations and to guarantee no data loss.

The effective planning and execution of emergency response actions, the timely delivery of necessary
resources, and the identification of potentially collapsing infrastructures are critical components of a successful
rescue operation. Utilising data collected in previous scenarios and deploying drones equipped with advanced
cameras for various tasks ensures that essential information is quickly identified and shared among rescue
teams and relevant stakeholders.

By leveraging real-time data processing and optimising it according to the network infrastructure's capabilities,
rescue teams can achieve the fastest possible response times, facilitating precise and efficient rescue
operations. By leveraging real-time data processing and optimising it according to the network infrastructure's
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capabilities, rescue teams can achieve the fastest possible response times, facilitating precise and efficient
rescue operations. By leveraging real-time data processing and optimising it according to the network

infrastructure's capabilities, rescue teams can achieve the fastest possible response times, facilitating precise
and efficient rescue operations.

4.6.1.4
4.6.2 Scenario setup procedure

The trial setup starts with deploying the core COGNIFOG components across the cloud and Edge layers. The
cloud layer runs a virtualised cluster managed with Proxmox, hosting monitoring, orchestration, and data
aggregation services. At the Edge, containerised applications are orchestrated via K3S clusters running on
LX2160ARDB boards and Raspberry Pis. The MQTT Broker (I2CAT) facilitates real-time ingestion of sensor
data. Worker nodes run on the secure ARCA OS, leveraging ARM-compatible images to maintain system
integrity and resist attacks. Cameras and drones are configured to stream video to Edge gateways, where pre-
processing includes anonymisation to comply with privacy regulations. The Smart Allocator is deployed to
monitor node metrics and dynamically optimise workload placement within the clusters. Extensive testing

ensures that each component can be installed and operated autonomously and in parallel, minimising setup
time.

4.6.3 Timeline

The implementation of a collaborative mission use case in an urban area consists of two phases. The first phase
involves setup, during which the necessary equipment will be provisioned and configured. Additionally, during

this phase, various applications specific to the trial will be developed, along with different modules for
simulating sensors and synthetic environments.

In the second phase, the two scenarios will be iteratively executed, accompanied by a series of tests and data
collection campaigns. This will enable validation of the system and provide feedback to the development
teams, facilitating the evolution of the framework. Once the components are improved, they will be updated,
and a new iteration of execution and testing will be carried out.

févr-2024
mars-2024
avr-2024
mai-2024
juin-2024
juil-2024
ao(it-2024
sept-2024
oct-2024
nov-2024
déc-2024
janv-2025
2025
mars-2025
avr-2025
mai-2025
juin-2025
juil-2025
aolt-2025
sept-2025
oct-2025
nov-2025
déc-2025

févr-:

Cognifog first infrastructure

Scenario rafinement and data flow definition
IoT and camera device and simulation setup
Use case specific application development
Cloud platform setup (Hypervisor and OS setup)
Network setup (Router and switchs configurations)
Drone synthetic environment setup

Initial Cognifog platform setup

Initial scenario setup 1st iteration 2nd iteration 3nd iteration

io 1 initial setup and first i | |
Scenario 2 initial setup and first instanciation
Scenarios refinement deployment and execution
Platform update/upgrade with refined components [ l l
E ion of results
End to end deployement test scenario

Chaos engineering test scenario
Platform security testing
End user platform assessement

Figure 5: Trial 1: Deployment Timeline.

4.6.4 Tools/Frameworks required/exercised in the scenario.

In the context of deploying a collaborative mission in an urban area, several challenges must be addressed. In
this pilot, data needs to be collected from various field sources, such as cameras and different sensors. To
streamline data collection, the data will be sent to Mosquitto brokers via MQTT. Once transmitted, this data

will be processed using data aggregation and processing applications to ensure it is handled within the required
time frame.
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Firstly, COGNIFOG CI/CD Stack is utilised to build, test, and deliver COGNIFOG's fundamental building
blocks, ensuring that the core components are robust and reliable. Secondly, the stack develops applications
tailored to specific use cases, allowing for a more customised and effective solution to meet various needs.
Additionally, Harbor registry facilitates the storage of application images in a registry, which simplifies the
deployment process. The CI/CD stack enhances the efficiency of deploying applications across different
environments by maintaining a centralised repository of these images.

For deploying new applications, the COGNIFOG dashboard will be utilised to specify the requirements. The
Multicluster Orchestrator will then place the workload on the appropriate Kubernetes cluster that is most
likely to satisfy the non-functional requirements.

Kentyou Hub will assist in aggregating data from different sources and standardizing the way data is
presented. Additionally, Kentyou Hub allows integration with Kentyou Eye, enabling the visualization of field
data on a map.

Polygraph modelling will be used to develop the necessary applications. Furthermore, the Polygraph
monitoring tool will be crucial in raising alerts if the processing time is not met. If an alert is triggered by
Polygraph, the Smart Allocator will redeploy workloads to optimize application processing.

Additionally, the Monitoring Agent and Monitoring Manager will help gather metrics from the different
clusters to provide insights into the status of various nodes, including RAM usage, CPU usage, energy
consumption, and the application metrics.

By implementing these advanced tools and methodologies, the aim is to create a robust and efficient system
capable of managing the complexities of data collection, processing, and visualization in urban collaborative
missions. This approach will enhance data accuracy, reliability, and timely processing, ultimately improving
the overall mission outcome.

4.6.5 How each KPI is measured and how data is gathered

Table 4: Trial 1 — KPIs Assessment Methodology.

Edge and IoT | To measure the installation time of an edge node, the start time of the installation
autonomous will be recorded, and the moment when the node becomes operational will be
installation time | verified. Open-source monitoring tools used in the platform, such as Prometheus,
(K1) will be used to collect information on the node's status.
To measure the installation time of the infrastructure, the process starts from a
. state where none of the machines are installed. Then, the platform's automated
Setup time of

deployment scripts are run, and the time from the start until the platform becomes

infrastructure (K2)

operational is measured. Automated tests will be implemented to verify the
platform has correctly installed.

Network setup time
K3)

To measure the network setup time, applications are deployed using COGNIFOG
and the overall elapsed time to have the service operational is evaluated.

Single touch
orchestration (K4)

Several functions will be defined to assess the ease of deploying functional chains
with IoT devices, and the number of manual interventions required for
deployment will be counted, aiming to keep these interventions to a minimum.

Several test scenarios will be executed to measure the latency of scaling up and
load redistribution, such as simulating network packet loss, bandwidth reduction,

Scale up latency (KS) and load increase scenarios by simulating more and more sensors. The time the
platform returns to a stable state will be measured.

Device integration | Various types of physical hardware, including an IP camera, a drone, or water

(Ko) level sensors, will be used to measure the integration time of a new device. The
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time elapsed from the beginning of its installation to the point at which each
device is accessible via the framework will be measured.

Resiliency / Platform
robustness (K7)

Multiple test scenarios will be conducted to measure the platform's resilience.
These include network failures, hardware outages, disk write issues, network
connectivity loss, etc.

Data
Integrity/Resiliency
(K8)

Processing chains will be deployed to verify data resilience, and chaos
engineering tests will be executed simultaneously. The results of the processing
chains under these conditions will then be compared to those obtained without
disruptions.

Energy
Consumption
Reduction (O3)

Tools such as Kepler will be used to measure the system's overall energy
consumption, which can be measured across different Kubernetes clusters. This
will allow the total energy consumption of the clusters to be measured.

Time predictability
(trial-specific)

To verify that data applications are processed as expected, the Polygraph
component will be used, as it can measure whether a functional chain has been
processed within the allotted time.

Scenarios for scaling up with new devices will be implemented to verify the

sSc:i‘;ltE:;l)lty (trial- platform's scalability. For example, the number of simulated humidity sensors and
P drones will increase, forcing the platform to adapt.
Multiple functional chains will be deployed end-to-end, utilising various
Flexibility (trial- co'mmunication pro.tocols'such as gRPC, MQTT, HTTP, and RTP. A range of
specific) middleware types, including Mosquitto, NATS, Kafka, etc., will be employed.
The platform must seamlessly adapt to any middleware type or communication
protocol used.
Deployment time The platform will be instantiated in two different ways: one without the
. . COGNIFOG framework and one with it, both with identical functionality. The
(Trial specific)

time saved during installation by using the framework will be measured.

4.6.6 Any other data gathered.

Comprehensive data on infrastructure metrics and processing times will be gathered to train and optimise the
Al models utilised by the clever allocator for workload placement. This data collection will include
performance indicators such as CPU usage, memory utilisation, network latency, and throughput, along with
detailed logs of how long it takes to process different workloads. By analysing this data, the Al models can be
fine-tuned to make more accurate and efficient decisions regarding workload distribution, ultimately
enhancing the overall performance and reliability of the infrastructure.

4.6.7 Risks and their mitigation

Table 5: Trial 1 — Risks and Mitigation Strategies.

Compatibility with
heterogeneous
hardware

One of the main issues is the
compatibility of the various
components with the hardware. It is
important to note that the hardware

The applications developed on the platform
must be able to take advantage of these
different drivers. Moreover, the platform
must facilitate the installation of drivers and

to be wused will be very | allocate hardware resources to specific
heterogeneous, including embedded | applications. Technical meetings with the
boards, network hardware | tech providers have been organised to raise

accelerators, GPUs, and NPUs issues (e.g., compatibility with ARM arch).
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COGNIFOG
subsystems
finalised

not

Work on integration between
COGNIFOG subsystems is not fully
finalised (integration coming from
WP4 and should be finalised in
WP5).

XCOGNIFOG

Establish a recurring schedule of meetings or
calls with the technology provider to
proactively identify missing components,
address integration challenges, and ensure
alignment on technical requirements,
timelines, and deliverables. These sessions
should also serve as checkpoints to review
progress, clarify open questions, and
coordinate next steps effectively.
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5 Trial 2: E-health services in the Edge-Cloud continuum (TMA)

5.1 Trial overview description

Trial 2 is named “E-health services in the Edge-Cloud Continuum” and will be provided by Telematic Medical
Applications (TMA). TMA is a leading healthcare systems integrator and value-added solutions provider in
computer science-based healthcare systems.

The trial’s specification has been updated from the description in D2.1 (Use cases initial version) to better
involve more connectivity layers and COGNIFOG assets. It is modelled on a recent, real business use case
from a large TMA customer in the construction industry.

The customer is involved in large construction sites in Greece, setting up and servicing wind turbines. These
construction projects frequently employ hundreds of personnel who work in rural and remote areas, which
presents unique challenges in terms of safety and health monitoring. The primary requirement is to ensure the
safety of the personnel through continuous monitoring and to provide a first-response telemedicine solution in
case of emergencies.

In such environments, workers are exposed to various hazards, including accidents, injuries, and health issues
exacerbated by the lack of immediate medical facilities. These challenges can be addressed with the
implementation of a robust telemedicine solution. This system must be capable of real-time monitoring of
workers' vital signs, immediate detection of health anomalies, and quick initiation of medical consultations.

TMA's products can effectively address the scenario. These include portable telemedicine systems that can be
deployed on-site, wearable health monitoring devices for personnel, and a cloud-based platform for data
analysis and communication with medical staff. The portable telemedicine systems, designed as rugged and
self-contained units, can be equipped with various medical sensors to conduct accurate health assessments.
These systems facilitate real-time video consultations with medical professionals, ensuring workers receive
timely medical advice and intervention.

Wearable devices such as smartwatches can monitor vital signs like heart rate, blood oxygen levels, and
physical activity. They also provide safety features like fall detection and SOS alerts, which are essential in
hazardous work environments. The collected data is transmitted via secure, private networks established on-
site, ensuring reliable communication even in areas with limited mobile network coverage.

By utilising these advanced telemedicine solutions, the customer can ensure a safer working environment and
prompt medical response, significantly reducing the risk of severe health incidents and improving overall
operational efficiency.

This trial scenario, based on an actual use case, serves the exploitation vision and replicability potential
envisioned in the GA:

o Companies become aware of the possibilities of the system;

e Ageing workers understand the system as a new possibility for ageing at work with support from the
company;

e Health systems understand their benefits and savings;
e Europe sees the benefits of health and ICT deployments for EU citizens.

The scenario requirements are visualised (without any COGNIFOG components). There are three levels in the
cloud-edge continuum:
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Figure 6: Cloud-Edge Continuum — Three Levels
Edge Layer

This would be the site office for the construction site, hosting one or more Portable telemedicine systems
[will be referred to as Stations].

This TMA flagship product is a portable, self-contained telemedicine system that can be configured with
medical devices for accurate patient assessment in mobile or remote applications. It is connected to several
medical sensors, such as ECG, blood oxygen, glucose, etc. It also contains a camera/microphone for video
conferences with medical professionals.

Far-Edge Layer

In the field, personnel will use wearable devices (smartwatches—IoT) that monitor the user’s vital signs and
location. These devices report their measurements to the Backend for further processing. They also provide
fall detection alerts and an SOS button. These wearables will connect to WiFi1 routers at the construction site,
creating a private network.

Cloud Layer

In current implementations, the cloud hosts TMA’s ePokratis telemedicine platform [Backend]. This web-
based patient record system is designed specifically for telemedicine consultations. The service receives data
from the Station so remote medical and paramedical personnel may evaluate the patient’s file. The system also
orchestrates video calls between the Station and the remote medical on-duty personnel.
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5.2 High Level Goals

XCOGNIFOG

Table 6: Trial 2 — High-Level Goals Description

Limited scalability without Edge
infrastructure

Scalable Edge Infrastructure: COGNIFOG enhances scalability by
deploying edge computing nodes that process data locally, reducing the
load on central servers. This allows the system to scale up efficiently,
accommodating a growing number of devices and users without
overloading the central infrastructure.

Single point of failure (cloud)

Distributed Architecture: Using edge computing, COGNIFOG reduces
reliance on a central cloud, mitigating the risk of a single point of failure.
Data processing and storage are distributed across multiple edge nodes,
enhancing system resilience and ensuring continuous operation even if]
the central server fails.

Privacy and security issues; data
relay restrictions

Enhanced Privacy and Security: COGNIFOG implements a
comprehensive cybersecurity framework with Trusted Execution
Environments (TEE), secure operating systems (ARCA Trusted OS),
and cryptographic services. Sensitive patient data is processed at the
edge, reducing the need to transmit it over the internet, thereby
minimising the risk of data breaches and ensuring compliance with
privacy regulations such as GDPR. COGNIFOG’s decentralised
approach processes sensitive data at the edge, minimising the need to
transmit it online. This reduces the risk of data breaches and ensures
compliance with privacy regulations such as GDPR.

Time-consuming  infrastructure
setup and provisioning

Automated Over-the-Air Updates: COGNIFOG employs Kubernetes-
based orchestration with multi-clustering capability to automate
deploying and managing applications on edge and loT devices. This
allows for seamless over-the-air updates, ensuring devices are always
running the latest software without manual intervention.

No mobile internet connectivity
on-site

Enhanced Connectivity through Edge Computing: COGNIFOG enables
edge computing nodes to process data locally, reducing dependency on
continuous internet connectivity. The loT Edge Gateway facilitates data
exchange within the local network, ensuring reliable operation even in
remote areas.

High mobile network usage costs

WiFi and Edge Processing: [oT devices use WiFi to connect to the [oT
Edge Gateway, allowing for local data processing at the edge. This
reduces reliance on mobile networks, minimising usage costs and
improving data transmission efficiency.

Need for an overview and data
analytics.

Data Analytics Tools: The KENTYOU Data Hub facilitates integrating
and interacting with heterogeneous IoT devices, providing a unified data
model. The KENTYOU Eye offers an operations and administration
interface, allowing users to visualise data through a map view,
configurable dashboards, and Al-driven insights for enhanced decision-
making and operational efficiency. The EBOS COGNIFOG Dashboard
ensures efficient service management using declarative configuration
files.
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5.3 COGNIFOG architecture components used in the trial
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Figure 7: Trial 2: Architecture Overview.

The following COGNIFOG components are utilised for trial 2:

I2CAT— IoT Edge Gateway: The loT Edge Gateway integrates medical IoT devices and serves as a Wi-Fi
router. This gateway performs local data processing and removes the need for cloud connectivity.

I2CAT - MQTT Broker: This component facilitates efficient, lightweight communication between the IoT
devices and the backend systems, ensuring real-time data transfer and minimal latency.

SIEMENS—Smart Allocator: The Smart Allocator dynamically allocates computing resources based on
current demands and predefined SLAs. This ensures the telemedicine system operates efficiently, even under
varying loads and connectivity conditions.

ATOS - Edge to Cloud Orchestrator Scheduler & Agent (E2CO): This orchestrator manages the
deployment and operation of services across the edge and cloud continuum, ensuring that the edge and cloud
applications are always running on the most appropriate resources.

EBOS - COGNIFOG Dashboard: The dashboard provides a centralised interface for monitoring all
configuration aspects. It displays real-time data on device status, network connectivity, and resource
utilisation, enabling quick responses to any issues.

ATOS—Monitoring Manager & Agents: These agents collect and aggregate telemetry data from various
points in the system, providing a comprehensive view of its health and performance.

CYSEC - ARCA Trusted OS and ARCA Trusted OS Embedded: These secure operating systems are
deployed on edge devices to ensure data is processed and transmitted securely. They provide a trusted
execution environment, protecting sensitive medical data from unauthorised access and burglary.

KENTYOU - Eye and Data Hub: The Kentyou Eye enables real-time monitoring and analysis of data
collected from various [oT devices. The Data Hub handles the integration and processing of this data, providing
actionable insights and facilitating decision-making.
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5.4 Data paths exercised in trial 2
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Figure 8: Trial 2: Data Flows and Architecture.
1. Edge Devices

Health Monitoring Devices:
- Wearable devices such as smartwatches collect vital signs from personnel.

- These devices use MQTT to send health data to the Edge Gateway.

2. Edge Layer
Edge Gateway (ARCA Trusted OS Embedded)

- This gateway receives MQTT data from health monitoring devices.

- It performs lightweight processing and aggregation of the data before forwarding it.

- The gateway is managed by a k3s Agent.
Edge Server
— Runs the telemedicine back end. Provisioned with ARCA Trusted OS.
- Telemedicine stations connect to the edge server
- Handles data processing, aggregation, and forwarding.
Continuum Orchestrator Agent

- Manages the deployment and operation of services within the edge environment.

3. Cloud Layer
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Cloud Server

- Aggregates and processes data received from the edge servers.

- Sends alerts and notifications based on the processed data.
Cryptographic Service

- Ensures secure communication between the edge and cloud layers by encrypting data.
KENTYOU Data Hub

- Aggregates and processes data from various sources.

- Provides real-time visualisation and monitoring of the collected data.

- Handles the aggregation and processing of large datasets for further analysis.
KENTYOU Eye

- Provides a centralised interface for managing and monitoring the system.

- Displays real-time data on device status, network connectivity, and resource utilisation.

5.4.1 Data Management Plan

Real-world Data Sources and Types
In Trial 2, the following data types are generated and processed:

o Synthetic User Data: Emulating log-in/log-out activities, personal information submission, and
typical user interactions with eHealth devices.

e Synthetic Medical Data: Emulating sensor measurements from medical devices, wearable devices
(e.g. heart rate, SOS button activations, fall detections), and historical medical records.

e Synthetic Interaction Data: Emulating telemedicine interactions, video conferencing sessions, and
communications with healthcare professionals.

e Backend Meta-Data: Includes orchestrations, system logs, and metrics generated during synthetic
load testing, CI/CD pipelines, and platform stress tests.

e Anonymised Real-World Data: Any real-world data used for system evaluation is fully
anonymised, ensuring irreversible anonymisation according to GDPR guidelines.

Data Processing

e System Testing and Validation: Synthetic and anonymised data are used during platform integration,
automated CI/CD pipelines, and stress tests in WP4 and WP5.

e Performance Monitoring: System metrics and orchestrations are analysed to assess platform
stability, performance under load, and scalability.

e Al-Enabled Analysis: The Al-powered data management layer has applied machine learning models
to optimise system resources, predictive maintenance, or automated monitoring. TMA does not
develop Al algorithms but leverages platform-level Al services.

Data Storage
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o Temporary Storage: Data is temporarily stored during lab testing on secure on-premises servers with
restricted access for authorised operators only.

e Long-Term Storage: Long-term storage is not performed for Trial 2, as all personal data is synthetic
or anonymised. Any synthetic dataset storage follows data minimisation principles and is deleted after
test cycles.

Privacy and Security
o Data Encryption: All data transmissions are secured using industry-standard encryption protocols.

e Access Control: Data access is restricted through authentication, authorisation, and role-based access
management.

e Anonymisation: Any retrospective real-world data undergoes irreversible anonymisation
following GDPR guidelines.

Data Retention and Sharing

e Retention: Data retention is limited to the duration of testing and evaluation activities within WP4
and WP5. After validation phases, the data is deleted.

e Sharing: No personal data is shared. Synthetic and anonymised test data may be shared among
authorised project partners for technical validation purposes only.

5.4.2 Ethics Plan

Human Participation

e Trial 2 did not involve human participants except system operators who execute and monitor platform
tests.

e No real users were engaged with the system, and no actual personal or sensitive data was collected
from human subjects during the trial.

Personal Data Processing

e Any real-world personal data used for system integration or validation is fully anonymised following
GDPR requirements.

o Synthetic data simulating personal and medical information was generated solely for technical testing.

o KentyouEye, used to monitor TMA smartwatches and telemedicine suitcases, processed only
anonymised metadata compliant with GDPR, ensuring irreversible anonymisation.

Al Technology Use

e TMA is not directly developing Al algorithms within Trial 2 and utilises Al-enabled modules
integrated into the platform’s data management layer.

e The use of Al technology focuses on non-personal data analysis, system optimisation, and technical
orchestration without processing sensitive personal information.

Ethical Risks and Mitigations

e No ethical risks related to direct human interaction or consent arise, as no human participants are
involved.

Ethical Oversight and Compliance

e Full compliance with GDPR and applicable data protection regulations is ensured.
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e The Ethics Advisory Board (EA) of COGNIFOG supervises trial design and execution to ensure that
all ethical considerations are continuously addressed.

e Any concerns that emerge during testing phases will be reported to the Ethics Advisory Board for
evaluation and corrective action.

5.5 Detailed KPIs for the target

Table 7: Trial 2 — Detailed KPIs.

cloud.

Edge and IoT
autonomous The time to provision and install an edge Hours 3
installation  time | server, including HW, SW, and configuration.
(K1)
Setup time of | The elapsed time to set up a cloud-to-edge-to-
infrastructure IoT infrastructure ensures that the edge server | Hours 3
(K2) and associated components are operational.
. The elapsed time to set up a specific network
Service . ) .
. . service before it becomes operational,
establishment time | . . . Hours 3
including all necessary network services from
(K3) .
deployment command to operational status.
Minimum number of workflow interventions
Single-touch to set up the autonomous edge software stack Command 1
orchestration (K4) | and IoT-device deployment orchestration (e.g.,
drones, AR glasses, vehicles).
Far edge | <=2 min
Scale-up latency | The time for a scale-up operation to complete | redeployment
(K5) in case of a lack of resources, Edge
redeployment | <=5 min
. . It is time to integrate a new wearable IoT
Device integration . . .
device. Minute <=5
(K6)
Pass the following communication tests
1 IoT with edge server communication under
(emulated) bad connectivity
2 loT with an edge server due to a lack of
Resiliency (K7) connectivity Count >3 trials
3 An edge server with cloud under a lack of
any connectivity
4 Stress test: emulation of multiple IoT
devices communicating with the edge
server.
Data Determine if the new platform offers better
. . . security and privacy than the existing one.
t;l{t;;grlty/securlty Ensure automated encrypted backup to the Hours Every 24h
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Number — of t.est Emulation of 100 IoT devices connecting with
users (trial- . . Count >100
. a single edge server running on the edge.

specific)

1 Emulator for IoT devices

Emulator for stress test
Number —of t.est 3  Dockerised setup of IoT gateway
apps (trial- Count 5
specific) preprocessor
P 4 Dockerised setup of telemedicine backend
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5.6 Per trial scenario

5.6.1 Scenario description and hardware required.
The scenario demonstrates how e-health monitoring on remote construction sites is sustained through a
multilayer COGNIFOG architecture while energy consumption is minimised and service-level KPIs are met.

The trial scenario envisions a multi-layered architecture encompassing the cloud, edge and far edge layers to
ensure robust monitoring and telemedicine support. The various COGNIFOG components described earlier
will enable the feasibility of the envisioned use case and validate respective readiness levels and KPlIs.

The following hardware is used:
e Raspberry Pi 4 Model B, 8GB (x2). These devices will be used as edge gateways.

e DELL OptiPlex 7010: 13th Gen i5-13500T, 16GB RAM, 512GB SSD. This will be utilised as a mobile
edge server.

e DELL PowerEdge R550: 12CPU Intel Xeon (R), 127GB RAM, 4TB storage. This will be used as a
cloud/management server.

e TMA NOAH telemedicine suitcase
e  Smartwatches (Samsung Galaxy Watch 6)

5.6.1.1 Scenario 1
Title: Definition of the best possible orchestration in cloud, far edge and near edge for energy efficiency
during the initial deployment

Scenario Description and Purpose:

This scenario corresponds to the initial deployment phase of Trial 2, focused on e-health services across remote
construction sites, and aims to define the baseline orchestration strategy for optimal energy efficiency. Before
collecting extensive usage statistics, decisions about workload distribution across cloud, near edge (site office),
and far edge (wearables and loT gateways) must rely on profiling, lab simulations, and assumptions based on
device roles and expected operational behaviours.
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5.6.1.2 Scenario 2
Title: Refinement of orchestration in cloud, far edge and near edge for energy efficiency based on
historical usage data

Scenario Description and Purpose:

This scenario builds on the existing Trial 2 deployment for e-health monitoring in remote construction sites.
After initial deployments validated the responsiveness, resilience, and basic orchestration mechanisms across
the cloud—edge continuum, this scenario introduces an advanced orchestration refinement strategy to optimise
energy consumption across cloud, edge, and far-edge nodes.

Using platform-collected historical usage data—CPU, memory, network bandwidth, and power draw—
collected over the past months, orchestration recommendations will be updated based on predictive modelling
of resource demand. Moreover, typical daily usage patterns are analysed to pre-allocate resources more
efficiently.

This results in a time-aware, energy-optimised orchestration strategy proposed every month. Examples of
recommendations include shutting down or scaling down underutilised far-edge nodes during predicted low-
activity windows and leveraging the cloud only when high-load thresholds are exceeded, preventing over-
reliance on energy-intensive centralised resources.

A key aspect of this scenario is the dynamic incorporation of new clients and construction sites, which
introduces additional edge nodes into the orchestration fabric. As new remote sites are onboarded and new
wearable devices (e.g., smartwatches, telemedicine suitcases) are activated, their historical patterns are
gradually integrated into the analytics pipeline. This enables the system to continuously adapt its resource
allocation strategy based on updated multi-site statistics.

To accommodate the variability introduced by new deployments, the system performs bootstrapping
procedures for new nodes, allowing them to operate initially in a conservative (always-on) mode. Usage
statistics from the new implementations are included once they are available, and recommendations about
improved utilisation are included in the following monthly report.

This adaptive orchestration ensures energy efficiency at scale while maintaining performance and service
availability for all connected construction sites, regardless of when they joined the network.

5.6.1.3

5.6.2 Scenario setup procedure
The validation work is organised in two separate phases so that every component can be exercised first in an
isolated laboratory and later on the actual field hardware.

In phase one, all COGNIFOG and TMA artefacts are containerised and launched exclusively on virtual
machines. Two Ubuntu guests are provisioned; each guest hosts a k3s master, and the pair is federated by Open
Cluster Management, which allows the management cluster to dispatch workloads to the working cluster.

A fork of the UC-quickstart project automates creation of those guests, installs k3s, and brings in baseline
COGNIFOG services. Components still under active development are fetched directly from their Git
repositories; the cognifog-eu repository supplies the Job Manager, while uc2-iot-edge-gw-preprocessor
contributes the loT gateway logic with the traffic emulator.

The Smart Allocator is then deployed on the working cluster so CPU, memory, and bandwidth metrics can be
observed while pods move among the virtual Raspberry Pi replicas.

A live, interactive emulator instance runs at https://emulator.cognifog.prog.gr and a non-interactive one on
INTRA infrastructure streams Cloud-event MQTT messages from ten synthetic devices; both feeds are visible
in real time on the KENTYOU Dashboard. Installation time, orchestration steps, and preliminary resiliency
figures are collected throughout this stage.
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In phase two, the identical Helm charts and GitOps pipelines are applied—unchanged—to the production
hardware. The k3s control plane is migrated to the Dell PowerEdge R550, whereas the working cluster is

rebuilt on the Dell OptiPlex, plus the two physical Raspberry Pi gateways. Any number of Vagrant-based Pis
remain online for stress and chaos testing.

Every COGNIFOG element - the Smart Allocator, the monitoring stack, the Orchestrator Scheduler and the
KENTYOU services - is redeployed automatically, guaranteeing configuration parity between laboratory and
field. Under live power budgets and realistic network conditions, the remaining KPIs—scale-up latency, full

resiliency, data integrity, and energy-saving targets—are measured and logged through OpenTelemetry into
the SEQ observability platform.

5.6.3 Timeline
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Figure 9: Trial 2: Deployment Timeline.

5.6.4 Tools/Frameworks required/exercised in the scenario.
The following tools and frameworks have been used to set up the trial, or TMA is planning to use:

e CI/CD tools provided by INTRA

The CI/CD stack is based on Jenkins and has been successfully used to deploy the medical IoT Emulator

automatically. A Jenkins pipeline is triggered on each commit to the relevant GitHub repository that pulls the
source code, builds, tests, and deploys it on INTRA’s cloud infrastructure.

e Harbor Repository

The docker repository currently stores the loT emulator. It will store container images of the various software

needed for the telemedicine trial: The edge gateway pre-processing module and the telemedicine software.
These will be required for the automatic provisioning of Kubernetes nodes.

e COGNIFOG Dashboard

The COGNIFOG dashboard will provide a centralised interface for managing and monitoring the entire

system. It will integrate data from various tools and frameworks, offering a full view of system performance,
resource utilisation, and application health.

e COGNIFOG Dashboard and Edge to Cloud Orchestrator Scheduler/Agent
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The Orchestrator Scheduler will store and manage end-user application deployments over the available
infrastructure. It will stay in constant communication with the Dashboard to receive these application
descriptions and requirements and forward them to the intelligent decision-making component (Smart
Allocator), which will respond with the application allocation information. After the decision on the
application allocation, it will be deployed to the underlying clusters that are part of the COGNIFOG topology.
The scheduler will be constantly aware of the deployment status of the applications and serve as a status
reporter to the framework’s dashboard.

e Kentyou Hub and Kentyou Eye

Kentyou Hub will assist in aggregating data from different sources and standardising how data is presented.
Additionally, it integrates with Kentyou Eye, enabling the visualisation of field data on a map.

e Monitoring Agent and Monitoring Manager

The Monitoring Agent and Monitoring Manager will gather metrics from different clusters to provide insights
into the status of various nodes, including RAM usage, CPU usage, energy consumption, and application-
specific metrics.

e Dockerized Setup of IoT Gateway Preprocessor and Telemedicine Backend
Docker containers package and deploy the IoT gateway preprocessing module and the telemedicine backend.
e Security and Compliance Frameworks

Security frameworks such as ARCA Trusted OS and KMS Containers will ensure data is stored securely.
These frameworks provide encryption, access control, and compliance with regulations like GDPR.

5.6.5 How each KPI is measured and how data is gathered

A couple of steps are identified and performed to measure each KPI according to its nature. There are different
types of KPIs we’re measuring, which include time-based, scalability and resiliency-based KPIs. Multiple test
cases have been prepared and written to be performed to measure each KPI as per its behaviour, and different
methodologies have been prepared to measure each KPI.

The methodologies or approaches used are as follows:

e Scalability KPIs will be validated through automated infrastructure provisioning using Vagrant,
enabling consistent and repeatable scalability testing under various configurations.

e Time-based KPIs are measured and monitored using the SEQ observability platform and Python
scripts, which provide precise time-series data and structured logging for accurate performance
analysis.

e OpenTelemetry and OTLP exporters generate and send traces to SEQ.
Scalability KPIs:

A Vagrant file is prepared to provision dynamic infrastructures based on a test case. It is designed in such a
way as to dynamically create different machines and other required configurations at runtime without
modifying the whole file. The number of sites (Kubernetes clusters) and the specific test case name (to
differentiate the clusters in case of repetition) are passed as parameters, and the resources get provisioned
accordingly.

The following is a sample command to run the vagrant file.
CLUSTERS=2 TEST NUMBER=test-01 vagrant up

Here, CLUSTERS is the number of clusters/sites to be created, and TEST NUMBER is the name/number of
tests for which the file is run.
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Time-based KPIs:

For KPIs that need period measurements, we're using OpenTelemetry and OTLP exporter, which sends time-
span traces to SEQ, an observability platform.

We've prepared two Python scripts:
e one to generate and send a main trace to measure the total time of that specific testcase, and

e asecond, which sends sub-traces against that main trace for each task/activity performed for that test
case.

If a testcase contains a machine/cluster provisioning and some other installations and configurations:
e The main trace will measure the start and the stop time of the whole test case

e Sub-traces will measure the time for each module/configuration under the main trace

Table 8: Trial 2 — Test Cases Defined for Each KPI.

KPI

K1 SW installation: mins

Test K1.1 Deploy TMA applications stack through deployment files, without
using Cognifog on K3s cluster configured on virtual machines and
measure the time.

Test K1.2 Deploy TMA applications stack with Cognifog on K3s cluster
configured on virtual machines and measure the time.

K2 Infrastructure setup time: mins

Test K2.1 Setup K3s cluster with OCM configurations for Hub/Management
cluster and Job Manager on Management cluster and measure time.

K3 Network setup time: mins

Test K3.1 Deploy K3s cluster with OCM configurations for working cluster and
TMA applications stack on working cluster only and measure the time.

K4 Number of steps

Test K4.1 Deploy or update each TMA application via Job Manager and Smart
Allocator using a single command, i.e., applying a manifest or
deployment file.

KS Scale-up time: mins

Test K5.1 Emulate an extra Raspberry Pi on the existing Edge server and measure
time.

Test K5.2 Add an extra real Raspberry Pi to the existing Edge server and measure
time.

Test K5.3 Add another Edge server/node to the existing working cluster and
measure time.

Ké Device integration: mins

Test Ké6.1 Connect a real Wearable IoT device to an existing Raspberry PI,
measure its visibility inside the Infra, and estimate this loT device’s
visibility/discovery time.

Test K6.2 Add an extra wearable device to the emulator and estimate the
preparation time.

K7 Resiliency: number of tests

Test K7.1 Remove the internet connectivity of the management and working
clusters and check the impact on the infrastructure.

K8 Data integrity/security: number of actions taken
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Not required

K9 Energy efficiency: percentage of energy and/and CO2 reduction

Test K9.1 Using the device, calculate the energy consumption of TMA servers, i.e.
without Cognifog.

Test K9.2 Calculate the energy consumption of TMA servers with Cognifog
through the monitoring manager.

K10 Load balancing: percentage of traffic reduction

Test K10.1 Evaluate the network bandwidth by measuring message transmission
from the IoT device to the Raspberry Pi, then to the edge server, Pokratis
backend.

TMAI1 Number of test users

TMAL1.1 100 IoT devices will be emulated through an emulator instance, and
their status will be confirmed.

TMA2 Number of test apps

TMA2.1 A total of five applications will be deployed, which include the emulator
and edge gateway applications.

TMA3 Load balancing: percentage of traffic reduction

Test TMA3.1 Evaluate the network bandwidth by measuring message transmission
from the IoT device to the Raspberry Pi, then to the edge server, Pokratis
backend.

TMA4 Al dynamic load balancing Robustness

Note Cannot be measured because the Al service is missing

TS2 Predictability: mins

TS2.1 The time taken for data to be received on the IoT device and
subsequently displayed on the Kentyou dashboard will be measured.

TS2.2 The TMA applications redeployment time will be measured through k8s
deployment files.

5.6.6 Any other data gathered.
Synthetic data from the [oT device emulators will be anonymised and stored in KENTYOU Datahub for further
processing and analytics.

Metrics required for the smart allocator will be collected via agents running on the hardware.

5.6.7 Risks and their mitigation

Table 9: Trial 2 — Risks and Mitigation Strategies

Limited connectivity to the | Edge servers need to be able to | Design with this scenario in mind
internet connect to the central hub for | and test cases without internet
video conferencing with medical | connectivity.
staff.
Complex integration A multitude of layers and devices. | Using a well-documented API,
WebSockets should work. test each integrated layer before
incorporating it.

Security issues with APIs APIs must be secured. Use well-documented
authentication methods to access
endpoints.

Privacy issues with APIs Sometimes, APIs will need to be | Authentication methods should be

less accessible or anonymised | role-based.
data.
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6 Trial 3: Automated Edge-Cloud continuum for Smart
Manufacturing (LMS)

6.1 Trial overview description

Production processes are undergoing a transformation through the integration of robotics in smart
manufacturing. Machines operating within Robot Operating System (ROS) environments have become
essential for material handling, assembly, quality control, packaging, and more tasks. The primary goal of
incorporating robots into industrial workflows is to boost productivity, accuracy, and operational efficiency.
However, as the number of robots and the complexity of their tasks grow, managing and deploying ROS nodes
across several machines becomes increasingly challenging. To ensure seamless and efficient operations,
addressing issues related to scalability, optimal resource usage, minimising downtime, providing fault
tolerance, enabling continuous deployment, and handling data effectively is crucial. Overcoming these
challenges is vital for maintaining uninterrupted production lines, reducing downtime, and supporting the
adaptability and scalability of manufacturing processes.

The Smart Manufacturing use case demonstrated by LMS (Trial 3) seeks to establish a standard robotic
infrastructure to test, validate, and assess the capabilities of the COGNIFOG platform. The trial will investigate
the following key aspects:

e Scalability challenges are mitigated through Kubernetes-based orchestration supported by the
Orchestrator Scheduler and the use of K3s clusters, which ensure responsive scaling and efficient
workload distribution.

o Intelligent resource usage is enhanced through the Smart Allocator and the Monitoring Stack
(Prometheus, Thanos, Polygraph), which provide real-time insights and enable balanced resource
allocation and improved energy efficiency.

e Response to resource failures is supported by resilient orchestration enabled through CI/CD
automation and observability via the Monitoring Stack, ensuring continuity of operations.

e C(Cloud-edge continuum integration is facilitated by the Open Cluster Management (OCM) framework
and Orchestrator Scheduler, which coordinate deployment and communication across distributed
environments.

e Deployment and update durations are reduced due to automation and orchestration tools like the
Orchestrator Scheduler and CI/CD systems.

e Network efficiency is improved through intelligent workload distribution by the Smart Allocator and
visibility provided by the Monitoring Stack, helping avoid bottlenecks and maintain system
responsiveness.

An overview of the current Trial 3 infrastructure is provided below. Presently, 15 ROS nodes run basic robotic
tasks on one edge server, while more computationally demanding applications, like vision and navigation
systems, are handled by additional edge servers. As outlined in previous deliverables, the current system
includes only an Edge-to-IoT continuum. However, a cloud infrastructure is introduced for this pilot setup to
support deploying cloud-based applications, such as machine learning models.
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6.2 High Level Goals

Table 10: Trial 3 — High-Level Goals Description

Current Infrastructure / Setup

COGNIFOG advancement

Modular Architecture and Dynamic Discovery: COGNIFOG
enables scalability in ROS environments by supporting a modular

Limited scalability and rigid | system design. Each asset or ROS component can be independently
integration enabled or disabled without affecting the entire system. Dynamic
discovery allows automatic detection and configuration of new
devices, simplifying asset integration.
Standardised Interfaces: COGNIFOG utilises standardised ROS
Difficult integration due  to communication mechanisms—such as messages, services, and

incompatible protocols

actions—ensuring smooth integration across diverse devices and
systems. This enhances system interoperability and reduces integration
complexity.

Lack of lightweight orchestration
for ROS

Containerisation and K3s Orchestration: ROS applications are
containerised using Docker, enabling consistent deployment and
version control. These containers are managed by K3s, providing a
lightweight yet powerful Kubernetes-based orchestration layer for
edge environments.

Manual deployment and software
updates

Automated CI/CD Pipelines: Continuous Integration and Continuous
Deployment pipelines are integrated into the COGNIFOG
infrastructure, enabling automated testing, deployment, and rollback.
Devices receive seamless updates with minimal downtime, improving
system responsiveness and reliability.

High latency in centralised

processing

Edge Computing for Real-time Processing: COGNIFOG reduces
latency and improves response times by processing data at the edge,
particularly for time-sensitive manufacturing tasks. This also reduces
the need for constant cloud connectivity.

Inefficient resource usage and
performance bottlenecks

Real-time Monitoring and Load Balancing: COGNIFOG includes
tools to monitor CPU, memory, and device performance, enabling
dynamic workload distribution. Load balancing techniques ensure
optimal use of resources and prevent system bottlenecks.

Excessive power consumption and
high operational costs

Energy-aware Scheduling: Power efficiency is improved through
smart scheduling based on priority and resource availability. Idle
components enter energy-saving modes, optimising energy use and
reducing operational costs.

Network congestion and unreliable
data flow

QoS and Network Segmentation: COGNIFOG applies Quality of
Service (QoS) policies and segments the network into dedicated
channels (e.g., control vs. data traffic), ensuring reliable
communication and prioritising critical operations.

Inadequate fault tolerance and
disruption recovery

Fault-tolerant Design and Auto-recovery: COGNIFOG adopts a
resilient design with redundant nodes and failover strategies.
Automated recovery mechanisms detect issues and restore
functionality without manual intervention, ensuring uninterrupted
system operation.
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6.3 COGNIFOG architecture components used in the trial

The COGNIFOG platform leverages a Kubernetes-based architecture, utilising a lightweight Kubernetes
distribution, K38, for efficient infrastructure management. This setup provides a robust framework for
intelligent orchestration, resource optimisation, and seamless deployment across the Cloud-Edge-lIoT
continuum.

Key Components of the COGNIFOG Architecture:

o Quick Start Infrastructure: Integration has been completed from a clean installation based on the main
branch, resolving previous merging workflow challenges and ensuring clarity in the infrastructure
setup.

o Orchestrator Scheduler: The Orchestrator Scheduler acts as the integrative component, facilitating
seamless interaction between the Dashboard, monitoring aggregator, and Open Cluster Management
(OCM). It supports coordinated and optimised workload management across the infrastructure.

e Open Cluster Management (OCM): OCM comprehensively manages multiple Kubernetes clusters
across diverse environments. It enables centralised governance, efficient workload distribution, policy
enforcement, and streamlined application deployments at scale, significantly simplifying cluster
lifecycle management and enhancing security.

e Smart Allocator: Smart Allocator selects suitable nodes for deploying application pods, optimising
resource utilisation dynamically. In scenarios such as those considered here, careful consideration
is necessary, as continuous robot operations require all pods to remain consistently active without
unnecessary resource reallocation or shutdown.

e Monitoring Stack (Prometheus — Thanos — Polygraph): Monitoring components, including
Prometheus, Thanos, and Polygraph, offer essential insights into system health, performance metrics,
and timing behaviours. Predictive analytics capabilities and real-time anomaly detection further
enhance operational reliability and proactive issue resolution.

RAM requirements have increased significantly, approximately doubling compared to previous setups.
Detailed deployment-time benchmarks have yet to be fully measured and compared. Scenario development is
ongoing, focusing on defining and refining operational scenarios to optimise robotic performance and system
reliability.

Also, CI/CD tools are strategically employed to facilitate seamless, automated integration, updates, and
deployment processes. This enhances efficiency, reduces downtime, and ensures applications remain current
and reliable within the operational environment.

Visualising operational data from robotics assets supports timely anomaly detection at infrastructure and
process levels. This capability ensures high availability, robustness, and rapid intervention in anomalies or
disruptions. Maintaining a secure operational environment becomes crucial as system complexity and scale
expand. Adopting advanced security measures, robust monitoring, and effective resource management ensures
the system's resilience, reliability, and scalability.

Overall, this architecture and the selected COGNIFOG components support intelligent orchestration,
optimised resource management, comprehensive monitoring, and automated application management,
positioning the smart manufacturing environment for effective scaling and robust operational performance.

6.4 Data paths exercised in trial

Trial 3 is built around a ROS-based environment, where all data originating from IoT devices—such as sensors
and robotic cameras—is managed through ROS nodes. ROS provides core communication mechanisms,
including topics and services, which enable seamless data and message exchange among interconnected
devices and applications. At a higher level, data are published to ROS topics, and any subscribed applications
can access and process the information broadcast on those topics. Figure 4 illustrates an example of the data
flow, incorporating selected COGNIFOG components within the architecture.
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6.4.1
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Figure 10: Trial 3: Data Flow

Data Management Plan

Real-world data Sources

Sensor Data: Collected from various sensors distributed throughout the production environment, this
data supports real-time monitoring, quality control, process optimisation, data analysis, system
integration, interoperability, and security.

Camera Data: Image and video feeds for visual inspection, object detection, and navigation
applications.

Communication Data: This includes signal strength, latency, bandwidth limitations, network
connectivity, and remote control capabilities.

Production process data: parameters related to equipment performance, energy consumption, cycle
times, and other operational metrics. These data offer valuable insights into production efficiency,
functionality, and quality.

Data processing:

Object Detection: Involves identifying and classifying relevant objects within the production
environment using computer vision algorithms. This technique is essential for quality control, robotic
automation, and the application of pre-trained vision models.

Natural Language Processing (NLP): Applies computational techniques to interpret and analyse
textual data. In manufacturing, NLP can process operator voice commands and other text-based inputs
for improved human-machine interaction. This may not be utilised in the Trial scenarios, since the AR
applications may not be present.

Digital Twin Data: Represents data generated and analysed through digital twin simulations of
physical assets, processes, or systems. These virtual models enable sensor data integration, real-time
monitoring, predictive analysis, performance optimisation, and process validation.
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6.4.2

XCOGNIFOG

Defect detection: These refer to locating and detecting flaws or anomalies in manufactured goods or
components. The Defect detection models that have been trained can spot odd or unexpected patterns

in sensor data.

Ethics Plan

The trial will be entirely executed in a simulated environment. The trial scenario is not supposed to include
human participants. However, the potential use of videos and Natural Language Processing could generate
some ethical concerns that will be discussed with the EA. Moreover, the data pipelines identified indicate that
the trial-related data (other than infrastructure monitoring data) are not going to be accessed from the platform
components (e.g. Sensor data will be gathered and processed by ROS applications that have been containerised,
and the raw data is not exposed to the platform components).

6.5 Detailed KPIs for the target

Table 11: Trial 3 — KPIs Assessment Methodology.

KPI
Edge anq I.OT Time to provision and install edge (HW, SW, config, SW: 10
K1 autonomous installation day-1 ops) min/node,
time Yy~ oP HW: 2 hours
K2 Setup time of the Elapsed time to set up cloud-to-edge-to-lIoT <5 minutes
infrastructure infrastructure
. . . . . 2. . | < 10 min
K3 Service establishment | Time to set up the specific network service until it is (light), < 20
time operational onn
min (heavy)
K4 Single ' touch | Minimum workflow steps to set up the orchestration <5 steps
orchestration stack
. e . < 5 min
K5 Scale-up latency Time t(? complete scale-up (infra: SLA slices, ops: (edge), < 15
responsiveness) .
min (cloud)
Ké Device integration Time/effort to add a new device to the platform < 5 minutes
Ability to cope with user errors, network issues, and
. unforeseen conditions. Perform complete scenarios | > 2 tested
K7 Resiliency - . . . .
combining multiple hardware failures and connectivity | scenarios
issues.
K8 Data integrity/security De.termme if the platform improves data protection and Strong.
privacy protection
: . > 20%
. Energy-aware workload allocation based on real-time . :
K9 Energy Efficiency ; reduction in
metrics
energy use
K10 | Efficient Load Balancing quamlc workload distribution across cloud/edge to TBD
avoid overload
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6.6 Per trial scenario

Trial 3 simulates real-world smart manufacturing operations using mobile robots with IoT devices and ROS
applications. These scenarios test different operational configurations and increasing levels of complexity in
robotic coordination, edge-cloud orchestration, and Al-assisted decision-making.

The scenarios below illustrate incremental levels of complexity in innovative manufacturing environments
simulated using mobile robot cells within a Kubernetes-based infrastructure. Each scenario tests and validates
specific features of the COGNIFOG platform, including resource orchestration, application deployment,
monitoring, and scalability. The simulated environments incorporate key robotic functions such as navigation,
control, mapping, and object detection, and evolve to include collaborative operations, Al-driven planning,
and edge-cloud continuum integration.

6.6.1 Scenario description and hardware required.

6.6.1.1 Scenario 1

This basic production scenario involves a single mobile robot cell transporting manufacturing parts. It is the
entry point to validating lightweight ROS applications within the infrastructure. The robot is equipped with
basic sensors and is fully simulated within the K3s-based environment. The robot executes a straightforward
transport task, relying on core ROS modules for control, navigation, and object detection. Supporting edge
infrastructure includes basic camera and sensor input, which is suitable for validating connectivity,
orchestration, and deployment logic.

Production setup includes a single robot cell dedicated to manufacturing part transportation. The system runs
six ROS applications:

e Data APIs (1)

e Simulation (1)

e Light Mapping (1)

e Light Navigation (1)

e Robot control and planning (1)

e Light object detection (1)
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Figure 11: Trial 3: System Architecture — Scenario 1

6.6.1.2 Scenario 2

In this intermediate scenario, two mobile robot cells collaborate to transport multiple parts simultaneously
across the shop floor. One robot is designated for transportation, while the second is configured to handle pre-
assembly operations. The system demonstrates distributed operation, shared workload balancing, and
increased application complexity. Each robot has multiple sensors and enhanced computing power, supported
by vision modules and navigation stacks running across multiple nodes.

An extended setup with two robot cells handling the transportation of multiple manufacturing parts. The system
runs a more complex configuration with the following ROS applications:

e Data APIs (3)

e Simulation (1)

e Light Mapping (3)

e Light Navigation (3)

e Robot control and planning (3)

e Heavy object detection (3)
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Figure 12: Trial 3: System Architecture — Scenario 2

6.6.1.3 Scenario 3
This advanced scenario represents a highly scalable and coordinated production cell, where two or more mobile
robots collaborate on complex manufacturing tasks, including material transportation and simulated part
assembly. One of the robots is equipped with a collaborative arm, simulating assistance to a human operator.
The system relies on Digital Twin (DT) models, vision algorithms, and Al-driven task distribution. ROS
applications are deployed in a multi-node Kubernetes environment, leveraging Al and simulation to achieve
autonomous decision-making.

Edge hardware includes sensors, cameras, and AR devices, creating a realistic simulated industrial setup.

ROS applications deployed include: A scalable configuration involving two or more robot cells. The setup
accommodates multiple manufacturing part transportation tasks and consists of the following ROS
applications:

Data APIs (3 or more)

Simulation (1)

Mapping (3 or more)

Navigation (3 or more)

Robot control and planning (3 or more)

Heavy object detection (3 or more)
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Figure 13: Trial 3: System Architecture — Scenario 3

6.6.2 Scenario setup procedure

In this scenario, two simulated robots operate within a K3s-based environment, handling transportation and
assembly tasks. Each robot runs its own ROS application, and the two collaborate to ensure that the assembly
process is executed efficiently and on time. Task scheduling plays a critical role, as the timely transport of
parts is essential to maintain a smooth workflow.

The system is designed to handle potential failures: if one robot becomes unavailable, the other automatically
assumes responsibility for transportation and assembly tasks, ensuring continuity. The robots’ navigation areas
are also dynamically adjusted based on the duration and load of the assembly operations. One robot focuses
exclusively on assembly, while the second handles all transportation activities—from the assembly storage
buffer to the assembly preparation area.

The current implementation fully supports these scenarios, showcasing the COGNIFOG platform’s ability to
perform dynamic deployment and reconfiguration in a flexible, simulated smart manufacturing setup.

6.6.3 Timeline

The baseline setup, consisting of two simulated robots running in a K3s environment, has already been
implemented. The team is currently in the process of finalising the installation of the COGNIFOG quickstart
instance, which serves as the foundation for the full deployment.

In the coming months, the complete deployment of the COGNIFOG platform will follow, leading into the final
project phase, which will focus on Trial performance reporting. During this period, the team will extract and
document all relevant KPIs and provide detailed insights into each scenario, including the manufacturing
process, involved hardware and software, addressed challenges, and the benefits delivered by the COGNIFOG
platform.
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6.6.4 Tools/Frameworks required/exercised in the scenario.

The COGNIFOG platform introduces flexibility and enables previously unavailable capabilities on the
manufacturing shop floor. Its Kubernetes-based orchestration layer, comprising components such as the
Orchestration Manager, Smart Allocator, and Policy Agent, is intended to serve as a dynamic and adaptive
middleware for deploying ROS applications in a scalable and efficient manner.

The platform also includes monitoring tools like ATOS Monitoring and CEA Monitoring, which are expected
to support hardware and software observability, offering valuable insights into the technical layers of the
manufacturing process. Additionally, the CEA Polygraph modelling tool is intended to describe and manage
the hardware and software topology of the shop floor infrastructure.

Tools such as KENTYOU Eye and the EBOS Dashboard will enable visualisation of robot data—including
metrics like velocity, battery status, location, and task schedules—providing helpful information for
production and workstation managers.

Finally, integrating CYSEC security tools will enhance the platform’s security layer, which is essential for
supporting scalability, authorisation workflows, and access control. In smart manufacturing, these tools are
expected to be progressively integrated and leveraged during the workflow.

6.6.5 How each KPI is measured and how data is gathered

The KPIs outlined in Table 11 aim to demonstrate the impact and advancement that the COGNIFOG platform
brings to a manufacturing environment. One of the key performance aspects involves the deployment time of
new edge resources—such as cameras, sensors, or even robots—which is currently a significant challenge.
The goal is to address and reduce this time using COGNIFOG tools and Kubernetes-based orchestration. In
some instances, this may require the integration of additional infrastructure layers, such as edge nodes or cloud
support.

Another critical challenge is the manual deployment time of ROS applications, which becomes particularly
important when reconfiguration or scaling operations are needed—e.g., when one robot must take on additional
transportation tasks or when the system needs to scale due to limited resources. Through the COGNIFOG
platform, these reconfiguration and deployment durations are expected to be measured, analysed, and
ultimately minimised.

KPIs K1, K2, K4, and K5 are time-focused and will be assessed using system logs and robot diagnostic files.
KPI K6 addresses the number of robots managed under a shared loT infrastructure. This is especially relevant
in the Smart Manufacturing scenario, as typical robotic stations perform both transportation and assembly with
a single robot. The intention is to increase the number of robots to three, improving workflow continuity and
reducing assembly lead times.
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KPI K7, related to resiliency, will be evaluated on two levels. First, by the availability and capability of
monitoring tools, which provide technical insight into system performance. Second, through the execution of
more than two realistic disruption scenarios, including robot overload, network issues, and failure cases.

Regarding security, KPI K9 will be explored by testing for unauthorised access attempts within the ROS-based
infrastructure. Finally, energy efficiency, also part of K9, will be assessed by monitoring the usage of edge
resources and the power consumption levels, as measured through the integrated monitoring tools.

6.6.6 Any other data gathered.

The collected data consists of time-based metrics and robot-related information stored in bug files. In parallel,
process-related data are manually recorded for production reporting. The COGNIFOG platform is expected to
enhance visibility into robotic operations, offering more detailed insights through its integrated Dashboard and
monitoring tools.

6.6.7 Risks and their mitigation

One of the main challenges in the Smart Manufacturing scenario is the network capacity required to support
the whole process. Therefore, the COGNIFOG platform must be validated incrementally to ensure stable
operation with three robots and to confirm that Kubernetes functionalities and ROS containerisation can be
reliably deployed.

Additionally, the Trial timeline may be subject to adjustments, as progress in other work packages (such as
WP3 and WP4) and related tasks in WP5 may require additional time to deliver their expected results.
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7 Conclusions

This deliverable provides an updated and operationally grounded account of the setup and management of the
three COGNIFOG pilot trials. Created upon the standard framework and ethical foundation established in
D5.1, this version reflects the transition from preparatory planning to real-world deployment across diverse
application domains: urban crisis management (Trial 1), remote e-health services (Trial 2), and smart
manufacturing (Trial 3).

The trials have applied the standardised methodology defined in DS5.1, including shared technological
components, KPI frameworks, evaluation strategies, and ethics by design principles. All pilots have
demonstrated a high level of procedural alignment, enabling a coherent analysis of system performance and
ethical robustness under varying operational constraints.

The implementation of each trial scenario confirmed the adaptability of the COGNIFOG architecture to diverse
real-world use cases. In the e-health domain (Trial 2), the second scenario was built upon the existing
deployment for remote construction sites by introducing an advanced orchestration refinement strategy based
on historical usage data, enabling predictive, energy-efficient resource allocation across cloud, edge, and far-
edge nodes. Based on observed CPU, memory, network, and power consumption patterns, the platform applied
predictive modelling to pre-allocate resources and optimise energy efficiency.

Though indirect due to the absence of human participants, ethical considerations were treated as integral. Each
trial implemented trial-specific Data Management Plans and Ethics Plans in line with project guidelines (D1.1,
D5.1, D7.4, D7.5). Sensitive data (video feeds, NLP-derived metadata) were managed according to GDPR
principles, and Al components were deployed under transparency, accountability, and fairness criteria. All
trials adhered to the “Ethics by Design” approach and Responsible Research and Innovation (RRI) framework,
recognising the societal implications of future deployment.

The insights gained from these initial deployments will support system tuning and contribute to the
comprehensive assessment presented in D5.4, which will report on final trial outcomes, evaluation results, and
replication recommendations.

In conclusion, the systematic implementation and ethical rigour demonstrated in D5.2 mark an advancement
in validating the COGNIFOG architecture under real-world conditions. As the validation phase progresses
toward its final stages, the application of trial-specific KPIs, continuous performance monitoring, and
structured feedback loops will continue to guide the iterative refinement of the platform, ensuring it meets both
technical benchmarks and ethical standards.
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